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Snort - Ubuntu

Installation 2.9.* Version

We need a)pcap - Packet capture b)PCRE - Perl Compatible Regular Expressions c)Libdnet - network
functions D)DAQ - Data AcQuisition modules

BHMA 1. Commands
*sudo apt install -y gcc libpcre3-dev zliblg-dev libluajit-5.1-dev libpcap-dev openssl libssl-dev libnghttp2-dev

libdumbnet-dev bison flex libdnet autoconf libtool
*mkdir ~/snort_src && cd ~/snort_src
*wget https://www.snort.org/downloads/snort/dag-2.0.7.tar.gz
*tar -xvzf dag-2.0.7.tar.gz && cd dag-2.0.7
cautoreconf -f -i (need to have autoconf and libtool installed)may not necessary, depends on system
*./configure && make && sudo make install
*cd ~/snort_src
*wget https://www.snort.org/downloads/snort/snort-2.9.17.tar.gz
*tar -xvzf snort-2.9.16.tar.gz && cd snort-2.9.16
«./configure --enable-sourcefire && make && sudo make install
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https://www.snort.org/downloads/snort/daq-2.0.7.tar.gz

Snort - Ubuntu

Installation 2.9.* Version

BHMA 2. Folders BHMA 2. Folders

# Create the Snort directories: # Create some files that stores rules and ip lists
*sudo mkdir /etc/snort *sudo touch /etc/snort/rules/iplists/black_list.rules
*sudo mkdir /etc/snort/rules *sudo touch /etc/snort/rules/iplists/white_list.rules
*sudo mkdir /etc/snort/rules/iplists *sudo touch /etc/snort/rules/local.rules
*sudo mkdir /etc/snort/preproc_rules *sudo touch /etc/snort/sid-msg.map

*sudo mkdir /usr/local/lib/snort_dynamicrules

*sudo mkdir /etc/snort/so_rules
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Snort -

Ubuntu

Installation 2.9.* Version
BHMA 2. Folders
#Creating our logging directories:
*sudo mkdir /var/log/snort
*sudo mkdir /var/log/snort/archived_logs
# Copy files
°cd ~/snort_src/snort-2.9.8.0/etc/
*sudo cp *.conf* /etc/snort
*sudo cp *.map /etc/snort

*sudo cp *.dtd /etc/snort

BHMA 2. Folders
#Copy rules from snort.org to our files:

Issue:

misconfiguration
Solution:

cd ~/snort_src/snort-2.9.8.0/src/dynamic-
preprocessors/build/usr/local/lib/snort_dynamic
preprocessor/

sudocp *
Jusr/local/lib/snort_dynamicpreprocessor/
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Snort - Ubuntu

Installation 3 Version
* Installation with docker
* https://www.snort.org/snort3
* https://www.youtube.com/watch?v=PYPOYH2PVuo&t=22s

* |Installation by the book (page 3-6)
e https://www.snort.org/documents
* Then open the file Snort 3.1.17.0 on Ubuntu 18 & 20



https://www.snort.org/snort3
https://www.youtube.com/watch?v=PYP0YH2PVuo&t=22s
https://www.snort.org/documents
https://www.snort.org/documents/snort-3-1-17-0-on-ubuntu-18-20

Snort - Ubuntu

BHMA 3. Configuration

sudo gedit /etc/snort/snort.conf

# Setup the network addresses you are protecting: ipvar HOME_NET server_public_ip/32

# Set up the external network addresses. Leave as "any" in most situations: ipvar EXTERNAL_NET ISHOME_NET

# Path to your rules files (this can be a relative path):
o var RULE_PATH /etc/snort/rules

o var SO_RULE_PATH /etc/snort/so_rules
o var PREPROC_RULE_PATH /etc/snort/preproc_rules

# Set the absolute path appropriately:
o var WHITE_LIST_PATH /etc/snort/rules/iplists

o var BLACK_LIST_PATH /etc/snort/rules/iplists
line521: output unified2: filename snort.log, limit 128, nostamp, mpls_event_types, vlan_event_types

#comment all default rules: sed —i “s/include \SRULE\_PATH/#include \SRULE\_PATH/” /etc/snort/snort.conf
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Snort - Ubuntu

BHMA 4 Testing

*sudo snort -T -c /etc/snort/snort.conf -i ens33 (ip addr)
BHMA 5. Example rule

*sudo gedit /etc/snort/rules/local.rules

alert icmp any any -> SHOME_NET any (msg:"ICMP test"; sid:10000001; rev:001;)
BHMA 6. Log View

*sudo snort -A console -i ethO -c /etc/snort/snort.conf

*snort -r /var/log/snort/snort.log.(numberOfLog)

Tip for the topology Yto ubuntu punyavnuo EKTEAOUUE

Sudo gedit /etc/sysctl.conf : uncomment the line: net.ipv4.ip forwarding=1 -> reboot
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SNORT MODES

* Sniffer mode: Awfalet to TokETo Ko ToL ELPOVICEL LlE GLVEYT POT| GTNV KOVGOAQ.

» Packet Logger mode: Anuovpyei ta. log apyeio.

* Network Intrusion Detection System (NIDS) mode: IIpayuatomotlet aviyvevon Kot
avAADLGT) GTNV KivNon TOL OIKTVOV.
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Sniffer Mode

Snort —v

Eudavitel amAwc tic kepaAiidec IP kot TCP/UDP/ICMP
Snort -v —d

Eudavitel ta Sedopeva makeTwy KaBwe Kat TIG KEPAALOEC
Snort —v —-d —e

Eudavitel tic kepaAidec oto data link eminmedo pe neploootepn AemTOpUEPELA
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Packet Logger Mode

Default logging path : /var/log/snort/snort.log.(numberOfLog)

Custom log directories:
snort -dev -l ./log : specify a logging directory.

snort -dev -l ./log -h 192.168.1.0/24 : AuTOC 0 Kavovac AEeL 0TO Snort OTL OEAETE vl EKTUTIWOETE
OAn tnv mAnpodopia oto kataioyo ./log, os oxéon pe to umtodiktuo (C)192.168.1.0.

snort -l ./log —b : Mia 1o cupmayn popdr Twv MAKETWY O Eva apXELO Yo LEAAOVTLKN avAaAuon.

snort -dvr packet.log icmp : AtafaleL ta binary apxeia dktpdpel cupdwva pe to sniffer mode Tt
LEPOC TOU TIOKETOU BEAEL va SeL Kol SLadgyeL povo oca adopouv icmp.
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Network Intrusion Detection System
Mode

-c snort.conf : l'la TNV evepyormnoinon autol tou mode TpEmneL anmAd va ouvoeBoU e e To
configuration file

Alert mode :

-A fast :Fastalert mode. Writes the alert in a simple format with a timestamp, alert message,
source and destination IPs/ports.

-A full :Fullalert mode. This is the default alert mode and will be used automatically if you
do not specify a mode.

—-A unsock : Sends alerts to a UNIX socket that another program can listen on.
-A none : Turns off alerting.

-A console :Sends “fast-style” alerts to the console (screen).
-A cmg : Generates “cmg style” alerts.(no reports)

https://linuxhint.com/snort_alerts/
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READ THE OUTPUT

The Packet Wire Totals and Action Stats sections of Snort’s output include additional fields:

* Filtered count of packets filtered out and not handed to Snort for analysis.

* Injected packets Snort generated and sent, e.g. TCP resets.

« Allow packets Snort analyzed and did not take action on.

* Block packets Snort did not forward, e.g. due to a block rule.

* Replace packets Snort modified.

* Whitelist packets that caused Snortto allow a flow to pass w/o inspection by any analysis
program.

* Blacklist packets that caused Snort to block a flow from passing.

 ITgnore packets that caused Snort to allow a flow to pass w/o inspection by this instance of
Snort.

The action stats show ”blocked” packets instead of ”dropped” packets to avoid confusion between
dropped packets

(those Snort didn’t actually see) and blocked packets (those Snort did not allow to pass)
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Inline-InlineTest-Passive Mode

Inline mode, /\stroupvz-:i w¢ IPS IOV EMLTPEMEL TNV EVEPYOTIOLNON TWV KAVOVWV drop To Snort
Wopel va pueutotst WOTE Vo eKTeAeltal o€ Asttoupyia inline xpnotpomowwvtog To oplopa -Q Kat

N Aettoupyia puBuong policy mode snort wg €€NC .

°snort —-Q

config policy mode:inline

Y€ aUTO To mode to snort emnpealetal apeoa ano ta dag modules ... Ta omola elval CUCKEUEC
nou Spouv cav interfaces avapeoa oto computer kal Tov atclntipa.

To snort utootnpilel Stadopa modules onwc pcap-winpcap-afpacket-lpg-Nfg-lpfw-Dump. Ta
bold unootnpilouv inline mode.

Aettoupyoulv oav sniffers kot mavouv MaKETaA, £T0L WOTE TO Snort va anmodaciosl Tl Ba yivouv.
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Inline-InlineTest-Passive Mode

Passive mode, Asttoupyet wc IDS. Ot kavoveg drop dev poptwvovtal. To Snort pumopel va puBuLotel os
naOnTikn Aettoupyia xpnotpomowwvtag tn Aettovpyia policy mode snort wg €€NG:

o config policy_mode:tap

Inline-Test mode npocopowwvel TNV inline mode Asttoupyia tou Snort, emitpEnovtag TNV afloAdynon tne
inline mode xwpic va emnpealel tnv KINHZH twv makétwv. OL kavovec drop Ba doptwBolv Kal Ba
gvepyormolnBouv wc eldomnoinon Wdrop (Would Drop). To Snort pmopel va eival €xel puBuLoTel wote va
ekteAeital inline-test mode xpnolponolwvtag tnv enAoyr Ypaupng evtoAwyv (—enable-inline-test) n
XpNolpomolwvtag To snort Asttoupyia policy mode wg &€NG:

° snort --enable-inline-test

o config policy _mode:inline_test
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Packet Acquisition

snort --dag-list :DAQ or Data Acquisition library

O turmog, n Asttoupyia, N HetaBANTA Kat o katdAoyog DAQ pmopouv va KaBopLoTtouV eiTe HECW
NG YPAUMNG EVTOAwV €ite oto apxeio conf. H ypauun evioimv £yl mpotepandtnta

Eav n Aettoupyia Sev £xeL oplotel pnta, To -Q Ba 1o avaykdoet o€ inline mode ko av Sev €xel
OPLOTEL, TO -r Ba To avaykaoeL va SlaBacel To apyeio KoL €AV auTto Sev €XEL OPLOTEL, N
NMPOETUAEYUEVN AELToupyla lval n madnTKkn.

Entiong, emttpemnovtal -Q kat --dag-mode inline, adou dev unapyet conflict, aAAd to -Q kot
ortotadnmote AAAn Asttoupyia DAQ Ba mpokaAEoel polpaio opAALO KATA TNV EKKLvNON.
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PCap

Eilval to default module mou €xeL to DAQ

Aev petpael ot GLATPOPLOUEVA TTOKETA
° snort -i <device>
° snort -r <file>
° snort --daq pcap --dag-mode passive -i <device>
° snort --daq pcap --dag-mode read-file -r <file>

You can specify the buffer size pcap uses with:
° snort --daq pcap --dag-var buffer_size=<#bytes>

*pcap on data link layer (OSI layer 2).
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AFPACKET

afpacket Aettoupyel mapopola pe 1o memory mapped pcap DAQ xwpic va xpelaletol KamoLa
external BLBAL0BAKN:
o ./snort --daq afpacket -i <device>

Eav B€Aete va ekteAéoete To afpacket oe Aettoupyia inline, tpEmel va oploeTe T CUOKEUN O€
gva N meplocotepa (evyn dlenadnc :

o eth0:ethl

o ethO:ethl::eth2:eth3

Ao nipoeruiihoyn, to afpacket DAQ ekxwpel 128 MB yLa tn pvApn nakEtwyv. Mmopeite va to
aAAAEETE QUTO UE :

--dag-var buffer_size_ mb=<#MB>

*Raw packet works on IP level (OSI layer 3),
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NFQ-IPQ-IPFW

To NFQ eiva 0 VEOG Kal BEATLWHEVOC TPOTIOC eMetepyaoiac MakeTwy iptables

To IPQ eivai o MaALog Tpomocg enetepyacioc makeTwy iptables. (2.9 kat katw)

IPFW is available for BSD systems (Unix systems but not linux)
* IPFW only supports ip4 traffic
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Dump

To dump DAQ emnuitpemnet va dokipaoete tig dStadopec Asttoupylec inline mode mou gival
SlaBgopec oto 2.9 Snort

To dump xpnolpomoLel to pcap daq yLa TNV amoKTnon MoKETWV. EMopévwe, Sev peTpdel Ta
OLATPAPLOUEVD TIOLKETAL

To dump module dev adopa to inline mode.
° snort -r <pcap> -Q --daq dump --dag-var load-mode=read-file
° snort -i <ouokeun> -Q --dag dump --dag-var load-mode=passive
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Snort - Rules

include: <include file path/name>  var: <name> <value> INLINE MODE: DROP, SDROP(no alert), REPLACE

Rule structure o droptcp SEXTERNAL_NET any -> $HOME_NET 22 (msg:"EXPLOIT gobbles SSH exploit

o action for traffic matching the rule, alert in this case attempt"; flow:to_server,established; content:"GOBBLES"; reference:bugtrag,5093; classtype:misc-
attack; sid:1812; rev:2;)

° alert - generate an alert using the selected alert method, and then log the packet

. log - log the packet o sdrop udp $SEXTERNAL_NET any -> $HOME_NET 1434 (msg:"MS-SQL ping attempt";
content:"|02|"; offset:0; depth:1; reference:nessus,10674; classtype:misc-activity; sid:2049; rev:1;)

° pass - ignore the packet

. . . replace tcp SEXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP ~root attempt™;

° activate - alert and then turn on another dynamic rule N
flow:to_server,established; content:"~root"; replace:"~ userroot";nocase; )

° dynamic - remain idle until activated by an activate rule, then act as a log rule

o traffic protocol like TCP, UDP or ICMP

) ) COMMENTS
o the source address and port, simply marked as any to include all addresses and ports

* |IP Addresses: E6( pmopolpe vo, ¥PNGILOTOICOVLLE KOl TOV YOpoKTAPo. | ooy «noty
o the destination address and port, szomMe NET as declared in the configuration and any for port HITOPOLHE VL LPTIOTHOTOMOOVH HapaEIp

. ) * Port numbers: 1:1024 - :6000 - 500: , Xpnoyonotovpe to ! yia va eEatpécovpie ports (12:1025)
. some additional bits

* The Direction Operator: -> , <>

HELPFUL LINK

o log message

o unique rule identifier (sid) which for local rules needs to be 1000001 or higher
https://paginas.fe.up.pt/~mgi98020/pgr/writing_snort_rules.htm#flags

o rule version number.
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https://paginas.fe.up.pt/~mgi98020/pgr/writing_snort_rules.htm#flags

Running Snort in the background

sudo gedit /lib/systemd/system/snort.service

SCRIPT

[Unit]

Description=Snort NIDS Daemon

After=syslog.target network.target

[Service]

Type=simple

ExecStart=/usr/local/bin/snort -q -u snort -g snort -c /etc/snort/snort.conf -i ethO
[Install]

WantedBy=multi-user.target

sudo systemctl daemon-reload

sudo systemctl start snort (stop, restart, and status)
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Topadelypota

Edappoyng
Kavovwy




Payload Example

*Win 7 Exploit ms12-020 link: https://pastebin.com/jzQxvnpj

*Useful Link: https://resources.infosecinstitute.com/topic/snort-rules-workshop-part-
one/#article

*https://blog.joelesler.net/2010/03/offset-depth-distance-and-within.html

*https://www.computersecuritystudent.com/SECURITY TOOLS/Metasploit/lesson19/index.html

*We need ips mode in snort(-Q) and a rule with drop.

*Snort Rule against Exploit /etc/snort/rules/local.rules: drop tcp SEXTERNAL_NET any -> SHOME_NET
3389 (msg:”DOS Microsoft remote desktop protocol RDP “; flow:to_server, established; content:” |03
00|”; depth:2; content:” |e0]”;distance:3; within:1; content:” |03 00|”; distance:0; content:” |f0|”;
distance:3; within:1; content:” | 7f 65|”; distance:1; within:2; content:”|04 01 01 04 01 01 01 01 ff 30|”;
distance:3; within:10; content:”|02|”; distance:1; within:1; sid:80000008;rev:1;)
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Payload Example

» Frame 21: 646 bytes on wire (5168 Dits), 646 Dytes captured (5168 bits) on interface O

» Ethernet II, Src: Veware ¢7:c5:79 (80:0c:29:¢7:c5:79), Dst: Veware _74:a8:31 (90:0c:29:74:a8:31)
» Internet Protocol Version 4, Src: 182.168.0,168, Dst: 10.9.9.13%

» Transmission Control Protocol, Src Port: 34091, Dst Port: 3389, Seq: 1, Ack: 1, Len: 589

3/X,224 © nnection-Orientec Transport Protocol
Repote Desktop Protocol
TPKT, Version: 3, Length: 478
150 8973/X.224 COTP Connection-Oriented Transport Protocol
MULTIPOINT -COMMUNICATION-SERVICE T.125

* Byaloupe to default firewall ano ta windows. OAa ta pnyavripota
TPEYOUV Python

, Versiom: 3, Length:
IS0 BE73/X.224 COTP Connection-Oriented Transport Protocol
Data (5 bytes)

IPKT, Version: 3, Length: 8

IS0 BB73/X.224 COTP Connection-Orientec Transport Protocol
Data (1 byte)

TPKY, Version: 3, Length: 12

IS0 Be73/X.224 COTP Connection-Oriented Transport Protocol
Data (5 bytes)

IPKT, Version: 3, Length: 12

IS0 BB73/X.224 COTP Connection-Oriented Transport Protocol
Data (5 bytes)

TeKY, Version: 3, Length: 12

IS0 Be73/X.224 COTP Connection-Oriented Transport Protocol
Data (5 bytes)

IPKT, Version: 3, Length: 12

FOL OIS N SR ST L S T

* YtéAvoupue to exploit amo to Kali unxavnua ota Windows 7.
* #ipython exploit.py 10.0.0.22

* To Windows 7 pnxavnua epdavilet blue screen

VW Y Y Y Y Y Y Y Y Y YT Y Y YT IYSYSYSYY

* Avoiyoupe to Wireshark oto Snort pnxavnua kot BAEmou e 1o

payload. Kottdpe amo mou Eekvael (SimAa sLKOVA) KOt PTLAXVOULE 5 re o B ¢ o o o & 60 4 o1

’ 7 NPGE 94 @4 91 A1 D4 D1 61 €1 H1 fF 33 1982

avaAoya Tov Kavova. G0 OB 6 60 82 02 D4 00 6 06 08 62 04 30 09

a6 9 01 62 04 03 OB 00 61 02 04 88 0B 46 o1

* AdoU pTLdéoupe Tov Kavova Kal evepyorolooupe to Snort (IDS G 62 64 20 8 3 03 68 o8 02 3 3 & 0
, , , , 0696 fc 17 92 02 tf ff 02 04 69 ©

mode) Eavadokipalou e va oTelAOUE TO KakOBouAo apxelo. P Sxanvims suvnry

Ui0¢ 2a 69 B8 B0 16 D0 61 cd 98 44 75 63 61 B1

. : . . 1120 0403 63 co % 06 0a 48 06 4f 63 53 40 54

* To apyelo yivetal drop kat ta Windows AeltoupyoUv KavovLKA. 15 06 69 60 60 60 0B GG 63 DD 0 63 6D 60 00

0L4C 0O €0 0D 0D ©C DO GO ©4 DE GO ©8 0D 00 Be

HI5C 06 3 £D 6D 0G DB GG €3 OP GO €3 6D A0 MR

6819 0P 60 bP U0 80 DP GO €0 DY OV €8 6D G0 8

0I17C 0O €0 09 0D 90 06 00 €0 ©Oe G0 €0 00 00 o8

ME2anewus aphnns
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Simple kali lab

U-K: ifconfig

U: gedit /etc/snort/rules/local.rules

snort -T -c /etc/snort/snort.conf -i ens33

snort -A console -q -c /etc/snort/snort.conf -i ens33
K: open wireshark

Nmap —A 192.168.233.139 - ping 192.168.233.139

Open legion -> run a scan to snort

H/W

dictionary bruteforce attack with legion to snort
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Simple kali lab 2

K : Create a random txt file (not so many bytes)

Open wireshark

Send this file to snort

sudo hping3 -p 80 -d 5 -E /root/Desktop/5bytes 192.168.233.139 -c 3
U: Create a rule to local.rules to alert to this payload

Open wireshark

Rule be like -> alert tcp any any -> SHOME_NET any (msg:”Custom rule for random
payload”;flow:stateless;content:” |54 56 59|”;depth:3; content:” |12
12|”;distance:1;within:2;sid:70000003;rev:1;)

EMAIL:DKOUTRAS@UNIPI.GR 27




afpacket

sudo gedit /etc/snort/snort.conf

line:157

# config daq: afpacket

# config daq_dir: /usr/local/lib/daq

# config dag_mode: inline

# config daq_var: buffer_size_mb=512

Line:265-269(under step 5) uncomment

J€ aUTO To mode TPEMEL va €XOUE KoL drop KAVOVEC ... yla auto mnyaivoupe sudo gedit /etc/snort/rules/local.rules kat aA\dlou e to alert o drop.

Y€ aUTO TO ONUELD TO UNXAVNUA pag SOUAEVEL WG Evag SlapecolaBnThg mou amo tnv pia kapta Siktuou naipvel mAnpodopia kat tnv Sivel pLIATpaplopévn otnv
AGAAN . Na auto Baloupe katl dvo interface otnv evtoAn mapakdatw. Apa to module Soulevel pe bridged Aoyiwkr).

-Q inline mode
Sudo snort -c /etc/snort/snort.conf -1 ens33:ens34 -Q -A console

Question Tt Sa ouuBei eav BaAouvues 2048 buffer _size_mb os unyavnuo ue 2 pou
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nfq

sudo gedit /etc/snort/snort.conf
line:157

# config daqg: nfq

# config dag_dir: /usr/local/lib/daq
# config dag_mode: inline

# config daq_var: queue=0

ESw €xoupe ouvdeon e €va epyaleio mou Aéyetal netfilter kot mou ovolaotika pag Sivel Tnv Suvatotnta va cUVEECOUE Ta
iptables, arptables pe 1o snort. levikdtepa petadEpovral ta maketa ano to firewall otnv oupd Tou snort.

Edv n oupa gival yepdtn ta aketa yivovtatl drop.

Edv to snort ev TpEXEL TA TTAKETA UTTAOKAPOVTOL.
Libs: sudo apt-get -y install libnetfilter-queue-dev libnetfilter-queuel libnfnetlink-dev libnfnetlink0
Iptables command: iptables -A FORWARD -j NFQUEUE
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nfg install

Snort --dag-list

Cd snort_src/dag-2.0./

sudo apt-get -y install libnetfilter-queue-dev libnetfilter-queuel libnfnetlink-dev libnfnetlinkO
.Jconfigure --enable-nfg-module=yes

Make && make install

Snort --dag-list && Cd /usr/local/lib/dag/ && Is

iptables -A FORWARD -j NFQUEUE (-F[delete] —L[show])

iptables -A FORWARD -j NFQUEUE —queue-num=0

Snort —A console —q —c /etc/snort/snort.conf -Q

Questions: what can we do if we lost packets when both iptables and snort are activated?
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Problem - Issue 1

OL tapakATw EVTOAEC AUVOUV €va Bepa tou dnuLoupyelTal e TNV XPAON KOVOVLKWV
LLNXOVNUATWYV Kol OXL ELKOVLIKWV. To B€pa adopad to PEYEDOC TWV TIAKETWVY YLaTL TO snort KOPBeL Ta
nakeETa peyaAvtepa twv 1518 bytes (Large Receive Offload and Generic Receive offload)

sudo apt-get install -y ethtool
post-up ethtool -K ethO gro off
post-up ethtool -K ethO Iro off

https://askubuntu.com/questions/579231/whats-the-difference-between-prerouting-and-forward-in-
iptables
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Problem - Issue 2

Ta ICMP nakéta §popoloyouvtatl kateuBeiav otnv Tomikn IP xwplic va mepdcouv amnd TV oupd € KATIOLEG TIEPUTTWOELG. AUTO AUVETAL UE KAVOVO TIOU TIPOAAUPBAVEL TNV
SpopoAdynon otnv tomkn IP(10,0,0,8)

sudo iptables -t nat - PREROUTING -j NFQUEUE --queue-num=0 OR
sudo iptables -t nat -A PREROUTING -j NFQUEUE --queue-num=0
installation:
snort --dag-list
cd /snort_src/dag-2.0.6/
.Jconfigure --enable-nfg=yes
make
cd /usr/local/lib/dag/ then Is and we find nfq
go to iptables: Insert — Append — jump
iptables -F (delete iptables)
iptables -L
iptables -A FORWARD -j NFQUEUE --queue-num=0

sudo snort -A console -c /etc/snort/snort.conf —Q -q: Anptoupyei avtopata to bridge kot dev xpetdletat interface. To amotéAeopa eivot vol BAETTOUKE OTO UNXAVNUG
Hag TNV Kivnon omwg tn BAEMEL AUTOG TTOU TNV OTEAVEL
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Snort - Windows

e EUKOAN gykataotaon

e 7zip, winrar

e winpcap (network module that used in wireshark and windows packet capture library )
e copy preproc, rules from official snort website

Brjpata LETA TNV EyKOTAOTAGCN
* Verify snort installation : Snort -V in the c:\Snort\bin>

* Avolypa apyxeiou snort.conf
KaBoplopdc ipvar HOME_NET 192.168.233.0/24
Set up external address -> ISHOME_NET

* HTTP ports — IANA 0-1023(defaults) 1024-49151(commonly used) 49152-65535(free)
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Snort - Windows

Brjpata PETA TNV EYKATACTOON
* Line 104: change var rule path c:\Snort\rules

* Comment the shared object path because it not used in windows
* Change the preproc rule path variable c:\Snort\preproc_rules

* Change white and black list path variable with c:\Snort\rules

* Line 186: uncomment logdir and we put the path c:\Snort\log

* Line 243: comment the 3rd lib
*  We fix the pathing for the other two line 247,250 (the one can target to the file and the other to the folder)
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Snort - Windows

7 7 7 I S T o
BApoata LETA TNV EYKATAOTAON oot cort 3| Wit 3 bk 03 [Bicatres 3]
1 # Blacklisting with Snort IDS in Windows
U2 - ‘
506 |Ii Reputation preprocessor. For more information see README.reputation ! '199'232'1§'137
©17 preprocessor Input.nt.i.un: Y 4 #199.232.17.164
508 memcap 500, | BB s | s
509 priority whitelist, \ %
510 nested_ip inner, \ Sl ‘o Kownjpacn  Mpopain
511 whitelist SWHITE_LIST PATH\white.list, \ e v & | Auricoumcoporic » TomwicSioeog(C) » Snort > rues
512 blacklist SBLACK_LIST PATH\black.list o
513 Ovoun Hyepopnvia tpom...  Timog MéytBog
o Tpriyopn mpoafacn
_ | app-detect.rules 812021850 Apyeio RULES 52K3
I Erupoveia epyac f ) : 3
" | attack-responses.ules 81/2021 850 Apyeio RULES 2K8
¥ Frogeiaigng # ) backdoorules G280 Ageio RULES 2K8
EEer T paganfficnles 6202850 Apyeio RULES 2K8
& Ewveg ¢ blackligt WU 12527 Apyeio LIST 1K8
ules | blacklist.rules 6172021 850p  Apyio RULES 248
B sineo ] botnet-cneules G202 850 ApgeioRULES 2K8
o N . . hisimans m ma N
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Snort - Windows

Brjpota LETA TNV EYKATAOTAON
* Line 265-269: we comment the preprocessor tasks because there is not inline mode in windows

Line 335: comment back orifice detection .... a computer program designed for remote system
administration ... it was used for win 95

Line 418: enable portscan (sfportscan)

Line 507: Anploupyoupe duo apyxeia .list pe okomod va Balouvpe Aloteg amno IP(pumopoupe va adprioou e
Kol TaL apXeia .rules aAAd Ba TIPEMEL TO TIEPLEXOUEVO VOl EXEL TNV HopPn Kavovwy)(Agite Tnv mponyolUevn
Sladavela)

Line 528 : we set the server with the plug in for the output of the logs

Step 7(line:539): replace / with \

Step 8(line:654): replace / with \ and enable the preproc rules
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https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/Remote_administration

Snort - Windows

TESTING

(We have to move on the Snort\bin)

Find the interface:
snort -W
wmic nic get NetConnectionID
netsh int show int

ip addr

snort -i Ethernet0 -c c:\Snort\etc\snort.conf -T
RULES
(DAQ(-1) ERROR: remove from bin the wpcap.dll and the Packet.dll and after we reinstall the winpcap)

Simple rule: Into the local.rules:

alert tcp any any -> any any (msg:”mpla mpla”; sid:1000001;)

Test rule: snort -i 2 -c c:\Snort\etc\snort.conf -A console
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