Ac@alela AlkTVwV Kat Emkolvewvieov

(Network and Communication Security)

OSSEC host-based ids

Av. Ka#. [Tavayiwts KotlavikoAdov

Y1.A8. Anuntpns Kovtpag

[IMEX KuBepvoao@dAeia kot Emiotiun Aedopévwv




OSSEC

Open source host-based ids

Ymootpilet:
log analysis
file integrity checking
policy monitoring
rootkit detection
real-time alerting

active response

http://www.ossec.net/



OSSEC INSTALLATION

sudo —s

apt-get update

apt-get install build-essential inotify-tools

sudo apt-get install apache2 -y

sudo apt-get install build-essential -y

sudo apt-get update -y

wget https://github.com/ossec/ossec-hids/archive/2.9.2.tar.gz
sudo tar -zxvf 2.9.2.tar.gz

cd ossec-hids-2.9.2/

sudo ./install.sh

sudo /var/ossec/bin/ossec-control start

cd /home/ubuntuVM (name of your pc)
wget https://github.com/ossec/ossec-wui/archive/master.zip
sudo apt-get install unzip -y

sudo unzip master.zip

mv ossec-wui-master /var/www/html/ossec
cd /var/www/html/ossec

./setup.sh

systemctl restart apache2

sudo apt-get update -y

sudo apt-get install php -y

sudo apt-get install apache2 php-mysql
libapache2-mod-php mysql-server

sudo apt-get update
sudo add-apt-repository ppa:ondrej/php
sudo apt-get update

sudo apt search php7

sudo apt install php7.0-mysql php7.0-curl
php7.0-json php7.0-cgi php7.0 libapache2-
mod-php7.0

sudo apt-get install build-essential gcc make
apache2 libapache2-mod-php?7.0 php7.0
php7.0-cli php7.0-common apache2-utils
unzip wget sendmail inotify-tools -y



OSSEC

Eav n eykataotaon oAokAnpwOei emituxws Oa epdaviotolv T MAPAKATW HNVULATO:

- System is Debian (Ubuntu or derivative).
- Init script modified to start OSSEC HIDS during boot.

- Configuration finished properly.

- To start OSSEC HIDS:
/var/OSSEC/bin/OSSEC-control start

- To stop OSSEC HIDS:
/var/OSSEC/bin/OSSEC-control stop

- The configuration can be viewed or modified at /var/OSSEC/etc/OSSEC.conf

Thanks for using the OSSEC HIDS.

If you have any question, suggestion or if you find any bug,
contact us at contact@OSSEC.net or using our public maillist at
OSSEC-list@OSSEC.net

( http://www.OSSEC.net/main/support/ ).
More information can be found at http://www.OSSEC.net

--- Press ENTER to finish (maybe more information below). ---
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OSSEC

Avtoupatosroupéveg Atadikaoieg Apvvag

Yrap€n EVOWHATWHEVWY KAl CUTOLOTOTIOLNUEVWY SLadLKOCLWV
QUTOAMUVOG KOL OUVTHPNONG.

"EAeyy0¢ Akepa1lOTNTAC TVOTILUATOG

System Check
TOKTLKOC EAEYXOC OKEPALOTNTAC TOU CUOTHHOTOC
Rootkit Check
e€aodaiion ¢ Un MPocBoARG TOU CUOTHUATOC Ao rootkits

Apeon Ava@opd 'Yromtwv Evepyelwv

ALEan evNUEPWON TOU SLOXELPLOTH yla OTtoLodnoTe cupPav Ue
OXETIKEC TANpOodoplEeG.



OSSEC

Eykxataocotaon Rootcheck

EkteAoUpue ano terminal:

cd Downloads

wget https://dcid.me/ossec-packages/rootcheck-latest.tar.gz
tar -zxvf rootcheck-latest.tar.gz

cd rootcheck***/

Jinstall.sh

.Jrootcheck



OSSEC

Ekkivnon kat teppoatiopog tou OSSEC

Mo va £ekvriioet to OSSEC Tp€XOUME TNV apoKATw VTOAR oto terminal:
/var/OSSEC/bin/OSSEC-control start

Mo va otopatiooupe to OSSEC TpEXOUME TNV EVTIOAN:
/var/OSSEC/bin/OSSEC-control stop

MNna va emavekkiviioou e To OSSEC TpEXOULE TRV EVTOANR:
/var/OSSEC/bin/OSSEC-control restart

Mo va SoUpE TNV TpEXoVoa Kataotaon tov OSSEC TpEXOULLE TNV EVTOANR:

/var/OSSEC/bin/OSSEC-control status



OSSEC

Edav to OSSEC £xeL EekiviioeL N £€€060¢ TNG eVTOANG Oa MpEMEL va LOLATEL LUE TNV
TLOLPOLKALTW:

OSSEC-monitord is running...
OSSEC-logcollector is running...
OSSEC-syscheckd is running...
OSSEC-analysisd is running...
OSSEC-maild is running...
OSSEC-execd is running...

Eav 8ev £xeL EekivoeL N €€060¢ Oa LOLATEL ME TNV TAPOAKATW:

OSSEC-monitord not running...
OSSEC-logcollector not running...
OSSEC-syscheckd not running...
OSSEC-analysisd not running...
OSSEC-maild not running...
OSSEC-execd not running...



OSSEC

Ossec.conf ->

Decoders ->

Rules ->
To ossec Baoiletal oe Kavoveg o ival apeoa cuvdedepévol pe ta log files.

/var/log/ossec/etc/ossec.conf

‘Etol kaBe apxeio log xpelaletal Evav decoder €10l wote va amokwodLkomoleital N popdn twv logs kat
va eéayovtal tedia omwce source IP, time KA.

/var/ossec/etc/decoder.xml.


https://github.com/ossec/ossec-hids/blob/master/etc/ossec.conf
https://github.com/ossec/ossec-rules/blob/master/decoders.d/50-crs-apache_decoder.xml
https://github.com/ossec/ossec-rules/blob/master/rules.d/50-crs-apache_rules.xml
http://www.madirish.net/293

OSSEC.conf

+»» Global

Méeoa oto tunpa global (<global>...</global>) pmopolue va
SLapopdwWooUUE TIC YEVIKEC pubuioelc tou OSSEC.

= Ewonoinon peow e-mail
Evepyomnotoape tnv elbomoinon péow e-mail mpooBétovtag ta
TIOPAKATW PEoA 0TOo TURHa global.

=global=
<email notification=yes</email notification=
<email to=example@gmail .com=/email to=
<smtp server=altZ.gmail-smtp-in.l.google.com.</smtp _servers=
<email from=ossecm@kali</email from=
=/global=

Me T0 mapakdtw TUAUO Ttou tpooBecape oto OSSEC.conf
armooteAovtal oto email kat avadopéec pe ta logs tou OSSEC.

=reports=
<title=Anafores</title=
<showlogs=yes</showlogs=
<email to=vlivadaros@gmail .com</email to=
</reports=
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OSSEC.conf

=  Alota white list

Méoa ota tags <white_list> mpooBtoupe tic dteubuvoelg IP oL omoieg
dev BEAou e va umtAokaplotouv Ttoté arod to OSSEC.

=global=
=white list=127.0.0.1</white list=
<white list="localhost.localdomain$</white list=
<white 1ist=192.168.196.2</white list=

=/global=

»» Database Output

To OSSEC pmopei va amoBnkevel Tig e€66ouc tou, dnAadn Tig eLdomoLroeLg,
Ta logs k.T.A., o pa faon dedopévwy. OL faoelg ou utootnpilet

yla To okoTto auTo eiva ot MySQL kot PostgreSQL.

To tuAua Database Output xpnotpomoteital yia tn SnAwon twv otolxeiwv
¢ BAong autig, Onwe paiveTal mapaKATW:

<database output=
<hostname=192.168.132.134</hostname=
=uUsername=root</username=
<password=toor</password=
<database=>test</database=
<type=mysql</type=

</database output=
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OSSEC.conf

Rules
To OSSEC dLaBtel €éva oUVoAo Ao KOVOVEC oL ortoiol eival apxeia .xml
Bplokovtal oto pakeAo /var/OSSEC/rules/ . Eav kamolog BéAel va mpooBEoel
TILO E€LOLKOUC KOVOVEG TIPETIEL VL TOUC YpdeL oto apxeio «local_rules.xml»
nou Bploketal otov mapanavw ¢akelo. Ta urtodouta .xml apyeia Tou
dakEAOU auToU dev MPETEL va TpoTtomoLnOouv.
OL kawvovec avtoi SnAwvovtat oto OSSEC.conf péoa oto TR <rules>
=rUles=
<include=rules config.xml</include=
[...]
<includeslocal rules.xml</include=
=/rules=
Syscheck

To TuApa <syscheck> meplhapBavel TI¢ puBULOELS EAEYXOU TOU CUCTAMATOC
yla ortotadnmote aAlayr ota apxeia Kot Touc $akEAOUC TOU CUCTHUOATOC.
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OSSEC.conf

Juxvotnta

Mo va puBpuiooupe TNV cuxvotnta eKTEAeonc tou syscheck mpémnetl va

ypayoupe To XpoOvo nou BEAouv e, og deutepOAeTTA, ECA OTO tag
<frequency>

=syscheck=

=<frequency=300</frequency=

[...]

=/syschack=

DakeAol Ttou eAEyyovToL

2tn ouvexela kabopiloupe Toug pakEAOUC TOUC omoiouc Ba eAEYXEL TO
syscheck kat Ba pag elbormolel yla onotadnmote aAlayn

=syscheck=

[...]

<directories realtime="yes" check all="yes"=/etc,/usr/bin,/usr/sbin</directories=
<directories realtime="yes" check all="yes"=/bin,/sbin</directories=

[...]

=/syscheck=
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OSSEC.conf

DakeloL kol ap)eia ou ayvoouvtal

Eav 6ev emiBupoupe to OSSEC va pag el0omoLel yla KATIOLO CUYKEKPLUEVA apXela | PAKEAOUG TOTE T
Balouvpe péoa oto <ignore> tag, omw¢ paivetal MaPoKATW

<!-- Files/directories to ignore --=
<ignore=/etc/mtab</ignore=
=ignore=/etc/mnttab</ignore=
=ignore=/etc/hosts.deny</ignore=
=ignore=/etc/mail/statistics</ignore=
<ignore=/etc/random-seed</ignore=
=ignore=/etc/adjtime=/ignore=
<ignore=/etc/httpd/logs</ignore=
=ignore=/etc/utmpx</ignore=
<ignore=/etc/wtmpx</ignore=
=ignore=/etc/cups/certs</ignore=
=lgnore=/etc/dumpdates</ignore=
=ignore=/etc/svc/volatile</ignore=

Rootcheck

2to Tunpa <syscheck> avrkel kat o €Aeyxog rootcheck av kot dev epmepléxetal peoa oto tag Tou syscheck kot
elval og Eexwploto tag. To rootcheck Paxvel va Bpel av umdpxouv rootkits péoa oto cuotnua.

=rootcheck=
=rootkit_files=/var/ossec/etc/shared/rootkit_files.txt</rootkit_files=>
<=rootkit_trojans=/varsossecsetc/shared/rootkit_trojans.txt</rootkit_trojans=
<system_audit=/var/ossec/etc,/shared/system_audit_rcl.txt</system_audit=
<system_audit=/svar/ossec/etc/shared/cis_debian_linux_rcl.txt</system_audit=>
<=system_audit=/var/ossec/etc/shared/cis_rhel_ linux_ rcl.txt</system_audit=
<=system_audit=/var/ossec/etc/shared/cis_rhel5_linux_rcl . txt</system_audit=

=frequency=300</frequency= 141

=/ rootchecks=



OSSEC.conf

Alerts

OL kavoveg tou OSSEC €xouv eva entimedo onpavtikotntag (level) to
omolo kupaivetal ano 0 (to mo acnpavto) Ewg 16 (To 1o GNUOVTLKO).
210 TUNMa <alerts> SnAwvoupe amo molo eninedo kat mavw BEAou e va
Hoc eldormolel to OSSEC yla Toug avtiotolyoug KoVOVEG

<alerts=
<log_alert level=l</log alert level=
<email alert level=l</email alert level=
</alerts=

‘Exoupe puBuioel to OSSEC va ypadel oto apxeio
/var/OSSEC/logs/alerts/alerts.log eldomolnoelg yia kavoveg emumedou 1
kat tavw (<log_alert_level>1</log_alert_level>) katl va otéAvel
eldomnolnoelc oto email mouv dSnAwoape yla kavoveg emumedou 1 kot
navw (<email_alert_level>1</email_alert_level>)

https://www.ossec.net/docs/manual/rules-decoders/rule-levels.html
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OSSEC.conf

Active-response/Command

2TO TUAMO AUTO avrkouv Ta <active-response> kal ta <command> tags

<ossec_config=
=command=>
=l--
Command options here
--=
</command=
<active-response=
=!--
active-response options here
--=
</active-response>
</ossec config=

Commands

Ta ekteAéopa apyeia twv commands Bplokovtal oto pAakeAo
/var/OSSEC/active-response/bin/. o tnv mpooBnkn véwv commands,
adoL ypapoupe tov Kwdika, amoBnkeVou e To apXeio we .sh otov
noaparnavw GakeAo. 2tn cuvexela to dnAwvoupe oto OSSEC.conf.
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OSSEC.conf

= Active-response
Ta active-response Asltoupyouv w¢ oUVEETHOL avapeosa ota rules kat commands.
Ot rules mupodotoUv Ta active-response Ta omoia oTn CUVEXELD EL60TOLOUY
Ta avtiotola commands va EEKLVAOOUV TNV EKTEAECT TOUG

rule active-response command

“——) disable-account

+»» Collector

210 T€AOC Tou apyxeiou OSSEC.conf umtapyouv ta tags <localfile>

<localfile=
<log_format=syslog</log_format=
<location=/var/log/messages</location=
=/localfile=

<localfile>
<log_ format=syslog</log format=
=location=/var/log/auth.log=/location=
</localfile=

210 THAMA auTo dnAwvovtal Ta apxeia tou Bélou e va tapoakoAouBel to OSSEC.
Ta apxela autd eival cuvnBwe Ta apyeia kataypodnig Tou skdot0t£1c’57uorr']uaroq.



