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Application Threat Modeling Example 
 

Τμήμα Πληροφορικής 
 
 
 
 



Threat Modeling Goals 

 To perform Application Threat Modeling 
use testing 
methodologies/techniques/frameworks/met
hods (e.g. OWASP testing framework) to 
identify, STRIDE methodology to Classify 
and DREAD methodology to rate, compare 
and prioritize risks, based on severity. 
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 Software 

Development 
Life Cycle 

(SDLC) Testing 
Workflow 



Microsoft Security Development 
Lifecycle (SDL) 

 Defining security 
requirements.  

 Creating an application 
diagram.  

 Identifying threats.  

 Mitigating threats.  

 Validating that threats have 

been mitigated. 
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Microsoft threat modeling tool  

 STRIDE Model 
 1. Spoofing – attackers pretend to be someone or something they 

are not  

 2. Tampering – attackers change data in transit or in a data store  

 3. Repudiation – attackers perform actions that cannot be traced  

 4. Information disclosure – attackers gain access to data in transit 
or in data store that they shouldn’t have access to  

 5. Denial of service – attackers interrupt normal operation of the 
system  

 6. Elevation of privilege – attackers perform actions they are not 
authorized to perform 
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MICROSOFT THREAT 
MODELING PROCESS 
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DREAD model 
 1. Damage potential – Ranks the extent of damage that occurs if a 

vulnerability is exploited  

 2. Reproducibility – Ranks how often an attempt at exploiting a 
vulnerability really works  

 3. Exploitability – Assigns a number to the effort required to exploit 
the vulnerability. This also considers the preconditions such as 
whether the user must be authenticated  

 4. Affected users – A value characterizing the number of installed 
instances of the system that would be affected if an exploit became 
widely available 

 5. Discoverability – Measures the likelihood that, if unpatched, a 
vulnerability will be found by external security researchers, hackers, 
etc 
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Decompose the Application 
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External Dependencies 
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Entry Points 
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Assets 
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Trust Levels 
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Data Flow Diagram for the College Library 

Website  
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User Login Data Flow Diagram for the College 

Library Website 

15 



STRIDE Threat List 
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Ranking of Threats 
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i. Damage potential: Threat to reputation as well as financial and legal liability:8 

ii. Reproducibility: Fully reproducible:10 

iii. Exploitability: Require to be on the same subnet or have compromised a router:7 

iv. Affected users: Affects all users:10 

v. Discoverability: Can be found out easily:10 

 

Overall DREAD score: (8+10+7+10+10) / 5 = 9 

In this case having 9 on a 10 point scale is certainly a high risk threat 

 



Mitigation Strategies 
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 Do nothing: for example, hoping for the best 

 Inform about the risk: for example, warning user population about the risk 

 Mitigate the risk: for example, by putting countermeasures in place 

 Accept the risk: for example, after evaluating the impact of the exploitation (business 
impact) 

 Transfer the risk: for example, through contractual agreements and insurance 

 Terminate the risk: for example, shutdown, turn-off, unplug or decommission the asset 

 



Threat & Countermeasures List 

19 



20 



Threat & Mitigation Techniques List 
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Application Threat Modeling 
Example 
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