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Ως προς την εργασία

 Να αναφέρετε και να αναλύσετε Assets και 
Threats αποκλειστικά του ΙοΤ κόμβου και της 
εφαρμογής σας

 Να προσθέσετε τουλάχιστον 5 μηχανισμούς 
ασφάλειας και να εντοπίσετε από ποιες 
απειλές προστατεύουν. Επιπλέον τεχνικές θα 
δώσουν έξτρα βαθμολογία.

 Αναλύστε τα ευάλωτα σημεία της ΙοΤ
εφαρμογής που σχεδιάσατε σχηματίζοντας ένα 
σχηματικό διάγραμμα  



Securing the IoT

 Security and privacy by design and by default

 secure Software Development Life Cycle 

(sSDLC) principles

 Developers trained in secure coding



secure Software Development 

Life Cycle (sSDLC)

 Security by design

 Checking for security vulnerabilities 

 Secure deployment

 Ensuring continuity of secure development in 

cases of integrators



SDLC Phases



Software & Hardware

 Hardware & software are interconnected 

concerning security

 Software is always executed on hardware!

 Software security techniques are not enough

 Hardware can be used to protect against 

hardware and software attacks
 Trusted Platform Module (TPM) 

 Crypto engines



sSDLC

 Requirements

 E.g. user passwords

 Specifications (must meet requirements)
 Password change cycles

 Minimum password length

 Special symbols

 Threat modelling 

 Attack surface analysis 
 Attacker’s potential motivations

 Intentions and capabilities

 Attack paths 



Early security analysis

 IMPORTANT: Identification and mitigation of 

security threats early in the design phase

 IoT relies on the CIA triad 

 Confidentiality(Εμπιστευτικότητα)

 Integrity(Ακεραιότητα)

 Availability (Διαθεσιμότητα)

 Safety



Asset Taxonomy



Asset Taxonomy



Threat Taxonomy



Threat Taxonomy



Threat Taxonomy



Threat Taxonomy



Threat Taxonomy



Συναρτήσεις Ασφάλειας

(STM32)



Συναρτήσεις Ασφάλειας

(STM32)
 Secure boot: Ability to ensure the 

authenticity and integrity of an embedded 
application

 Secure Install/Update: Installation or 
update of firmware with initial integrity and 
authenticity checks before programming 
and execution

 Secure Storage: Ability to securely store 
secrets like data or keys

 Isolation: Isolation between trusted and 
non-trusted parts of an application

 Abnormal situation handling: Ability to 
detect abnormal situations (both hardware 
and software) and to take adapted 
decisions such as removing secret data

 Crypto Engine: Ability to process 
cryptographic algorithms, as 
recommended by security assurance 
schemes

 Audit/Log: Keep trace of security events in 
an unchangeable way

 Identification / Authentication / 
Attestation: Unique identification of a 
device and/or software, and ability to 
detect its authenticity, inside the device or 
externally

 Silicon Device Lifecycle: Control states to 
securely protect silicon device assets 
through a constrained path

 Software IP Protection: Ability to protect a 
section or the whole software package 
against external or internal reading. Can 
be multi-tenant

 Secure Manufacturing: Initial device 
provisioning in unsecured environment 
with overproduction control. Possibility to 
personalize secure components

 Application Life Cycle: Define 
unchangeable incremental states 
to securely protect application states 
and assets
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