Secure Applications for Internet of Things Lab 2

Lab 2 — Use of sensors on B-L475E-I0TO1A

The purpose of this Lab is to explain how to measure with sensors available in the STM32L4 Discovery kit.
The main sensors available in the STM32L4 Discovery kit 10T node (B-L475E-I0OTO1A) are :

e (Capacitive digital sensor for relative humidity and temperature (HTS221)
e 260-1260 hPa absolute digital output barometer (LPS22HB)

e 3D accelerometer and 3D gyroscope (LSM6DSL)

e High-performance 3-axis magnetometer (LIS3SMDL)

DLP822HB: absolute pressure sensor
which functions as a 260-1260 hPa digital
output barometer

DLISSMDL ultra-low-power high
performance three-axis magnetic sensor

Figure 1. B-L475E-I0OT01A on-board sensors

The following sections provide a step-by-step guide of the way we can interact with the HTS221 sensor to
get temperature values and display them on a terminal. This logic can extended for all sensors included in
the MCU.

1. 1oT node - Project Setup

Firstly, create a new project, under the name Lab 2. You can reuse one of the setups you created in
previous lab exercises. In this lab you will transfer the environmental temperature, as recorded from
the node, to the hub. Optionally, you can use the cryptographic mechanism you implemented at the
last lab.

2. loT node — Import drivers to your project
The BSP (Board Support Package) drivers are available in the STM32Cubel4 package. It provides APls
corresponding to the hardware components of a board.
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Here are the steps to follow in order to copy the BSP drivers into your project:

1. Download the drivers from the following website (the file is also available in the Handout
folder):
https://os.mbed.com/teams/ST/code/BSP B-L475E-10T01//archive/bfe8272ced90.zip

2. Unzip and drag-and-drop the BSP_B-L475E-I0T01-bfe8272ced90 folder in your project.

3. Define Node’s Behaviour
Fill the question marks accordingly in order to:

Include the header file form the BSP package that concerns the temperature sensor
Initialize the sensor

Read temperature

Add the value to the buffer elements

PwnNPR

The temperature value returned from the sensor is in float form. In order to use the buffer
structure you could:

e Split that value to the whole part and the decimal value
o The whole part will go to the first element of the buffer, in uint8 form
e The decimal part will go to the second element of the buffer, in uint8 form

4. Setup Matlab interface
Using the setup from the previous labs:

1. Receive the data
2. Apply decryption, if you have send encrypted data
3. Reconstruct the information from the buffer’s bytes
4. Create a dynamic display:
a. Add the temperature information to an array —y axis
b. Add the current time information to an array — x axis
c. Plot the two arrays. Update them on every data received.
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Appendix
main.cpp (STM32 Code)
#include "aes.h"
#include "mbed.h"
// Include temperature driver from BSP
??7??
// Maximum number of element the application buffer can contain
#define MAXIMUM_BUFFER_SIZE 16
// Create a DigitalOutput object to toggle an LED whenever data is received.
static DigitalOut led(LED1);
// Create a BufferedSerial object with a default baud rate.
static BufferedSerial serial_port(USBTX, USBRX);
int main(void) {
//\nitialize temperature sensor
?7?79?
// Set desired properties (9600-8-N-1).
serial_port.set_baud(9600);
serial_port.set_format(
/* bits */ 8,
/* parity */ BufferedSerial::None,
/* stop bit */ 1);
// Application buffer to receive the data
uint8_t buf[MAXIMUM_BUFFER_SIZE] = {0};
uint8_t trigger[MAXIMUM_BUFFER_SIZE] = {0};
while (1) {
float sensor_value = 0;
// Get temperature value from sensor
sensor_value = ???7?;
// Create a variable to extract the integer part
uint8_t tmplntl = ????
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// Create a variable to extract the fractional part
float tmpFrac = ???7;

uint8_t tmplnt2 = trunc(tmpFrac * 100);
// Add the data to buffer structure
??7?? = tmplntl;

2?77 = tmplnt2;

// serial_port.write(buf, sizeof(buf));
//uint8_t ciphertext[16];

if (uint32_t num = serial_port.read(trigger, sizeof(trigger))) {

// Toggle the LED.
led = lled;

serial_port.write(buf, sizeof(buf));
}
}
}
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Lab 2

serial_comm.m (MATLAB code)

%% Script to read constantly the UART sychronously
clear all
close all

delete(instrfind)

% Init UART
COM_PORT_NUMBER = "????"; %
baud_rate = 9600;

data_bits = 8;

myComPort = serial[COM_PORT_NUMBER,'BaudRate',baud_rate,'DataBits’,data_bits);

% Init variables
datain="";
dataout ='1";

count=1;

% Open communication channel

fopen(myComPort);

figure

title('Environmental Temperature');

% Name x and y-axis
?7?7?
?77?

% Keep plot
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% Keep plot

PR

% Infinite While-loop
while (1)
% Send one or more characters to the MCU to trigger it
fprintf(myComPort,dataout);
% Pause for a while to slow down the exchange
pause(1);
% Read the available UART data as characters and store the result

datain = fread(myComPort,????,'uint8');

% append temperature to temps - remember to concatenate the bytes

temps(count)= ????;

% append the current time to times

times(count) = ???7?;

% plot temps vs times

plot(????);

count =count +1;

end
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Avadopd Epyaoctnpiov 3

Mo t BabuoAdynocn ococ eivol UMOXPEWTIKY N mapdadoon avadopdc, n onoia Ba £xeL avotnpn
npoBeouio TNV NUEPO TOU EMOUEVOU EPYOOTNPLOV.

H avadopd Ba npénel va mepLEXEL AVAAUTIKA OAa Ta BrjLaTa Tov aKOAOUBOCOTE OTO EPYAOTHPLO KOl
TN SikaoAdynon toug.

ErunAéov epwTAOELS yia TRV avadopd Tov epyaotnpiov 3

1. Nouwa gival n akpifeLa tov atcOntRpa HTS221;

2. AOKIHAOTE TELPAMATIKA KOl LETPAOTE T MEylotn duvatn cuxvotnta SewypatoAndiog kot
OMELKOVLONG TNG OeppoKkpaoioag.

3. Awpopdwote tnv edpappoyn HE TETOLO TPOMO WOTE va Aappdavovrat umoPn opVvNTLKEG
OeppoKpaoisC.

4. YAOMOLNOTE TNV HETPNON TNG LyPOOLOG KoL AIELKOVioTe T oto MATLAB.

5. YMAomowjote oto MATLAB pa edpappoyn n onoia va unoAoyilel tTnv nepBaAAovTiky Aveon
(thermal comfort or human comfort) 6edopévng Tng uypaciag kot TnG Oeppokpaociog. MEViKEG
niAnpodopisg: https://en.wikipedia.org/wiki/Thermal _comfort
Xpnowonowjote 10 “Relative Humidity vs Air Temperature” ané v oeAida
https://comfort.cbe.berkeley.edu/
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