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what is Windows Registry?

B B Microsoft

= The registry is a hierarchical database that contains data that is critical
for the operation of Windows and the applications and services that run
on Windows. The data is structured in a tree format. Each node in the
tree is called a key. Each key can contain both subkeys and data entries

called values. A key can have any number of values, and the values can
be in any form.

e —————

= Sources:

— https://learn.microsoft.com/en-us/windows/win32/sysinfo/structure-of-the-registry
— http://support.microsoft.com/kb/256986



https://learn.microsoft.com/en-us/windows/win32/sysinfo/structure-of-the-registry
http://support.microsoft.com/kb/256986

What is Windows Registry?
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_+ Core Component: Centralized, Hierarchical, configuration Database

* Configuration Information

| User Activity

Applications Installed, configurations and opened files
User Names

Computer Names

Last shutdown

Startup application

Browser data, Start Page

USB and Appliances

Wireless or not Networks
Passwords

Application specific information
e.t.c
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Windows RegiStry Attack Impact
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- v Alter or disable File System Metadata

¥ Modify System Crash Dump, Prefetcher, and
System Restore

v' Clear the page file when the system is shut
down

v' Enable or disable Event log audltlng
v' Enable or disable the Windows firewall



Registry Structure




Registry Hierarchical Structure

[ Registry Editor
File Edit View Favorites Help

HARDWARE
SAM
SECURITY
SOFTWARE

Clients

CVSM
DefaultUserBnvironment
Google

Intel

Microsoft

ODBC

OEM

OpenSSH

Partner

Policies
RegisteredApplications
Splunk

VMware, Inc.

Windows

SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

Name
eb\j(Default)
ab|ProductCode

ablProductName
2blUpgradeCode

Value Names

Data Types

Data

(value not set)
(F7+
Splunk Enterprise

toceD (I

Values




Registry Hivés / Root Keys
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HKEY _ CLASSES ROOT (HKCR)—>SymL|nkto HKEY LOCAL MACHINE\
SOFTWARE \Classes.

» Class registration and file name extension information

. 'HKEY_CURRENT_USER (HKCU) — SymLink to a key under HKEY_USERS
* Volatile - Current User Configuration.

e HKEY_LOCAL_MACHINE (HKLM) — Placeholder
- System Configuration.
« HKLM/Hardware ->Volatile

- » HKEY_CURRENT_CONFIG (HKCC) — SymLink to HKEY_LOCAL MACHINE\
SYSTEM CurrentControlSet\ Control\lDConflgDB\Hardware

* Hardware Configuration on Boot.

. * HKEY_USERS (HKU) — Placeholder
» AllUsers Profile Configurations.



Registry Files
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The Windows registry is stored in a series of files. Registry files store the
Registry data persistently. They are loaded into memory when the operating
system starts, and changes are periodically written back to these files.

General systelm information (C:\Windows\System32\config)

» DEFAULT (mounted on HKEY_USERS\DEFAULT)

» SAM (mounted on HKEY_LOCAL_MACHINE\SAM)

» SECURITY (mounted on HKEY_LOCAL_MACHINE\Security)
» SOFTWARE (mounted on HKEY_LOCAL_MACHINE\Software)
» SYSTEM (mounted on HKEY_LOCAL_MACHINE\System)

User information ‘
» NTUSER.DAT (mounted on HKEY_CURRENT_USER when a user logs in)
=  (C:\Users\<username>\ '
» USRCLASS.DAT (mounted on HKEY _CURRENT_USER\Software\CLASSES)
= (C:\Users\<username>\AppData\Local\Microsoft\Windows |



Registry Files

File name
Ntuser.dat (for every user)

Default
SAM

Security

Software

System
USRCLASS.dat

BCD (C:\Boot)

Amcache

Path
C:\Users{USER_NAMENNTUSER.DAT

C:\Windows\system32\config\DEFAULT
C:\Windows\system32\config\SAM

C:\Windows\system32\config\SECURITY
C:\Windows\system32\config\SOFTWARE

C:\Windows\system32\config\SYSTEM

C:\Users{USER_NAME}AppData\
Local\Microsoft\Windows\USRCLASS.DAT

C:\Boot\BCD
C:\Windows\AppCompat\Programs

Details

Protected area for the user.
User's most recently used files
(MRU).

Personal settings

System settings

User account management and
security settings (passwords)

System settings

Installed software and
configuration

System settings

Information about the user's
actions

Boot configuration data

Internal Application
Compatibility




Registry Files

* Registry Files consist of:
* Primary files
-+ Transaction log files

> Every hive has a number of transaction log files: .LOG,
which holds the changes and then passesthem to the

primary file.
» e.g SECURITY.LOG, SECURITY.LOGz, SECURITY.LOG2
» If changes are not passed to main hive -> hive is dirty

* Backup copies of primary files (every 10 days)



Registry Files
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* Windows 10: System hive Primary file:

- * C:\Windows\System32\config\SYSTEM
» Transaction log files:
* C:\Windows\System32\config\SYSTEM.
» C:\Windows\System32\config\SYSTEM.
* C:\Windows\System32\config\SYSTEM.
* Backup copy of a primary file:

LOG
| OGa

LOG2

* C:\Windows\System32\config\RegBack\SYSTEM



Registry Value Data Types

Data Type

REG_BINARY

REG_DWORD
REG_DWORD_LITTLE_ENDIAN
REG_DWORD_BIG_ENDIAN
REG_EXPAND_SZ

REG_LINK

REG_MULTI_SZ
REG_NONE

REG_QWORD
REG_QWORD_LITTLE_ENDIAN
REG_SZ

Explanation

Binary data in any form.

A 32 bit number.

A 32 bit number in little endian format.
A 32 bit number in big endian format.

A null-terminated string that contains unexpanded references to environment
variables.

A null-terminated Unicode string that contains the target path of a symbolic link that was
created by calling the RegCreateKeyEx function with REG_OPTION_CREATE_LINK

A sequence of null-terminated strings, terminated by an empty string.
No defined value type.

A 64-bit number.

A 64-bit number in little endian format.

A null-terminated string (Unicode or ANSI).



Tools for Registry Acqu151t10n
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Tools for‘Registry

reg.exe -
* Reg query HKLM\Software\Microsoft\Windows\CurrentVersion\Run

regedit

Autoruns (Syslnternals)

Procmon.exe (Sysinternals)

FTK Imager

Velociraptor

DCode

AccessData Registry Viewer

RegRipper

Registry Explorer (Zimmerman Tools)
Autopsy



Tools - Autoruns

File Entry Options Help

Fitter:
Jk ownDLLs Winlogon | %] sock Providers 2 Print Monitors ¥ A Providers et i ! | ] 2 I:I Office
22 Everything | 24 Logon | ¥ Explorer | & Intemet Bxplorer | () Scheduled Tasks | %8 Services | =) Drivers nage Hijacks | || Applnit

~

Autorun Entry Lion . Image Path

Ready. Signed Microsaft Entries Hidden.




Tools - Procmon

+ Process Monitor - Sysinternals: www.sysintemalscom - ©
i_FiIe Ed.i;—%.fentﬁ

=

Time Proce

<

No events (capture disabled)

Options

Properties...
Stack...

Toggw_- Bookmark

Search ne...
Include ‘RegOpenKey'
Exclude 'RegOpenKe)
Highlight 'RegOpenkey
Copy 'RegOpenKey

Edut Filter ‘RegOpenKey

Exclude Events Before

Exclude Events After

Include

Exclude

Highli

Curl+P

Ctri+K

3 geapwgs Ly .

O % o

YL

50 PM
12/7/2015




Tools - FTK Imager

Select Source

ct the Source Evidence Type

Mode Help

addB e

f
stomurme. PHF

Recent places _ | SAM
Forensic __| SECURITY
.| software
1M This PC
m Desktop

Documents

_ 10 to 3 local folder




Tools - DCode

Computer\HKEY

FontintensityCorrectior A
FontLink
FontMapper
FontMapperFamilyFalll
Fonts
FontSubstitutes
GRE_Initialize
HostActivityManager
HostComputeService
ICM
Image File Execution O
IniFileMapping
KnownFunctionTableD
KnownManagedDebuc
LanguagePack
LicensingDiag
MCI Extensions
M(
MiniDumpAuwakaryDlls
MsiCorruptedFileRecon
Multimedia
NaAuth
NetworkCards
NetworkList
DefaultMediaCost
NewNetworks
Nia
Permissions
Profiles
{564D1B2B-ACHE

CAL_MACHINE\SOFTWARE\Microsoft\W

Name

b | (Default)

#s| Category
2% DateCreated

#e DatelastConnec...

" Description
ws|Managed
W NameType

ab| ProfileName

Data

(value not set)

e207(

Network

REG_DWORD
REG_DWORD 0006 (6)
REG_SZ Network 2

| &3 DCode v4.02a (Build: 9306)

Add Bias:
Decode Format: |

Example: |

Value to Decode

Date & Time: [Fri, 03 August 2018 21:09:16.447

www.digital-detective.co.uk




Tools - RegRipper = sl

Administrator: Command Prompt
#1 RegRipper, v.3.0

C:\Users\sansforensics408\Desktop\Forensic Tools\Registry Tools\regripper\tools>r File Help

1p.exe

Rip v.2.8_20130801 - CLI RegRipper tool va [la- P T T——

Rip [-r Reg hive file] [-f plugin file] [-p plugin module] [-1] [-h] b D:\target\NTUSER DAT_clean Browse |
Parse Windows Registry files, using either a single module, or a plugins file.

-r Reg hive file...Registry hive file to parse Report File: D-farget\ntusemeport txt Browse
q Guess the hive file (experimental)
-f [profile] use the plugin file (default: plugins\plugins)
plugin module...use only this module

list all plugins

Output list in CSVU format (use with -1)
system name Server name (TLN support)
username User name (TLN support)

Help (print this information)

mals...Done

Ex: C:\Orip -r c:\case\system -f system
C:\Orip -r c:\case\ntuser.dat -p userassist
C:Vrip -1 -¢
All output goes to STDOUT; use redirection (ie, > or >>) to output to a file.
with emors

copyright 2013 Quantum Analytics Research, LLC

C:\Users\sansforensics408\Desktop\Forensic Tools\Registry Tools\regripper\tools>

Rip! | Close J




Tools - Registry Explorer

(default)

RegUnknown (0x3ES,

00-00

1 decimal)




Security Hive File
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Security - System and Domain SIDs
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* SECURITY/Policy/Accounts

¢ S-R-X-Y1-Y2-Yn-1-Yn-RID
» S:indicates that the string is SID
» R:indicates the version level
» X:indicates the identifier authority value
> Y:represents a series of subauthority values
» First value (Y1):
» 21: Domain SID
» 32: Builtin accounts and groups
» RID: indicates the relative identifier



Security - System and Domain SIDs

e So1- - , -512
* 1-—Revision level

e 512 —Relative ldentifier (Domain Admins).

* Well known identifier authorities:
> S-1-o:SECURITY_NULL_SID_AUTHORITY
» S-1-1: SECURITY_WORLD_SID_AUTHORITY
» S-1-2: SECURITY_LOCAL_SID_AUTHORITY
» S-1-3: SECURITY_CREATOR_SID_AUTHORITY
» S-1-5: SECURITY_NT_AUTHORITY



SID

S-1-5-4
S-1-5-6
S-1-5-9

S-1-5-19

S-1-5-20

S-1-5-21-

S-1-5-32-

S-1-5-8o-

Security - Well Known SIDs

Name
Nobody

Everyone
Local

Network

Interactive

Service

Enterprise Domain
Controllers

NT Authority
NT Authority

(any)
(any)

o) All Services

Description
No security principal.

A group that includes all users, even anonymous users and guests. Membership is controlled by the operating
system.

A group that includes all users who have logged on locally.

A group that includes all users that have logged on through a network connection. Membership is controlled
by the operating system.

A group that includes all users that have logged on interactively. Membership is controlled by the operating
system.

A group that includes all security principals that have logged on as a service. Membership is controlled by the
operating system.

A group that includes all domain controllers in a forest that uses an Active Directory directory service.
Membership is controlled by the operating system.

Local Service
Network Service
Domain Account

Builtin Users/Groups

A group that includes all service processes configured on the system. Membership is
controlled by the operating system.




Security - RIDS
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DOMAINNAME\Administrator — 500
DOMAINNAME\GUGS’E — 501
DOMAINNAME\Domain Admins — 512

DOMAINNAME\Domain Users — 513

DOMAINNAME\Domain Guests — 514

* Builtin Users and Groups (32-...-...)

YVVVVYVYYVY

BUILTIN\Administrators - 544
BUILTIN\Users - 545
BUILTIN\Groups - 546
BUILTIN\Account Operators - 548
BUILTIN\Server Operators - 549
BUILTIN\Print Operators - 550
BUILTIN\Backup Operators - 551



Security - System and Domain SIDs

4 i C\Windows\system32\config\SECURITY
F ROCT
Cache

Paolicy

=

2023-11-22 06:07:46
2022-08-24 07:30:28
2022-08-24 07:30: 28
2023-04-18 07:01:52
2022-08-2407:30:28
2022-08-24 07:30: 28
3 202208-2407:30: 28
2022-09-29 08:04: 13
2022-08-2407:30:28
2022-08-24 07:30: 28
2022-08-24 07:30: 28
2022-08-24 07:30: 28
2022-08-2407:30:28
2022-08-24 07:30: 28
2022-08-24 07:30: 32
2022-08-2407:30:28
2022-08-24 07:30:28
2022-08-24 07:30: 28
2023-04-18 07:01:
2022-08-24 07:30:

Accounts
5-1-10
S-1-5-19
5-1-5-20
i 5-1-5-21-2678071334-2802362763-302739771-1005
5-1-5-21-2678071334-2802362763-302739771-501
-5-32-544
-5-32-545
-5-32-551
-5-32-555
-5-32-559
-5-32-583
-5-6
-5-80-0
-5-80-3139157870-2983391045-3678747466-658725712-1809340420
-5-83-0
-5-90-0

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Lh th h h th L L L LA LA LA
el el el e el e e e e




Security - Audit

Policy

S — - S

. SECURITY/Policy/PolAdtEv

* auditpol /get/category:*

C:\WINDOWS\system32>auditpol /get /category:*

System audit policy
Category/Subcategory
System
Security System Extension
System Integrity
IPsec Driver
Other System Events
Security State Change
Logon/Logoff
Logon
Logoff
Account Lockout
IPsec Main Mode
IPsec Quick Mode
IPsec Extended Mode
Special Logon
Other Logon/Logoff Events
Network Policy Server
User / Device Claims
Group Membership

Setting

No Auditing
Success and
No Auditing
Success and
Success

Success and
Success

Success

No Auditing
No Auditing
No Auditing
Success

No Auditing
Success and
No Auditing
No Auditing

Failure

Failure

Failure

Failure



System Info & User Accounts
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System

¢ Computer name

» Dynamic Disks

* |nstall Dates

* Last User Logged In

* Mounted Devices

~» Startup Programs - Autoruns
* System’s USB Devices

s o1 C




System - OS Version

Key name

Windows Media Foundation
Windows Media Player M55
ubsystem

Windows NT

i CurrentVersion

Windows Performance Toolkit

Windows Portable Devices
Windows Script Host
Windows Search
Windows Security Health
Windows 10Upgrader
WindowsRuntime
WindowsSelfHost
WindowsStare
WindowsUpdate

Wisp

WlanSwvec

Wipaswc

Wowb4

W5DAPI

WwanSvc

KAML

Mozilla

Value Name

Ai:C

SystemRoot

BaseBuildR evisionMumber
BuildBranch

BuildGUID

BuildLab

BuildLabEx
CompasitionEditionID
CurrentBuild
CurrentBuildiumber
CurrentMajorVersionMumber
CurrentMinorVersionMumber
CurrentType

CurrentVersion

EditionID
EditionSubManufacturer
EditionSubstring
EditionSubVersion

InstallationType

SoftwareType

Value Type
A:jC
RegSz
RegDword
Reg5z
Reg5z
RegSz
Reg5z
RegSz
Reg5z
Regsz
RegDword
RegDword
Reg5z
Reg5z
Reg5z
Reg5z
RegS5z
RegSz
RegSz
RegDworg
RegSz
RegSz
RegSz

CHAWINDOWS

1

vb_release

19041, vb_release, 191206-1406
19041, 1.amd&4fre. . vb_release, 1912056-1...
Enterprise

19044

19044

10

0

Multiprocessor Free

6.3

Professional

Value Slack

ALIC

Q0-00-00-00-00-00

00-00-00-00-00-00
00-00

00-00

00-00-00-00
00-00-00-00-00-05

65-00-64-00-00-00-00-00-00-00-00-00
Q0-00-00-00
Qg-00

Q0-00-00-00-00-00

F2-00-70-00-72-00-69-00-73-00-65-00-0...

Qg-00
Q0-00-00-00-00-00




System — Control Sets

» Control Sets
> SYSTEM\ControlSet001
~» SYSTEM\ControlSetee2

* CurrentControlSet
> Contains Configuration information, drivers and services information
» Volatile Key '
» SYSTEM\Select\Current
» SYSTEM\Select\LastKknownGood
» \SYSTEM\CurrentControlSet\Control
= \ComputerName\ComputerName
= \TimeZonelnformation
= \Windows

o Shutdown time



System - CurrentControlSet

w [ Computer

ntrol5et
DriverDatabase
HardwareConfig
Input
Keyboard Layout

ourceManager

ePolicys

Mame




System - ComputerName and TimeZoneInformation

DESKETOP-E4NLIEH

MMsrve

ComputerMame

Computerlame 2 0 2022-08-24 06

Standard Time

49




System - CurhentContholSet\Services

S —— = - — = - — ——— = — = e

e \Services\LanmanServer\shares
¢ Services:\Start = oxo2 (Auto), oxo3 (Manual),
oxoy (Disabled)

 SVCHost (Windows Services)

* \ImagePath = %SystemRoot%\systemgz\svchost exe -k
netsvcs

« SOFTWARE\Microsoft\Windows
NT\CurrentVersion\svchost

* \Services\{service_name}\Parameters -> ServiceDlI|



System - CurhentContholSet\Services

wter.dll, -1
E uter.dll,-2
num
Hardware Profiles

acpipagr
AcpiPmi
acpitime

ADOVMPPackage

ahcache
AlJRouter




System - CurhentContholSet\Services

E Registry Editor

File Edit View Favorites Help

Computer\HKEY_

tateRepository
parameters
2L
stexstor

stisve

e —————

Type

REG_SZ
REG_EXPAND_SZ
REG_DWORD

istem

27

32\windows.staterepository.dll




System — Network Elements
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L ControlSet{(numbe‘r)\Services\Tcpip\Parameters\Interfaces
_(Network Interface) |

» GUIDs, Ips, Gateways,...



System - Interfaces

SRegisteredAdapters
Interfaces
{0c54b95b-c7fd-4600-8050-4ebfc836ccf2}
{115c13db-8e2b-477c-2806e-1f029a08b61 &}
1552ccBdd-T3d2-40da-bcBec-62402 1308513}
{GEDGFO30-7526-11D2-BAF4-00600815A4ED}
{8337712b-96cf-4529-b0e3-80cbfd385ed0}
{88b5ach1-2a3a-11eb-b696-206e6foeb963}
{Bbeecddb-c2f9-41a8-a8f3-d5aed24b03b3}
{adfladf1-af@d-11e6-aldc1-206etfEebl63)
{dd142bch-3304-48e3-bd19-414c02%937bc }
- d7dbd904-e236-4339-8428-dbOefOf250b 3}
; {f328e607-8eBd-497f-a085- 28062309 7088d }
M MsegtSecurity
PersistentRoutes
Winsock
Performance
Security
ServiceProvider

Tepipk
TCPIPETUMMEL
tcpipreg
TCPIPTUNMEL

o] AddressType

fis| DhcpConnForceBroadeastFlag

ab| DhepDefaultGateway
ab| DhepDomain
wo| DhepGatewayHardware

#s| DhepGatewayHardwareCount

fis| DheplnterfaceOptions
ab| DheplPAddress

ab| DhepMNameServer

ab| DhepServer

ab| DhepSubnetMask

ab| DhepSubnethaskOpt
ab| Damain
Ws|EnableDHCP

fis| IsServerMaplware
o|Lease
fis|LeaseObtainedTime
fis| LeazeTerminatesTime
ab| MameServer

Tie| T1

s T2

Type

REG_SZ
REG_DWORD
REG_DWORD

REG_MULTI_5Z

REG_SZ
REG_BINARY
REG_DWORD
REG_BINARY
REG_SZ
REG_SZ
REG_SZ
REG_SZ

REG_MULTI_5Z

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ

REG_DWORD
REG_DWORD

Data

(value not set)

CeeDOOOO000 (0)

OeeDOOO000T (1)

1492.168.24.1

agora.cdd

cal 1801 06 0000004062 31 0b 8b 10
CecDOOOO00T (1)

fc 00 00 00 00 00 00 00 (0 00 00 00 00 00 00 0
1492.168.24.51

192.168.24.3 192.168.24.1

1492.168.24.1

255.255.255.0

255.255.255.0

CecQOOO0ODT (1)

e D00DOO00 (0]

Cec 0000120 (72000
(xB54a2bdb (1699358427)
(reB54ad2fb (1699363627)

(xB54a3deb (1699362027
(reB54a3f77 (1699364727)




SAM (Security Account Manager)

 SAM\Domains\Account\Users
Username
SID (Security Identifier)
User Login Information
Last Login
Last failed login
Logon Count
Password policy
Group Information
Administrators
Users
Remote Desktop Users
...e.t.c. '

VYVYVVVVVYVYYY



SAM

et = - ——

« SAM\Domains\Account\Users\Names

* SAM\Domains\Account\ Users\(RID) (User Information)
. -regripper(plugin:samparse)
* pwdump

. Empty pass: — 31d6cfeod16ae931b73¢59d7eooC089co



SAM

MNarmes
Administrator
DefaultAccount

Guest

SIJFIFIIIIFt
user

WDAGUlityAccount

wlpgrade

CT

- 10
05-19 09:45:40




¥ Registry Explorer v0.9,0,0 = |- = i
File Tools Options Bookrmarks (1/0) Wiew Help
Registry hives (1] | Avaisble bookmarks {10 Wahues | User accounts
Key name # vakses
¥ <0
a ‘. (T — \Shared Fold Lser 1o Irrwslid Lo... Togsll... & Crested On Last Logn §ime Lact Pasoword Un... Last Incormect Pas... Expres On U=, PFull... Pas... Groups Cooe UL.. Home...
4 ROOT oll¥ | 1] O g Oc =0 «Q -
d £ A 5 1002 u] 1¥ 2015-409-25 15:10: 19 A A7-0-29 Me... M1505-25 15:10... cshd . sshd Administrators, Cr'\Progr
_ SETVEl DErvEr Users Bm
d Dimairrd 1 BOCHU Fles\Dp
a Aot 2 s EI'.Eg' W
Alages ar'ympt
.l L
W
Members
Hames

1000 Q 22 F1505-Z5 14:44: 14 1

P 40-29 105, ZD1509-75 14:84.., [2017-10-27 17:32... Elser [Elser Amnistrators,
= ]

o -
i)

Groups

b | Lsers 1
Q0000 IR

Q0000 IFE

[N S

0 Groups

Created 6n Last Login ast Password
oooones Time Change Last Incorrect
00000358

2P Nomes -_ Password

idirmins ir ator 1

L3 kS L

Defaultaocaunt i || Total rows 8 Beport 7
Guest i
T e
TEUser N ey
ashe 1 | | Vake name (default)
I TR 1
L Vahee type RegDwer dEigEndian
F] Bulltin 2
LR 1 Vol i)
Groups 1
F] Users 1
Hames 1
LastSail ipgrade 1
AACT | Raw value OO -00-D 000
i b
Ky  SAMNDomainsiAccount'Users Vel default] Collapse sl hives

Selected hroes 5300 Lastwrbe | A015-08-23 151019 1 of 1 values shown (10000 %) Hidden keys: 0 9




SAM

samparse U.EEEEBQEl
(SAM) Parse SAM file for user & group mbrshp info

User Information

Username : Administrator [500]

51D : 5-1-5-21-27256962008-2759289504-2886217957-566

Full Name :

User Comment : Built-in account for administering the computer/domain

Account Type
Account Created : Mon May 16 85:26:45 2822 7

Name :

Last Login Date : Never
Pwd Reset Date : MNewver
Pwd Fail Date : Newver
Login Count 1 B

--» Password does not expire
--» Account Disabled
--» MNormal user account




SAM.dat

pwdump?7 —s <sam_hive> <system_hive>

C:\Users\sansforensics408\Downloads\pwdump?7>pwdump? -s C:\Users\sansforensics408
\Desktop\CC15_VM\SAM C:\Users\sansforensics408\Desktop\CC15_VM\SYSTEM
Pwdump v7.1 - raw password extractor

Author: Andres Tarasco Acuna

url: http://www.514.es

Administrator:500:NO PASSWORD*#*##sscksskstssskrssss*:31D6CFEOD16AE931B73C59D7E0C089CO0: ::
Guest:501:NO PASSWOR D * %k sskeokeok shesheske s sheoteskskoksieok . \[(1) DA G WO R [ o stk sk s stk shesheshe shesbe sheofe e sheoeshe s
Mike:1000:NO PASSWORD**#¥ssskatkakdotskadtsss*:31 D6CFEOD16AES31B73C59D7E0C089CO: ::




Software

et = - ——

* A lot of system configurations
- * Application configuration
+ Alot of the software keys, also exist in
NTUSER.dat, where they are user specific



Software - CUrrentVehsion \ Classes

e \Microsoft\Windows NT\CurrentVersion =
» ProductName '

~ » \App Paths : installed applications
> \Uninstall : installed applications

e \Classes (File Association)
» The program that will open a file

e \Clients\StartMenulnternet &
\Classes\HTTP\shell\open\command (Default Browser)



Software - Classes

~ 8 Computer Marme Data

HIKEY_CLASSES_ROOT ab| (Default) 5 (walue not set)
HEEY_CURREMT_LISER
HEEY_L A

BC DM

HARD

SAM

SECURITY

SOFTWARE

_b=sln140
_b=sln150

Computer\HKEY_LOCAL_MACHINENSOFTWARE Classes'. ps1

Jpphx Mame
-ppbmi ab| (Default) Microsoft.PowerShellScript.1
pre

erExport




Software - Clients\StartMenuInternet

== = = — —— ST —— ey

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Clients\5tartMenulnternet\Google Chrome'\shellopentcommand

Mote Taking Mame
P rEE"'j:”t_atl en ab| (Default) 5 "Ch\Program Files\Google\Chrome\Application\chrome.exe"
Publishing
Spreadsheet
Startfenulnternet
Google Chrome
Capabilities
Defaultlcon
Installinfo

shell

|[EXPLT i !IE

Microsoft Edge
YVhdwareHaorizenClient

Word Processing




Software - Past Networks

—— = - = = - —— - — — -

e Past Networks:

> SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Signatures\Unmanaged

» SOFTWARE\Microsoft\Windows NT\CurrentVersio‘n\NetworkLis,t\Si‘gnatures\Managed



Software - Past Networks

ﬁ Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARBE\Microsoft\Windows NT\CurrentVersion\MetworkList\Signatures\lUnmanaged\010103000F0000F0080000000F0000F000D70F39BF3D4
L v | Signatures Name Type

afiaged - REG_SZ
Unmanaged

ne DefaultGatewayMac REG_BINARY
ab| Description REG_S7Z
ab| DnsSuffix REG S7
ab|FirstNetwork REG_57
ab| ProfileGuid REG_S7Z
ne| Source REG_DWORD

010103000F0000F0000800000F0000F0OCEDH
010103000FO000FO0B0000000F0000OFDOOD.
010103000FO000FO080000000F0000FDOACH
010103000FO000FO080000000F0000FD268L

Data

(value not set)

4062 31 0b 8b 10

Network 2

agora.cdd

Network 2
{6FEB97EF-5073-48EF-B88B-D231567
(00000008 (8)




Software - Autoruns

S —— = - — = - — ——— = — = e

Autoruns: _
* Microsoft\Windows\CurrentVersion\Run
*  Microsoft\Windows\CurrentVersion\policies\Explorer\Run
 Microsoft\Windows\CurrentVersion\RunOnce
* Microsoft\Windows NT\CurrentVersion\Winlogon\
> Notify (dll files during.logon) (No default)
» Userlnit

e Microsoft\Windows\CurrentVersion\Shell
Extensions\Approved |

» Shell Extensions: Windows search dlls first in “"%Windows%"” then
in "%Windows%\System32” (If not stated)




Software - CUr‘r‘entVehsion\Run | -

y hives (4) | Available

rempl




Software - Other Autoruns Locations

e —————

. NTUSER.DAT\Softwa re\Microsoft\Windows\CurrentVersion\Run
e NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\RunOnce
e SYSTEM\CurrentControlSet\Services

Description Display Mame Start Mode Service Type MName Key Last Write | Parameters Key La...
Key name
=4 ame aFlc aflc — — e =

¥ | Al:lc
4 | C\Windows\system32\config\SYSTEM
RO

Disabled Adapter 14 04:50: ...
Disabled Adapter 14 04:50: ...

Disabled Adapter 2019-12-07 09:15:...

Disabled Adapter 2019-12-07 09:15:...
Enum T T e e
i Profi Disabled Adapter 2019-12-07 09:15:...
Hardware Profiles

Disabled Adapter 2019-12-07 09:15:...

.METFramework Disabled Adapter 2019-12-07 09:15: .

1394ohdi i Jinf, 2% C | Manual KernelDriver

Keyboard Layout

Controller



Usage of Files/Folders




NTUSER.DAT & USRCLASS.DAT

e = x = = - — — Aah s SLTRS e £

 User information
~* Some keys in NTUSER.dat have same path, name and values
- with SOFTWARE |
» But user specific information

*  NTUSER.dat \Software\Microsoft\Windows\CurrentVersion\Run
e NTUSER.dat \Software\Microsoft\Windows\CurrentVersion\RunOnce



NTUSER.DAT & USRCLASS.DAT - MRUs

Ribbon
RunMRL
Search
earchPlatform
essioninfo

G
3
g
¥
c
3

shell Folders

I

shutd own

L

1

StartPage
Startupfpproved
StorageProvider
StorageProviderStatus
StrearmnMBLU

T-100245(

ab| (Default)
ab| 5
ab| |
ab|
ab| 4
ab| =
ab|f
ab| MRUList

Data

(value not set)
ncpa.cphl
regedit',1
wi.msch 1
gpedit.msch]
rmmch1
cecedit.exel 1

febdca




NTUSER.DAT & USRCLASS.DAT - MRUS

S ——— = - 5 - ——— . s — — = 5

e MRUSs

Software\l\/l|crosoft\W|ndows\CurrentVersmn\Eprorer\WordWheeIQU
ery

* Mostrecently searches
Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

Software\l\/l|crosoft\W|ndows\CurrentVersmn\Eprorer\Map Network
Drive MRU

Softwa re\M|crosoft\Windows\CurrentVersion\Eprorer\RecentDocs
» All values remain even when the file is deleted

» An mru list for all kinds of files _
Software\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths
Software\Microsoft\Office\VERSION



NTUSER.DAT & USRCLASS.DAT - WordWheelQuery

StreamMRLU Mame . Data
Streams .

StuckRects3
TablethMode
Taskband
TWinUl
TypedPaths

ab| Mefault) EG_57 (walue not set)
REG_BIM...

g o

Edit Binary Value

Value name:

Uszer Shell Folders
i o | boooo

Userfssi
VirtualDesktops Value data: DO 63 00 6 00 65 00 00 00

VisualEffects
Wallpapers ' o D 74 00 65 00 72 0
WordWheelCuery
£y
Extensions 0 69 00 Bc 00 9
0740061 00 74 00 &9 00 &f 0

FileAssociations

FileHiston

GameDVR

Group Policy

Group Policy Editor

Group Policy Objects

GrpConv

— e e o e
7 |||'j W 7o T



NTUSER.DAT & USRCLASS.DAT - RecentDocs

¥ Registry Explorer v1.6.0.0

File Tools Optiens Bookmarks (31/0) View Help

Registry hives (2)

Key name

Available bookmarks (59/0)

Package Installation

RecentDocs

Ribbon

RunMRLI

Search
SearchPlatform
Shell Folders
Shutdown
StartPage
StartupApproved
StorageProvider
StorageProviderStatus
StreamMRLI
Streams
StuckRects3
TabletMode

# values

# subkeys

Find

Last write timestamp

2023-10-19 04:35:04
2023-11-07 12:18:41
2023-10-19 04:44:33
2022-11-30 15:58:21
20230607 11:22:29
2022-08-24 07:40:22
2022-08-24 06:37:37
2022-08-24 07:51:57
2023-11-03 07:04:42
2022-08-24 07:40:23
2022-05-16 04:55:02
2023-05-19 05:26:52
2023-09-18 11:3%:44
2023-05-16 08:20:02
2022-10-13 08:53:03
2022-08-24 07:40:23
2022-08-24 07:53:57

Values | Recent documents

Extension Value Name
¥ | AfC AGIC

sy 1

Py
psl

pptx
Total rows: 710

4 | Target Mame
ALIC

20230526131733_LECmd_Cutput.x]

o —

SOF-ELK. vmx

fresult2. tet

VelodraptorForensicAnalysis.sql
install.sh
blacklist.rules

CompTIA CySA_ Cybersecurity
Analyst Certif - Brent Chapman.rtf

(q6BIiESs_ WindowsSecurityCrashCo
urse, 1.4.part2.rar

th.mpenos.QRadar
use_extracted_parts.py

Ipdate_SavedSearches_From_Sigm
a_YML.psl

(NU-EPG) CC22 MPC - 5L100.pptx

Lnk Name Mru Position

AEIC

20230526131733_LECmd_Qutput,xl
5. Ink

SOF-ELK.Ink

{ result?, tit.Ink

alert-manager_3011.Ink
VelodraptorForensicAnalysis. Ink
install.sh.Ink

blacklist.rules. Ink

CompTIA CySA_ Cybersecurity
Analyst Certif - Brent Chapman. Ink

qBBTiEss_ WindowsSecurityCrashCo
urse, 1.4.part2.Ink

th.mpenos.QRadar (2).Ink
use_extracted_parts.py.Ink

Update_SavedSearches_From_Sigm
a_¥ML.psLInk

(NU-EPG) CC22 MPC - 5L100.Ink




NTUSER.DAT & USRCLASS.DAT - TypedPaths

MName y Data

ab| (Default) 7 lue not set)
abyrll

ab|yurl10

ab|yrl11

ab|yrl12

ab|yrl13

ab|yrl14

ab]yrl15

ab|yurl16
ab

TypedPaths
User Shell Folders

ops
sualEffects

Wallpapers

WordWheelQu

ab ; g sa-2. igma’ g etwork_connection
ablyrl19 igma_rule sa-2, \rules\sigmalsysmontimage_load
ab|yrl2 g elociraptor
ab|yri20 ign busa-2. in-B4-bit} igma\sysn le
Group Y ablyri21 igma_rule s3-2. igma'\sysmon'emerging-threats
Group y Edito ab|yrl22
ab]yri23 ign za-2, igma'\sysn ns_quel

) ab|yri24 igma_rule . Y igma' mon'.create_stream_hash
Haolegraphic ab] url25

ab|yr|3
ab|yrl4
ab|yrl5 ( ) ) L irtual Machine
ab|yrlg

ime
Imime

InstallService

Internet Settings

Iri
ab|yr7

ab|yrig CneD me irtual Machines
ab|yrlg

Lock Screen




NTUSER.DAT & USRCLASS.DAT - ComDlg32

—— = . = - —— o — — - -

~+ Software\Microsoft\Windows\CurrentVersion\Explorer\
- ComDlg32 | |
» OpenSavePidIMRU (Open and Save As ...)

- » LastVisitedPidMRU (Last Used Application to access file and
folder recorded by OpenSavePidMRU) |



NTUSER.DAT & USRCLASS.DAT - OpenSavePid1MRU

# Registry Explorer v1.6.0.0

File Tools Options Bookmarks (31/0) View Help

Registry hives (2) Available bookmarks (59/0) Values ComDlg32 OpensavePidMRU
v Find
Extension Value Name Mru Position Absolute Path Opened On
Key name #values | #subkeys | Last write imestamp
L ALIC ALIC = AEIC =
F | Aflc = = B N
* 3 0 My Computer\C:\Windows\System32\configlsystem 2023-11-07 10:36:12
[ CIDSave a 1 2022-08-2505:01:13
O-inux-amd&4-musl 0 0 | My Computer\Downloads\0Org_SOCLab_velodraptor-v0. 7. 0dinux-amda4-mus| 2023-09-13 07:55:12
b CL5ID a 5| 2022-08-24 06:39:36
. ComDig32 0 5 2027-11-30 15:05:43 api 0 0 OneDrive\IDRtools\SysinternalsSuite \key. api 2022-10-2509:35:21
CIDSizEMRL 43 0| 2023-11-07 10:55:01 bat 13 0 | My Computer\C:\sigma_rules\MITRE _SIGMA\auditpolicy.bat 2023-06-09 059:06:17
FirstFolder 5 0 2023-10-24 11:37:15 cer 0 0 My Computer'F:\Horizon\UCA_root.cer 2023-07-28 07:47:01
LastVisitedPidIMRL 75 0| 2023-11-07 10:54:51 conf a 0 | My Computer\C:\sigma_rules'\savedsearches. conf 2023-08-07 16:13:19
LastVisitedPidIMRULegacy 2 0 2022-12-0113:01:54 config ] 0| My ComputerC:\Snortletc\dassification1.config 2023-04-18 08:43:46
» » OpenSavePidIMRU 0 58 2023-10-31 10:33:32 b | czv 10 0 ; My Computer\Downloads\2023-11-07-data_export.csv { 2023-11-07 08:14:21
» [ Deskiop o 1 2022-08-2405:32:36 db 1 0 My Computer\Downloads\welm_combined. db 2023-08-11 08:28:24
b = L 1| b b S BT deb 0 0 | My Computer'\Downloads\velodraptor_0.6.5_dient.deb 2023-08-01 11:57:38
DigkSpaceChecdkdng 1 0 2023-02-08 05:54:50 : - =
dmp 0 0 My Computer\DesktopYsass.dmp 2023-08-17 11:01:13
ExtractionWizard 1 0 2022-09-20 09:57:04 3 ; d.docs ] e v
R o a 0 | OneMoteYhttps: /fd.docs. ive. net\6bdh6832dan 13598 Tpoowmko ApyaEio\EyypapalArmy\[EEQA 2022-10-13 05:38:42
k[T FeatureUsage - 5 2022-0%-16 043421 ESVANA®OPA AAETAZ ITA ESOTEPIKO (Mohwvia).doc
4 FileExts o 320 | 2023-11-0305:42:38 docx g 0 OneDrivepoownikd Apxeio{Eyypapa\Homework\RangeForce\Server Protection Overview.docx  2023-10-04 06:38:15
L HideDesktoplcons g | BRI eml 1 0 My Computer\Documents'mail.eml 2023-06-14 16:50:14

LogonStats 2 0 2022-08-2407:51:01

_— Total rows: 366




NTUSER.DAT & USRCLASS.DAT - LastVisitedPidMRU

Executable Ab=zolute Path Opened On
AL:IC
My Computer n3 fig -11-07 10:54:51

My Computer\Desktop

3 Code.exe ':_:'FIEE'Fi'-.-'E'-]-||:||:||:r|'_|_'|r||}:.:|f| B, i Y] vypagpa\army\EESIA ES

chrome.exe My Computer\Downloads

OneDrivepoowmko ApyeiotEyypapaiHomewark\RangeFarce

My ComputeriDe




NTUSER . DAT &.USRCLASS.DAT : ShellBags

S ——— - ———— e — — - = -

Contains user- specn‘|c Windows OS folder and V|eW|ng preferences <
to Windows Explorer

Which folders were accessed on the local machine, network, and/or
removable devices

* Evidence of previously existing folders after deletion/overwrite

* When certain folders were accessed
Explorer Access:

» USRCLASS.DAT\Local .
Settlngs\Software\M|crosoft\W|ndows\SheII\Bags

» USRCLASS.DAT\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU

Desktop Access:
» NTUSER. DAT\Software\M|crosoft\W|ndows\SheII\BagMRU
» NTUSER.DAT\Software\Microsoft\Windows\Shell\Bags



NTUSER.DAT & USRCLASS.DAT - ShellBags

e = x = = - — — Aah s SLTRS e 7

\Shell -
\BagMRU
\O (Desktop)

\O (Computer)
-~ \0(C)
\O (Users)
\O (username)

\O (Documents)
\1 (AppData)
\2 (Links)
T

\1 (ProgramFiIelé.)
s Pk



NTUSER.DAT & USRCLASS.DAT - ShellBags

Computer HKEY_U

SERS\S-1-53-21-26728071334-2802362763-30273
AssignediccessConfiguration
CurrentVersion
WM
PrivacySettingsBeforeCreatorsUpdate
Shell

Associations
BagMRU

9771-1002, SOFTWARE \Microsoft\Windows'\ Shell\ Bag MRLUNDY
Mame

alb| (Default) REG_5Z

REG_EBIM...
REG_D'W...

Data

(value not set)

000119 (28

1]




NTUSER.DAT & USRCLASS.DAT

- ShellBags

Absolute path: Desktop'E:\'tools\ZimmermanTools
Key-Value name path: Bag
Registry last write time:

Target timestamps
reated on:

Modified on

Last accessed on:

Miscellaneous
Shell tvpe: Directory
Node slot: 1




Evidence Of Execution

—_—



System — BAM/DAM

« BAM |

> Activity of background applications -

» SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\{SID}
 DAM | |

» Optimizes power consumption of the device

» SYSTEM\CurrentControlSet\Services\dam\State\UserSettings\{SID}



System - BAM/DAM ﬁ ' o

|
i

bam

-11-09
-11-07
-11-03




System - ShimCache

e = - p——

* ShimCache (or AppCompatCache)
* Keeps track of OS application compatibility
-+ Tracks applications launched

* File name, file size, and last modified time
*  SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache



System - ShimCache

4 i C\Windows\system32\config\SYSTEM
F ROCT
ghntrolSet00l
Contral

AhpCompatCache

Program Mame

vices \Microsoft. VisualStudio, Setup.

=:|:|r| llJrll:":'l 1 'r||| &

iZ:YProgram Files\KeeFass Fassword Safe 2\KeePas
C:YWINDOWS\SoftwareDistribution\DownloadInstall\AM_Engine_Patch_1.1.23090,2007.e
Y\ProgramData'\Package Cache'1897b6e2-bafa-4529-b7a6-f3f6 534708 131 Power Shell-3

Temp'{B05AG230-5

\SoftwareDistribution\Download\Instal\PowerShell-7. 3. 9-w

2023-11-03 06: 32

M1 s T NTT
AU 200605 U149

2023-11-03 01:43:




AmCache

Similar function to ShimCache
Stores additional data related to program executions
;e Execution-path

* |Installation, execution and deletion times

* SHA1 hashes

C:\Windows\appcompat\Programs\Amcache.hve
\Root\File\{Volume GUID}\



AmCache '

Find

Name Product Mame Publisher

A Afdc
= 045, google chrome ing
+ i C:\Windows)system32\config\SYSTEM g )
4 | C:\Windows\appcompat\Programs\Amc...
[115 74 71

|;|:||:||;|E |||:

d Root

|;|:||:||;|E |||:

corporation




NTUSER.DAT & USRCLASS.DAT - UserAssist

2, X ' V— e S = i ———— == -— = - =

* NTUSER. DAT\Software\M|crosoft\W|ndows\CurrentVersmn\Eprore
r\UserAssist\{GUID}\Count
— Record user daily activity (When the user clicks an object)

» {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA} — files
» {F4E57C4B-2036-45F0-A9AB-443BCFE33D9F} — shortcuts
» Also has a count of times that file or shortcut was used



NTUSER.DAT & USRCLASS.DAT - UserAssist

UserAssist 2022-08-24 06:38:
{S9ED4CAB2-CC14-11DF-BBSC-AZF IDEDT 2085} 2022-08-24 06:38:
{A3D53349-6E61-4557-8FC7-00283EDCEEEFG} 2022-08-24 06:38:
{B267E3AD-AB25-9A09-82B9-EEC22AA3IBB4T} 2022-08-24 06:38:
{BCE48336-400D-43FF-BBOB-D3190DACE3EZ} 2022-08-24 06:38:
{CAASOIE3C-4792-41A5-9909-6A6ABD32490E} 2022-08-24 06:38:
{CEBFFSCD-ACEZ-4F4F-9173-9926F 41 749EA ) 2022-08-24 06:38:

Count 2023-11-08 06&:

Values |serAssist

Program Mame Run Counter Focus Count Focus Time Last Executed

T | Ailc = = Af:C =

p | UEME_CTLCUACount:ctor ] 0 0d, Oh, 00m, 00s
UEME_CTLSESSION 120 3343 1d, 19h, 41m, 54=
{System32}\SnippingTool.exe ] 0 0d, 0Oh, 00m, 00s 2023-07-02 14:53:54
Microsoft, WindowsCalculator_Swekyb3dsbbw i 0| 0d, 0h, 00m, 00s 2023-10-27 05:07: 17
elApp
1System32} \mspaint. exe ] 0 0d, 0h, 00m, 00s 2023-09-18 11:40:49
(System32} \notepad.exe 13 22 0d, Oh, 04m, 41z 2023-11-07 12:18:39
Microsoft. Windows. Explorer 12 242 0d, ih, 33m, 195 2023-11-07 10:22:25
windows.immersivecontrolpanel_cw5n 1h 2boye ] 0| 0d, 0h, 00m, 00s 2023-10-0107:24:43
wy!microsoft. windows.immersivecontrolpanel
Chrome 12 515 0d, gh, 50m, 24s 2023-11-07 10:23:20
Micrasoft, SkyDrive, Desktop ] 1 0d, Oh, 00m, 185 2023-10-24 04:55: 10

{Program Files X&4} WideoLANWLC \wic.exe ] 0 0d, 0h, 00m, 00s 2023-06-20 05:09:54



External Device/USB Forensics

—_— — ——




System — USBSTOR & USB

e —————

J \CurrentControISet\En‘um\USBSTOR
* \CurrentCont_rOISet\Enum\USB

« Keep track of USB devices plugged into a system
» Vendorid

> Productid
> \Version

Available bookmarks (61/0) Values |ISBSTOR

Timestamp Manufacturer e Wersion Serial Number Device Name Installed First Installed Last Connected
v = = =

2021-11-24 18:25... | Ven_Kingston Prod_DataTraveler Rev_PMAF

1 -4da2- C 1 2021-11-24 18:25... 2021-11-24 18:25... 2021-11-24 13:40...
b 2.0 Bl 01a7dda T weler 2.0

2021-11-24 18:27... Ven_USB3.0 Prod_External_Devi  Rev_SDM1 =1 2021-11-24 18:27 .. 2021-11-24 18:27...  2021-11-24 18:27...
e ce




System — First/Last Times

E——

= = — —————

* \CurrentControlSet\Enum\USBSTOR\{Ven_Prod_Versi
-~ on}\{USBSerial#}\Properties\{83da6326-97a6-4088-
9453-319231573029)\# ## #
» 0064 — First Connection Time
> 0066 — Last ConnectionTime

» 0067 — Last Removal Time



Setupapi dev logs for USB devices

° C:\Windows\inf\setUpapi.dev.Iog

M_WI setupapi.dev.log - Notepad
File Edit Format View Help

»»> [Device Install (Hardware initiated) - !EEHUID_dl3C&PID_Elli&S&idede?a&B&l]
»»»  Section start 20823/16/17 87:59:50. 398
utl: {Select Drivers - USB\VID 413C&PID 2113%\5&34e9dd7a&B&1} 87:59:508.797
utl: Driver MNode:
utl: Status Selected
utl: Driver INF usb.inf (C:\WINDOWS\System32\DriverStore\FileRepository\usb.inf amd6d e3lcd3beBdfcB74bb\usb.inf)
utl: Class GUID 136fc9e68-c465-11cf-8056-444553540000 }
utl: Driver Version Be/21,/2886,18.8.19841 2546
utl: Configuration USBYCOMPOSITE [Composite.Dev.NT]
utl: Driver Rank BBFF2063
utl: Signer Score - Inbox (BDBGBEG3)
utl: {Select Drivers - exit(BxBBE80000} B87:59:58.873
dvi: {Core Device Install} ©7:59:58.911
dvi: {Configure Device - USB\VID 413C&PID 2113%5834e9dd7a86&1} ©7:59:58.914
dvi: Device Status: 8x81886408 [Bx81 - BxcBAABA9S)
dwi: Parent Device: USBYROOT HUB38%A8&Z2calaBcelB&H
sto: {Configure Driver Package: C:\WINDOWS\System32\DriverStore\FileRepository\usb.inf_amd6d _e3c4d3beBdfcB74b6\usb.inf}
sto: Source Filter USBYCOMPOSITE
inf: Class GUID 136Fc9e68-c465-11cf-8056-444553540000 }
inf: Class Options Configurable BootCritical

inf: {Configure Driver: USB Composite Device}
3 3 i 14~ [ LT




USB Forensics Methology

e —————

> SYSTEMVCURrentEohtralSetEnemitSBSTOR

»Ven, Prod, Rev, Serial #, Device Name

~ »SYSTEM\CurrentControlSet\Enum\USB
>VID & PID

»SOFTWARE\Microsoft\Windows Portable
Device\Devices

» Friendly Name through Serial #

»SYSTEM\MountedDevices
»Drive Letter through Serial #
»Volume GUID through Serial #



USB Forensics Methology

i — = ———— S S g

»SYSTEM\CurrentControlSet\Enum\USBSTOR\Ven_Pr
~od_Versio\USB iSerial #\Properties\{83da6326-97a6-
£4088-9453-21923f573b29\
»0064 — First Install (Also in setupapi.dev.log)

»0066 — Last connected (Win 8+) (also in ENUM\USB and
MountPoints2 last write time)

» 0067 — Last Removal (win 8+)

» C:Windows\inf\SetUpaapi.dev.log

»First and last time connected through Serial #




USBSTOR in Registry*Explorer p) oo

4 i C\Windows\system32\config\SYSTEM

ActivationBroker
ControlSetool
Contral Values | USBSTOR
Erum
ACPI
ACPI_HAL
DISPLAY
HOALUDIO
HID

HTREE z 26 10:... | Ven_ Prod_USE_Flash_  Rev_5. : IUSE Flash f 2 26 10;... | 2 0- r.. | 2023-11-08 10:... 2023-11-08 10:3...
PCI Mernory J M R -

Timestamp Manufacturer = Versi Serial Mumber Device Mame Disk: Id Installed First Installed Last Connected | Last Removed

09-1209:... | Ven_ Prod_ e 30103000544  USE Device 23 | 2023-08-1209:... |2 9-1209:... | 2023-09-12 09:_.. | 2023-09-12 09:1...

00T

SCAT

Ven_ADATA Prod_USB_Flash_  Rewv_1100

AGE
Ven_Flash _Drive_SK_J | Rev_1.00 399 A sh Diriv 39585 - 2 T |2 3-0204: ...

Ven_Generic Prod_Mas bors e 1100 A0 | Generi -43h7- 2 -10-05 13:... | 2022-10-05 13:... | 2022-10-05 13:... | 2022-10-05 13:2...
ae e 2 d4-echid

Ven_Generic- Prod_5 ey 1.00 ) Generic- S0MMC £ - 2 -2506:... 2027 e | 2 -10-2506:...

USE




Thank you for your patience!

—_— _ =
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