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Introduction to Memory Analysis



What is Memory Forensics?

▪ Definition:
– The process of analyzing a computer's RAM (Random Access Memory) to uncover digital 

evidence related to security incidents, cybercrimes, or forensic investigations.

– Unlike disk forensics, which examines stored data on physical media, memory forensics 
focuses on volatile data that resides in the system's active memory.

– RAM holds real-time and volatile information about running processes, open network 
connections, and active user sessions.

– Memory forensics allows investigators to retrieve valuable insights into recent system 
activities, malware presence, and unauthorized access.



Memory forensics role in malware analysis



Memory Forensics Steps

▪ Memory Acquisition
– Dumping memory from the target machine

▪ DumpIt

▪ FTK Imager

▪ Winpmem

▪ Memory Analysis
– Analyzing the memory file

▪ Volatility Framework



Memory Acquisition



Pre-Acquisition Process

▪ DO NOT  POWER OFF

▪ Acquisition tools should be executed from an external device

▪ The memory dump must be stored in an external drive



Memory Acquisition Process

▪ Determine the state of the machine

▪ Identify the operating system

▪ Insert acquisition media & perform the Volatile Memory Dump

▪ Hash and verify the acquired files

▪ Create Investigator copies

▪ Always work on a copy



Other Memory Locations in Windows Systems

▪ Pagefile.sys:
– Location: %SystemDrive%\pagefile.sys

– Purpose: Acts as virtual memory, extending the available RAM by using a portion of the hard 
drive.

– Size: Configurable by the user or automatically managed by the system.

– Content: Holds data that doesn't fit in physical RAM, transferring less frequently used memory 
pages.

– Impact on Forensics: Contains artifacts reflecting the system's memory usage and may store 
sensitive information.

▪ Hiberfil.sys:
– Location: Typically found in the root directory of the system drive (%SystemDrive%/hiberfil.sys).

– Purpose: Used for hibernation, storing the system's state when it enters hibernation mode.

– Size: Approximately equal to the amount of physical RAM on the system.

– Content: Contains the contents of the system's memory when hibernation is initiated.

– Impact on Forensics: Valuable for memory analysis as it preserves the system's state.



Hybrid sleep, Hibernation, Sleep

▪ Hybrid Sleep:
– Combines benefits of sleep and hibernation.

– Saves RAM content to a hibernation file during low-power transition.

– Fast resume if connected to power; hibernation file preserves data during power loss.

▪ Hibernation:
– Saves RAM content to a hibernation file.

– Lowest low-power state; longer resume time than regular sleep.

– Hibernation file includes on-the-fly encryption keys for crypto containers and encrypted VM apps.

▪ Sleep:
– Minimal power consumption.

– Fast startup upon waking.

– Instantly resumes where you left off.

– Automatic work-saving feature.

– Protects against battery drain by shutting down when low.



Shutdown vs Restart

▪ Shutdown:
– NOT really a shutdown

– State of RAM is written to hard disk and then read back into ram when system starts

– Hibernation-like

▪ Restart:
– Clears RAM

– Does not read state of windows when system restarts

– Windows 8+ take longer to restart

▪ Fast startup:
– Windows 10+

– Reduced time to boot after gracious shut down

– Saves a small hibernation file onto the disk – kernel memory



Memory Dump Acquisition Tools

▪ Winpmem:

– Description: Open-source memory acquisition tool for Windows systems.

▪ Belkasoft Live RAM Capturer:

– Description: A tool for capturing the content of the computer's volatile memory (RAM) 
and saving it to a file.

▪ DumpIt:

– Description: A compact utility to acquire physical memory (RAM) on a Windows 
system.

▪ FTK Imager:

– Description: A powerful and easy-to-use tool for acquiring physical memory or 
creating disk images.

▪ Magnet RAM Capture:

– Description: A free utility to capture the physical memory of a suspect's computer into 
a memory dump file.



Memory Dump Acquisition Tools



Memory Acquisition from Virtual Machine

• Suspend the VM and copy the following files:
➢ VMware (.vmdk)

▪ .vmem file = raw memory image 

▪ .vmss = vmware saved state (suspend VM)

▪ .vmsn = vmware snapshot file 

➢ Microsoft Hyper-V  (.vhdx)

▪ .bin file = raw memory image 

• VirtualBox – Don’t suspend
➢ .sav file = machine state from snapshot

▪ Ability to acquire guest memory using built-in VBoxManage.exe

o vboxmanage debugvm <machinename> dumpvmcore→ filename guest.dump



Digital Evidence in memory

▪ Process Artifacts

▪ Running services

▪ Clipboard Information

▪ Browsing Sessions

▪ Passwords

▪ Network Artifacts

▪ Accessed Files and other media

▪ Registry Artifacts

▪ User Activity

▪ Chats/Running Application stored data



Key Memory Components



Virtual & Physical Address Spaces 



Volatility Framework



Volatility Framework

▪ Purpose:
– Extracting – analyzing information from memory dumps 

– Uncovers insights related to processes, network connections, registry hives, and more.

▪ Supported Platforms:
– Windows (XP to Windows 10/11), Linux, macOS.

▪ Key Features:
– Plugin Architecture

– Cross-Platform Support

– Profile-Based Analysis

– Wide Range of Artifacts



Volatility Framework Plugins (1/3)

▪ imageinfo
– Identifies the appropriate profile for the image given

– python3 vol.py –f <image_file> imageinfo

▪ Command example:
– python3 vol.py –f <image_file> --profile=<profile> <plugin>

– python3 vol.py –f image.bin --profile=WinXPSP2x86 psxview

▪ Volatility 2.6 - Either vol.py or standalone (.exe)
– python3 vol.py

– .\volatility_2.6_win64_standalone.exe



Volatility Framework Plugins (2/3)

▪ pslist - Process List:
– Displays a list of all running processes, including their Process ID (PID), parent PID, and other relevant 

information.
– Command: "volatility -f <memory_dump> --profile=<profile> pslist"

▪ pstree - Process Tree:
– Shows the hierarchical relationship between processes, including parent and child processes.
– Command: "volatility -f <memory_dump> --profile=<profile> pstree"

▪ psscan - Process Scan:
– Scans the memory for terminated or hidden processes that might not be visible in traditional process lists.
– Command: "volatility -f <memory_dump> --profile=<profile> psscan"

▪ dlllist - DLL List:
– Lists all loaded dynamic link libraries (DLLs) for each process.
– Command: "volatility -f <memory_dump> --profile=<profile> dlllist"

▪ handles - Handles:
– Enumerates open handles for each process, including file handles, registry keys, and other resources.
– Command: "volatility -f <memory_dump> --profile=<profile> handles"



Volatility Framework Plugins (3/3)

▪ getsids - GetSIDs:
– Retrieves the Security Identifiers (SIDs) associated with each process.
– Command: "volatility -f <memory_dump> --profile=<profile> getsids"

▪ filescan - File Scan:
– Scans the memory for file-related objects and displays information about open files.
– Command: "volatility -f <memory_dump> --profile=<profile> filescan"

▪ malfind - Malicious Find:
– Identifies potentially malicious code or injected DLLs within the memory.
– Command: "volatility -f <memory_dump> --profile=<profile> malfind"

▪ cmdline - Command-Line:
– Retrieves the command-line arguments used to launch each process.
– Command: "volatility -f <memory_dump> --profile=<profile> cmdline"

▪ netscan - Network Connections:
– Displays information about active network connections and listening ports.
– Command: "volatility -f <memory_dump> --profile=<profile> netscan"



Volatility Framework Cheat Sheet

CheatSheet_v2.4 (volatilityfoundation.org)

https://downloads.volatilityfoundation.org/releases/2.4/CheatSheet_v2.4.pdf


Windows Memory Analysis



Process Analyzing – Critical Windows Processes

Source: 13cubed.com

https://training.13cubed.com/


Process Analyzing – Identify rogue processes

Indicators of Rogue Processes:

▪ Unusual Process Names:
– suspicious or misspelled names that mimic legitimate processes.

▪ Mismatched Parent-Child Relationships:
– unusual parent-child relationships

▪ Unusual Network Activity:
– processes with suspicious outbound or inbound traffic

▪ Account Activity:
– processes owned by unusual accounts

▪ Unauthorized DLLs:
– processes loading DLLs from uncommon or unauthorized locations.



Process Analyzing – Identify rogue processes –
Volatility Plugins

▪ pslist:
– Shows the offset, process name, process ID, the parent process ID, number of threads, 

number of handles, and date/time when the process started and exited.

– It does not detect hidden or unlinked processes



Process Analyzing – Identify rogue processes –
Volatility Plugins

▪ pstree:
– This enumerates processes using the same technique as “pslist” plugin

– It does not detect hidden or unlinked processes

– Identifies the parent/children from pslist and shows them as a tree.



Process Analyzing – Identify rogue processes –
Volatility Plugins

▪ psscan:
– This can find processes that previously terminated (inactive) and processes that have been 

hidden or unlinked by a rootkit.

– If a process has previously terminated, the Time exited field will show the exit time.

– Identifies the parent/children from pslist and shows them as a tree.

pslist psscan



Process Analyzing – Identify rogue processes –
Volatility Plugins

▪ psxview:
– Uses different mechanisms to search for processes and shows a comparison between them. 

– Good for finding discrepancies (i.e. processes hidden by the attacker). 

– A "False" in any column indicates that the respective process is missing.



Process Analyzing – Process Object Analysis

▪ cmdline:
– Displays the process command-line arguments.

– This plugin can be used to detect whether the process is launched using a malicious 
command or not.



Process Analyzing – Process Object Analysis

▪ dlllist:
– Displays a process's loaded DLLs

– The load count column tells you if a DLL was statically loaded (i.e. as a result of being in the 
exe or another DLL's import table) or dynamically loaded.



Process Analyzing – Process Object Analysis

▪ handles:
– Enumerates open handles for each process.

– Applies to files, registry keys, mutexes, named pipes, events, window stations, desktops, 
threads, and all other types of objects



Network Artifacts & Memory

Indicators of  Abnormal Network Activity:

▪ Processes that run over ports 80,443 or 8080 and are NOT browsers

▪ Browsers that do not run over ports 80,443 or 8080

▪ Unexplained communications with internal or external IP addresses

▪ Web requests directly to IP addresses (not domain names)

▪ Unauthorized RDP connections (port 3389) or other remote access protocol

▪ Communications with domain names that have malicious reputation



Network Artifacts & Memory

▪ netscan:
– Scans for network artifacts.

– It  finds TCP endpoints, TCP listeners, UDP endpoints, and UDP listeners.

– It distinguishes between IPv4 and IPv6, prints the local and remote IP (if applicable), the local 
and remote port (if applicable), the time when the socket was bound or when the connection 
was established, and the current state (for TCP connections only). 



Code Injection - Remote DLL Injection



Detecting DLL Injection & Malicious Code

▪ malfind:
– Finds hidden and injected code.

– Only processes with the MZ parameter in the header and PAGE_EXECUTE_READWRITE in 
the vad tags are important.

– Normal processes executed with PAGE_EXECUTE_WRITE and 
PAGE_EXECUTE_READWRITE are malicious.

– The -W flag refines the output only showing regions with an MZ header or that start with 
well known opcode combinations



Suspicious process and files dumping (1/3)

▪ procdump:
– Dumps a process's executable

▪ memdump:
– Extracts all memory resident pages in a process into an individual file.

Volatility Foundation Volatility Framework 2.4
************************************************************************
Writing System [     4] to 4.dmp

Volatility Foundation Volatility Framework 2.4
************************************************************************
Dumping csrss.exe, pid:    296 output: executable.296.exe



Suspicious process and files dumping (2/3)

▪ dlldump:
– Extracts a DLL from a process's memory space in order to proceed to further analysis.

– If the extraction fails, it probably means that some of the memory pages in that DLL were 
not memory resident (due to paging).

– To dump a PE file that doesn't exist in the DLLs list (for example, due to code injection or 
malicious unlinking), just specify the base address of the PE in process memory.

python vol.py -f ~/Desktop/win7_trial_64bit.raw --profile=Win7SP0x64 dlldump -D dlls/

Process(V)         Name                 Module Base        Module Name          Result
------------------ -------------------- ------------------ -------------------- ------
0xfffffa8000ce97f0 smss.exe             0x0000000047a90000 smss.exe             OK: 
module.208.176e97f0.47a90000.dll
0xfffffa8000ce97f0 smss.exe             0x0000000076d40000                      Error: DllBase is paged
0xfffffa8000c006c0 csrss.exe            0x0000000049700000 csrss.exe            OK: 
module.296.176006c0.49700000.dll



Suspicious process and files dumping (3/3)

▪ Dumpregistry:
– Dumps registry hives for further analysis

– By default the plugin will dump all registry files

– Must specify the virtual offset for a specific hive in order to only dump one registry at a 
time.



Exploring registry - Finding persistency (2/2)

▪ printkey:
– Displays the subkeys, values, data, and data types contained within a specified registry key



Exploring registry – Other Useful plugins (1/3)

▪ userassist:
– Prints Userassist registry keys and information, which include all the programs that the 

user ran. 

– They are inside the NTUSER.DAT registries of each user.



Exploring registry – Other Useful plugins (2/3)

▪ shellbags:
– Prints Shellbags info, which are a set of registry keys that allow the Windows operating  

system to track user window viewing preferences specific to Windows Explorer. 

– Some artifacts that can be found here:

▪ Icon and folder view settings

▪ Windows sizes and preferences

▪ Metadata such as MAC timestamps

▪ Most Recently Used (MRU) files and file type (zip, directory, installer)

▪ Files, folders, zip files, and installers that existed at one point on the system (even if deleted)

▪ Network shares and folders within the shares



Exploring registry – Other Useful plugins (3/3)

▪ hashdump:
– Extracts cached domain credentials stored in the registry.

– Hashes can be cracked using John the Ripper, rainbow tables, etc.



Searching for privilege escalation

▪ privs:
– Shows you which process privileges are present, enabled, and/or enabled by default. 



Thank you for your patience!
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