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E-mail Analysis Introduction

E——

~+ Common SOciaI'Engineering Attacks
= »5Spam = |
~» Phishing

* Email Address

» User Mailbox (or Username)

> @
» Domain |
» Example: useri234@goodmail.com



mailto:user1234@goodmail.com

E-mail Analysis Introduction
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Types of malicious emails:

* Spam - unsoI|C|tedJunk emails sent out in bulk to a large number

- of recipients.

* Phishing - emails sent to a target(s) claiming to be from a
trusted entity to lure individuals into providing sensitive
information.

» Spear phishing — phishing targetlng a specn‘|c individual(s) or - -

organization.
» Whaling - targeting specifically high-position individuals.
* Smishing - targets mobile devices with specially crafted text
~_messages.
-+ Vishing - attacks are based on voice calls.



E-mail Analysis Introduction

» Email spoofing

* Sense of urgency

* Trusting entity

* Poorly formatted or written HTML code

* Generic content (Dear Sir/Madam)

* Hyperlinks

~» Attachment posing as a Iegltlmate document



E-mail Delivéry

» E-mail delivery prbtocols:
» SMTP - Handles sending
- » POP3 —Handles transfer

» E-mails stored on single device and can only be
accessed by that device

» When downloaded -> deleted from email server, unless
"Keep email on server” is enabled

> IMAP — Handles transfer

» E-mails stored on server — can be synced downloaded
to many devices



E-mail Delivery

thomas@goodmail.com MSA

\hlltxplo p — \\ MTA
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email via SMTP

where is badmail.com? badmail.com IP

DNS Server




Email Structure and Analysis
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E-mail AnalySis - Things to Consider
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 What a user can see, is different from what the actual mail contains

* SMTP uses simple text format, but some clients store them in binary
format =

- » -Working with languages other than english, means that special
attention should be given to the Unicode characters.

* Large quantities mean that there is a need for de-duplication and

. filtering.

* Attachments are the biggest part of the data, need special analysis
and are the main infection reason (with second to follow the malicious
links).

* Attachments are the files in ASCll base-64 encoding

* Much of the Headers can be spoofed. Complete reliable headers are
only from the MTAs that we trust.



E-mail Analysis - Email Example

Return-Path: <postmaster@multwell.net>
DEIiUEI‘Ed'TO 'ﬂ'ﬁ!{ﬁ!{ﬁ@.ﬁ?fﬁ*ﬁﬁﬁﬁ*ﬁ**
Received by mailer . ****dkdkddddws ( i from userid 506)
id E 2BEA45; Mon, 11 Oct 202 8 +0300 (EEST)
spam-Checker-version: SpamAssassin 2 11-06-06) on mailler.****&kkdkdhin
pam-Lewvel:
X-Spam-Status: No, score=-2.0 required=6.0 tests=HTML_MESSAGE ,RCVD_IN_DNSWL_HI,
F_HELO_NONE ,URIBL_BLOCKED,URI_FIREBASEAPP autolearn=ham wversion=3.3.2
ived: from mlL.****kkdkdkdkdkdkd (mail **x*rxdkrwwks 192 168.250.47])
(using TLSv1l with cipher AECDH-AES2 5 56/256 bits))
(No client certificate requested)
by mailer.*****%**kkwkk*x (Postfix) with ES
for cHEE AR I QIR I A IR A KKK on, 11 Oct 262 2 G 1o ( =
Received: by ml. ****k*sx*xw** (pPostf - i : Headers
id 1E46F12A1D6; Mon, 11 Oct 124z P300 (
X-Greylist: from auto-whitelisted by QLg 3
Received: from srv3.multwell.net (srv3.multwell.net [107.175.239.113])
sing TLSw1.2 with cipher ECDHE-RSA-AES GCM-SHA3B4 (256,256 bits))
(No client certificate requested)
by ml.**%***kkwr*x* (pPostfi with ESMTPS i DOD4812A1CB
for Wedkheh g b bbbt bbb MOon, 202 13:24:21 +0300 (EEST)
From: Support@ml.*****kxkkkkdx Team@ml.

Tz e v e e o e e e e e e ok o e o

Subject: Attention You hawve OWVE 16 = g on the server 111!
Date: 11 Oct 2021 3

Me

MIME - g

List-un i =mailto:postmaster@multwell.ne

Content-Type: multipart/alternative;
boundary I tPart_ 012 _8F2923BE.

xtPart_000_0012_ 8F29238E.B
Content-Typ t/plain;
charset="utf-8"
Content-Transfer-Encoding: quoted-printable
ar=
You re C : C P 26
has multiple i € € 8
memory spac BO y
Your mailb may not i i 26
storage

Click on the 1link below to incr
=C2=A0
UR EMAIL STORAGE CAPACITY=20
a952a60b98d51bcO . web . app /#****x*kgrrkrkkhkk*k Xk *—CI=AD)

=C2=A0




E-mail Analysis - Email Example

Action recommended: Ensure your resources that interact with Azure services are using TLS 1.2 &
by 31 October 2024 nbox x

Microsoft Azure <azure-noreply@microsoft.coms Nov 13, 2023, :01AM (4 daysago) <% €
to me -

“  Reply

B8 Microsoft Azure

Forward

If you have resources that interact with Azure Filter messages like this
services and still use TLS 1.1 or earlier, transition Print
them to TLS 1.2 or later by 31 October 2024 Delete this message

1] - 1]
You're receiving this email because you're an Azure customer. Block "Microsoft Azure

To enhance security and provide best-in-class encryption for your data, we'll require Report spam

interactions with Azure services to be secured using Transport Layer Security (TLS) 1.2 Report phishing
later beginning 31 October 2024, when support for TLS 1.0 and 1.1 will end.

Show original
The Microsoft implementation of older TLS versions is not known to be vulnerable,
however, TLS 1.2 and later offer improved security with features such as perfect forward Translate message
secrecy and stronger cipher suites. Download message

Recommended action Mark as unread




E-mail Analysis - Email Body
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g e oy ek kR kR
Dear @ ,

You receive this email because your mailbox (amscc@*******##%%%) has multiple e-mail messages hanging on the server due to limited memory space

Your mailbox may not receive e-mail because of insufficient storage space.

Click on the link below to increase your storage capacity.

CLICK HERE TO INCEEASE ¥OUR EMAIL STORAGE CAPACITY|

DL‘("[;(_P—QAO."*“(’]..".‘.‘“*";C?;;‘\O
You receive this emall because your matllbox (¥¥**skghhdkdkhdhidid)=20
has multiple e-mail messages hanging on the server due to limited=20

gemory space

@Your matlbox may not receive e-maill because of insufficient=20
storage space.

Click on the l1ink below to increase your storage capacity.=C2=A0

=C2=A0

BCLICK HERE TO INCREASE YOUR EMAIL STORAGE CAPACITY=20
(=C2=A0https://webst2e7a952a60b98d51bc9.web.app /#*****k@hhhhkkhrkdx*_(C2=-A0)

=C2=A0




E-mail AnalySis - Email Headers
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« FROM, TO, CC, BCC, 'Subject, Date

From: S ) @am L . , Team@mil k6 wH**"

1O
Subiject: Attention: You have OVvVer 16 pending mess. s hanging on the
Date: 11 0Oct 2021 03:24:18 0700

* Received
> Each MTA adds a “Received” which mcludes the IP ofthe server,
Server Name, date, time, timezone.
» The order that the e- ma|I was sent, is from Bottom to Top
» Spammers could insert fake “Recelved”

fron stldp2iim-asntpll4.me.com (atl4p2iln-asmtpll4d.m8.,.com.
BX.g00gle.com with ESMTPS 1d v238149983979%x3.210.2018.03.

<pratecp.goedupudifgmail . cord
g Lp‘"f' COEE~RSA-AESI28~-CCM~-5HAZ56 bitse
2:37 -0700 (PDT)




E-mail AnalySis — Email Headers
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* Message ID: Provided by the originating mail server and is a

Unique ldentifier followed by @ and the server name.
- * X-Originating-IP: Optional. Used to track the IP of the
- computer that sent the message.

* X-Mailer: Email client used to create the email message.

- (Web or Locally) .

* Reply-To: The email address a reply email will be sent to

* Return-Path: where bounce-back information will be sent
to, for unsuccessful delivery of the email




E-mail Analysis - Email Headers

Return-Path: <postmaster@multwell.net>
DQlkV@de'TO' ******@************
Received: by mailler. *******x*x**** (postfix, from userid 506)

. %d E6082BEA45; Mon, 11 Oct 2021 13:24:28 +0300 (EEST)
X-Spam-Checker-Version: SpamAssassin 3.3.2 (2011-06-06) on mailler *¥***kkkkdihk
X-Spam-Level:

X-Spam-Status: No, score=-2.0 required=6.0 tests=HTML_MESSAGE,RCVD_IN_DNSWL_HI,
, »SPF_HELO_NONE,URIBL_BLOCKED,URI_FIREBASEAPP autolearn=ham version=3.3.2
Receilved: From ml.**kkkkdkkhddk (mai] **xkkkkkkrdd* 192 168.250.47])

“(using TLSv1l with cipher AECDH-AES256-SHA (256/256 bits))

(No client certificate requested)

by mailer.******k*x*xx** (pPostfix) with ESMTPS id 8A9B4BEA42

, IEREQr <*kkkkk@hkkkkkkkkkkkss Mon, 11 Oct 2021 13:24:27 +0300 (EEST)
Recexved Dy ml.,****x*kkkxk*x*x (pPostfix, from userid 506)

B “Ad 1E46F12A1D6; Mon, 11 Oct 2021 13:24:26 +0300 (EEST)

X- Greylxst*AfLom aﬂ{efwht{e{tSfed‘bY‘SQLgfeyf4“***7

Recelved from srv3.multwell.net (srv3.multwell.net [107 175 239 113])
(using TESVI. 2 with cipher ECDHE-RSA-AES?256-GCM-SHA384 (256/256 bits))
(No client certificate requested)
by ml.******k****x* (postfix) with ESMTPS id D9D4812A1CB

: o <k*kkkkkghkkhhkkkktidsc Mon, 11 Oct 2021 13:24:21 +6300 (EEST)
From Support@ml ***********L,—T—eam@ﬂL ************

To' i*t_*,*’k@************

subject: Attention: You have over 16 pending messages hanglng on the server !!!

Date: 11 Oct 2021 03:24:18 -0700
|[Message=1D: <20211011030105 8A198E6C82CF2594@mu1twe11 nets
MIhE Version: :




E-mail Analysis - SPF
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* Server Authenticity — Sender Policy Framework (SPF)

> Prevention of Email Spoofing — Detects forged sending

addresses f '
- » Verification of Sending IP Addresses - Validates the sending IP

address to the originating domain

> ldentification of Authorized Mail Servers - Allows organizations
to identify which mail servers are allowed to send mails from
their domain '

» Received-SPF: "Pass”, “Fail”, “SoftFail”, "Neutral”, "None”
» ‘We should pay special concern to Received-SPF: Fail

Recelved-SPF: pass (google.com: domain of ©100018bd2bb3f9e-6c71474e-4817-4264-b721-136ce236Tb6e-000000B@amazonses.com designates
54,240.48.184 as permitted sender) client-ip=54.240.48.184,




E-mail Analysis - DKIM
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* DomainKeys Identified Mail (DKIM)

» DKIM-Signature —Added to the header - Validates the message
content has not been changed

» Verification of Message Integrity - A valid DKIM check
authenticates the sending domain and ensures elements of the
message were not altered

» Public Key Cryptography - Private key is held by the sending
domain - recipients verify the signature using the public key in
sender’s DNS records -

» SPF and DKIM pass increase our trust in the other headers

DKIM-Signature: v=1; a=rsa-sha256; g=dns/txt; c=relaxed/simple; s=224i4yxa5dv7c2xz3womwbpeuasteono; d=amazonses.com; t=1700047568;
h=Date:Tm:Fram:Reply—tD:Subject:MESSagE-ID:SundEP*HIHE -Version:Content-Transfer-Encoding:Content-Type:Feedback-ID;

bh=5fYvNPXDWJaibiBFCYHb5451InEWCBDLHbMK3IDUCUE=; b=Vtma7zIVXFROYzOMANANG811n6gFUU598YIhuDkm8/BEBhiMIBrmJI9dikKyYrmP9h
Bh7PUgPUYQOMUUsSN115bBAa72CcIQqlXjHZ79]MVASZCVRZXmd1c5X0xXIW1Hp2yMSeKT gCtLoeNyEeZV8G)CS1Ddy5bldWjbck4vshepnwHM=




E-mail Analysis - DMARC
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« Domain-based Message-Authentication, Reporting, and
Conformance (DMARC)

» Email Authentication and Alignment — ensures alignment
between sender’s domain and domain in “"From”

» Policy Enforcement — domain owners define policies of what
should be done if SPF and DKIM checks fail
» none (just monitor)
» quarantine (deliver to spam/quarantine folder)
> reject (block the email)

» DMARC pass increase overall trust

Authentication-Results: mx.google.com;
dkim=pass header. 1 @netacad.com header.s=p74vévscrrsraayt74lg7qugkeesoujj header.b=Cs70CuIC;
dkim=pass header.i=@amazonses.com header.s=224i4yxa5dv7c2xz3womwepeuasteono header. b-vtmq?*1h

spf=pass |ﬂnDﬂ1ﬁ com: domain of ©100018bd2bb3f9e-6c71474e-4817-4264-b721-136ce236Tb6e Hﬂwamazmnses,cmm designates 54.240.48.184
as permitted qﬁndyrr smtp.mailfrom=0100018bd2bb3f9e-6c71474e-4817-4264-b72f-136ce236fb6e-000000@Eamazonses . com;

—

dmarc=pass (p=NONE sp=NONE dis=NONE) header.from=netacad.com



E-mail Analysis — DMARC
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Authentication-Results: mx.google.com;
dkim=pass header.i=@netacad.com
- header.s=p74v6vscrr5rdayt74lg7qugkeeboujj header.b=Cs70CulC;
 dkim=pass header.i=@amazonses.com
header.s=224i4yxa5dv7c2xz3womweb6peuasteono header.b=Vtma7zJV;
~spf=pass (google.com: domain of 0100018bd2bb3f9e-6c71474e-48f7-
4264-hb72f-136ce236fb6e-000000@amazonses.com designates
54.240.48.184 as permitted sender) smtp.mailfrom=0100018bd2bb3f9e-
6¢c71474e-48f7-4264-b72f-136ce236fb6e-000000@amazonses.com; .
dmarc=pass (p=NONE sp=NONE dis=NONE) header.from=netacad.com



E-mail Analysis - Attachments

Content-Type: application/zip; name="NBG.S.A&, TT.Swift 260321 scan.zip"
Content-Transfer—-Encoding: bassgd
Content-Disposition: attachment; filenams="NBG.S3.Z, TT.S3wift 260321 scan.zip"

R: Tpame{ikn petagopd._ 2021-03-26_ Swift avtiypago

g EBvikn) Tpamela tng EMadog S.A. <info@nbgrr.xyz>
To stya@d#sies
UE=sDEBCORARRATARAT Z.EnrbLQMgZDCMDDBQﬁhMﬁT kJHLlMuQSwngQuUB de.IlR EMj YwMzTx

HIN]TW4uaXNvTN2BShtBGADgfE2HoAcvpRRr JC30UJBEON TESHo INxYEEEOhvI 1 bESwOVEE+u
7T+0LSDubaFXas021Svy+yowyM/ Bmh4TEMAS rAQRAAARAARRAARNARAAARAARARAAARAADNDAR
AAARAABEtvYhzd4ss+0eDSVE]vM3ZerPbXFlgSHrN7tnhwel0ayVEibhUTI3u7geR/ ST ELy+V
KaAé andyeupa, n5tez¥1alWZG0zO0Pr6e fIMZLWBh20gqWW2tSczkTP1WulgavTG9ypTa0z/eONT1bj YW 1xUpR
S5G+REt633+bsBr90ayG+ INwWNZANWLUSE5F/ puGINYJ1Y0/ 1g20x3r0¥xuqquxl EE6gET9s3Tn
wo3B//J155/ 2/ 9PrEe 1R/ g+PevVx+TRayp2WTThE3/ 9+HMAG+1VsVchfRakM+Osg+R+YID+HG
+d+fEgASINtb/ cbncgU3AICHTiufsVulUBARAgImW ]l c2CBQARARCY ZFnUP £ HARCAC R VTAOC
ARARAFyyMEvsz/ TaYTcEImvE41hi 8=J8CmLE/ OLbo/mS2E93+DD1+W+HE/ 03Pvaulg/orglu
AlevBuvon nAekTpovikoU Taxudpoueiou: stya@****** NijufOWELR/EfXe+yPyeTVEAmXivefr jwS4DRZ0sEDESEFDyACUuBk9mI3EL1lmP7 emCgh/ 2hv+

+C1RRzSTPSINcuEukGiOBARSEGIA0SdgY¥ghcYgTRGrxwSA4hgR20nlegllul LY FLL2 1z LGdp
EmBefaidore v napaAapn Twv XpnHATWY Kai anavrAcTe avaioya. 31vb2tY0tEWt/Uhba2mLIOFMOkVFUY oV yLixEONko YAMdvvm 7 0D++vT/ tE/ G9nd+£Fm5s2hb

mffevHlz/v/vE/d¥u20bM+NrwaPr]Olmxpt+b/ee/w3]GXPvTMey JtGonT Z2Zuf3bSoul965xr

1t 73mbWE+pwT/ 2PAe+9TnI%eSVyr3uub51l5nzR0+5+fuW71gZmZme1Ez /£ 58 z8E3Twkt TT7X
Tig KaAUTEPEG EUYEG. EVGELECERPTvO0InwnP3H] 0134/ vUHSSh+HN/G369e+11+C++500jwTEB/+vEBTGbpesLGEJoTey

xN9JZpcypBTGlicywSI6+0wxYByEEZ4 30rREZURL 9 fmysNWIGN1GIfy78gXPlbidexhTguGy
Adwvng Euayopou. vORu+EWT/ o/ +gOdWE/u3£z0VVRSUEISbnEBoSbITV/ 6ciNOle+3RTymE YmxbVgLvy/Esz3/3
S58a/mQYY2/C4BOBEXWv+CaSrSr0IwDRE]l/GsEwwS3dt 3auxkmiCG51d41H+o7 T+bdv/ /+x/+
1WtnI2chIk02ulRESzzNkElmRubnOrTMt JnVLDr£4tVVheTadFEWe+avdbP+ackknlBr3¥kbE

a mGdHwCuybkdWEZNUg13psMeSp I8 2INE1pILIgqgGnSNWtolmad/cl5C+1P+v32x+uS9nxRLbe/
oo

. MNBG.5.A, TT.Swift_260321_scanzip o
167 KB

O neAaTng pag pag ZATNoe va oTeiAoups éva avTiypa®o Tng cCUVNHUEVNG HETa@opdg NANPWHAG OTN

dieuBuvaon e-mail oac.

(Tunua EEuttnpétnang MNeAarwv)

2m3eF6l1fPulTnpxywDyEeSEBkf3JEvE3xWmTul vEIHIRYRCW2 9CHEfa3/ c4zDvQ3L36TLS yaEM
vphnOButHQaKad4CHEBASYWRT CRFCPWcRENHVEP1 IxMMtE SU3cvvUBXde jmxbryip 9 f OmwREnW
NATIONAL BANK LpRRErUmWOgRSHpOOyrg9XAZHIQFAPr 6xQHULULUpZUuRi1 CgHzUEHHQC zhvSg+F210xQi0WL

R e ey NuSLdkEngyQONSF+x3NW190A+BSNuL7S0TwQZtRAB 9T yYa2HMH 9AWMe Sh£Sb17 £ 9kkuvKHOM




E-mail Analysis - Attachments

gchq.github.io says

Recipe

Please enter a filename:

Options 0 About / Support e

+ 0281 =

download.zip

From Baseb4

Alphabet
A-Za-z@-9+/=

Remove non-alphabet chars

|:| Strict mode

‘AADOBQAhAAAATKIHL1MUQSWgVFQUU3dpZnRTIMjYwMz IX
loAcvpRRrIC30UIBBN7bSHO1NXYTKEBhVI1bBSWQVbB+uU

“ Cancel IhAT8MASZ AQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
lerPbXF1q9HrN7tnhwelOayvfbhu733u7gzR/9X7fLy+V

n5teZY1alWZGQzOoPreef IM2LWBh20qWW2tSczk7P1Wulqav7Goyp7a0z/eON71bjYW]j1xUpR
5G+Kt633+bs8ro0ayG+IWwNZANWLUSTSP/pXGINYjlYe/1g20x3raYxuqquxlEZ6gZT9s3Tn
wc38//3155/z/9Pret1R/g+PevVx+T8ayp2W7 ThK3 /9+HMdG+1VsVcbTRakMOsg+R+YID+G
+d+TEgA8INtb/concgU3ATCHTIIuTsVuUBAAAE TMW] c2CBQAAAACYZFNUPTBHAACACZeVTdaC
AAAAAEYYMXvSZ/7aY7c6ImvHA1hi8el80mL6/0Lbo/m5Z695+4DDi+WHHB/Q3PvauDg/orqlu
NjufOwWEA/ETXe+yPye7VEdmXivzrjw84DR28sSEDKSEPDyAcUUSkOmMI3BilmP76mCgA/ 2bv+
+C1KKz57P5INcuEukGiQBABSKGBAOSdgYghcYg7RGrxwSA4hgK2QnleqCLUTLYFLL21ZLGdp
S1vb2tyetkuwt/UhbazmL IQFMQkVFUYoVCyLixEONkoYAMdvvm7@D++vT/TE/GInd+TFm5s2b
mffevHlz/v/vf/dXu2QbM+NrwaPrjolmxp+b/ee/w3jGXPv7MeyItGen7ZZuft3bSouA96sxr
1t73mbWf+pwT/2PAe+9Tn]9e5Vyr3uug8515nzRe+5+TulW71qZmZmeiEz /t582SK37wktTT7X

AC 23;3931 = i r Savewtp_ftmﬁlg s &= LF
Output BOm:

PKerxeorocanununu s wue |} {dTE1 7 er » esmxnuinuc@enonoe oo NBG .S LA, TT.Swift 260321 scan.isoiYAJescAcwwuides
o oe/Yocsk$-OP«t 79005 oMAs JocsHO " VAKeothakl us @15 vTHj h¥°1y] U%E11233;'&- # L0 vT 3 50HNULNULNULKULNULRULNULKULNULNULNUL
hL_‘dULhL.\JULhL_‘dULhL.\JULhL_‘dULhL.\JULhL_‘-lULhL.\JULhL_‘dULhL.VULD'_]El 1T 3 OeeaVciIoz 3|:J\] ] 5ZfiUéﬂéNk%_nhA|:; ' {».4- 5~I3ff- seNp



E-mail Analysis - Attachments

Base64*

UEsDBBQAAAATAKZ 7ZEnrblLQMgZ oCAADOBQAhAAAATKIHLIMUQSweVFQuUU3dpZnRF

X3NFYWAuaxXNv7N3BShtBGADgT62HoACcvpRRrIC30UIBON7bSHOo1NxYtKE@hvI1bBSWOVbB+u
7+Q ubakXas021S5vy+ycwyM/8mhaT8MAs zAQAAAAAAAAAAAAALAAAAAAAAAALAAALAALAN
AAAAAABELVYhz4ss+0eD5VZivM32erPbXF1q9HrN7tnhwelOayVbhU7J3u7gzR/9OX7 Ly +V
nSteZY¥1lalWZGQzOPr6ef1M2 LWBh28gWW2tS 7P1Wulqav7G9yp7al e0ON71bjYWjlxUpR

Decode Baset64 to File

Preview
Your browser cannot display the file as "application,

File Info

 MIME type: application/zip
» Extension: zip

* Size: 166.82 KB

= Download: application.zip

Hex Dump

58
85
32
7f
13
4a
o0
be
ee
o9f
da
61
[z]=]

NBG.S.A, TT.Swift_
260321_scan.iso...J.A.
kRE-.P.t7....M..

... Ve. . AJF.z.
NeZE n.;'{..4..~.//.
.re.Z-FFC3. ..

https://base64.qguru/converter/decode/file



E-mail Analysis - Tools
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~ Header analysis:
*» Message Header Analyzer: https://mha.azurewebsites.net/
~». MxToolbox: https://mxtoolbox.com/EmailHeaders.aspx

Sender IP address reputation:
* VirusTotal: https://www.virustotal.com/gui/

- » AbuselPDB: https://www.abuseipdb.com/



https://mha.azurewebsites.net/
https://mxtoolbox.com/EmailHeaders.aspx
https://www.virustotal.com/gui/
https://www.abuseipdb.com/

E-mail Analysis - Tools

— = s = - ==

~ Email body analysis:

~» URL Extractor: https://www.convertcsv.com/url-extractor.htm
~» CyberChef: https://gchq.github.io/CyberChef/ |
* PhishTool: https://www.phishtool.com/

Attachment (malware) analysis:

e Any.Run: https://app.any.run/

~» Analysis: https://www.hybrid-analysis.com/
* Joe Sandbox: https://www.joesecurity.org/



https://www.convertcsv.com/url-extractor.htm
https://gchq.github.io/CyberChef/
https://www.phishtool.com/
https://app.any.run/
https://www.hybrid-analysis.com/
https://www.joesecurity.org/

Email Forensic Artifacts

—_—



E-mail Forensic Artifacts - Host
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* Email stored on Local Machine
~* |dentify storage locations
> Find via filetype searches
» Review email client configuration info
» Search for index and message flles |
 Search for deleted archives
* A password may be needed



E-mail Forensic Artifacts - Outlook
(POP3)

* File extension: PST .
> %AppData%\Local\Microsoft\Outlook (Outlook 2010-)
» %UserProfile%\Documents\Outlook (Outlook 2013+)
. Reglstry What archives are being used
» HKEY_ Current_User\Software\Microsoft\WindowsNT\CurrentVersion
- \Windows Messaging Subsystem\Profiles\Outlook
* Encryption\Obfuscation
» By default: Simple and Weak cipher
» Options: Strong Password Encryptlon or No Encryption -
* Tools:
» Password Recovery: PstPassword (Nirsoft)
» Kernel Outlook PST Viewer
» Also pffexport in Linux



E-mail Forensic Artifacts - Outlook
(IMAP)
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Exchange allows offline mail access (Cached Exchange Mode)
Local files: .OST - most of them remain on the exchange server
Path: %USERPROFILE%\AppData\Local\Microsoft\Outlook

-« Contains last 12 months of user Exchange data — up to 50 GB

Orphan files are quite common

Tools:

» Kernel OST Viewer (nucleustechnologies)
» Convert .OST to .PST: ost2pst.exe |
» Repair: scanost.exe (Native from outlook)
> Also pffexport in Linux (Included in SIFT)



E-mail Forensic Artifacts - Outlook
(Offline)

B xernel OST Viewer
FILE WIEW FIND  HELP

oy setect File (&) Fing @ Help Kernel OST Viewer

Folder List e [M & 1[5 &5 o @ 5) Deleted items (7) v ix
E|_§’ EMAESDC _School_December20i & » v «  Fom ~  Subject v Date/Time Lost/Deleted
=-_1 Root - Mailbox JE—

FILTER FILTER FILTER
..... 4 ~MAPISP(Internal) ) ) » , g
..... 3 Common Views spy <spy.conspirator@nist.g... RE: t'sme Mon 03/23/2015 22:41 PM

_____ 3 Drizzle iaman RE: Last request Tue 03/24/201515:35 PM E
_____ [ Finder iaman RE: Watch out! Tue 03/24/2015 21:34 PM E
=-C3 IPM_SUBTREE iaman Done Tue 03/24/2015 23:05 PM Exist
-D Calendar iaman RE: Last request Tue 03/24/201515:30 PM Lost/Deleted
] Contacts spy <spy.conspirstor@nist.g... Watch out! Tue 03/24/2015 21:32 PM Lost/Deleted
5] 106967739-2740 iaman RE: Good job, buddy. Mon 03/23/201521:19 PM Lost/Deleted
[&] {AGE2ZBC46-B3A
& ] GAL Contacts

Organizational !

File Analysis Reports
@ Total item types
Mail flow density by date
Mail flow density by senders
Interaction between users

PeeeeeP

=

PeopleCentricC
[i"] Recipient Cache
----- 1 Conversation Actio
..... =
----- [ Drafts RE: Good job, buddy.
----- 1 Inbox iaman Man 03/23/2015 21:19 PM

i Journal To:  spy
----- 1 Junk Email

..... 3 Outbox
..... [ Quick Step Settings
..... [ R55 Feeds
..... [ Sent Items From: spv
----- 3 SmsAndChatsSync _?en.t: Mondawv. March 23. 2015 3:15 PM
-0 Syncl 0: iaman
1A Syne fssues Subiect: Good iob. buddv.

{1 Conflicts

{1 Local Failures
-1 Server Failures

[] Tasks
< » I need a more detailed data about this business.

[a[cla[a[a]e

Good. iob.




E-mail Forensic Artifacts - Outlook
(Attachments)

Secure Temp Folder:
> %AppData%\LocaI\M|crosoft\W|ndows\INetCache\Content Outlook\
<random name subfolder> (IE11+)
o %APPDATA%\Local\Microsoft\Windows\Temporary Internet
Files\Content.Outlook\<random name subfolder>
. HKCU\Software\M|crosoft\Off|ce\<verS|on>\OutIook\Securlty\
OutlookSecureTempFolder
* Attachments persisted until Outlook 2007
e Attachments after Outlook 2007, are present only after closing the
program before closing the attachment or on a crash "
* Timestamp of the file is attached to the time of the email
 MFT SFilename — determine time attachment was opened



E-mail Forensic Artifacts - Server
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* Most corporate environments employ dedicated mail servers
» Can also be hosted offsite or in the cloud
~*» Business considerations make getting forensic copies difficult
» Expect massive amounts of data
» Specialized tools may be required
e Deleted mail exist, but only for a short time



E-mail Forensic Artifacts - Server
(Exchange)
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Exchange database is the container for user mailboxes
Exchange 2007 and above use .EDB format
> Extensible Storage Engine (ESE) format
- » Previously, .EDB and .STM files composed database
.EDB files store mail, attachments, contacts, Journal notes, tasks, calendar,
and address book entries
e .log files contain messages not yet written to .EDB
* Exchange might be broken up into multiple storage groups, each with
multiple .EDB databases
* Mailboxes can be exported in .PST file format



E-mail Forensic Artifacts - Server
(Exchange)

2007
» C:\Program Flles\Mlcrosoft\Exchange Server\Mailbox\First Storage Group\Mailbox
Database.edb -
O e o \Program\Flles\M|crosoft\Exchange Server\Mailbox\First Storage Group\Publlc
Folder Database.edb

2010+

> C:\Program Files\Microsoft\Exchange Server\V<version>\MaiIbox Database\Mailbox
Database.edb

» C:\Program F|Ies\M|crosoft\Exchange Server\V<ver5|on>\PubI|c Folder
Database\Public Folder Database.edb

In any case through: Get-MailboxDatabase —Status | select ”edbfllepath”

Remember if an ESE DB is “dirty” clean it with eseutil
» esentutl /mh "C:\Path\To\Database.edb"
» esentutl /r "C:\Path\To\Database.edb” /d



E-mail Forensic Artifacts - Server
(Exchange Recoverable Items)
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« Deletions: SHIFT+DEL, remains in Deletion Folder for 14 days.

e Purges: After the 14 days, mails remain in the “Purges” for some time,
depending on the server, where is permanently deleted.

« - Discovery Hold: For after the 14 days period, check if “Hold” action was
applied to the mailbox

* Logs: can show a lot about mailboxes, but are not enabled by default

* Message tracing: Message-ID, sender-recepient, dates, subject, size,
delivery status, originating IP.

» On by default, for 90 days.



E-mail Forensic Artifacts - Server
(Exchange Recoverable Items)
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 Export mail:
» New- MaﬂboxExportRequest -Mailbox < MailboxName> - F|Iepath
<path\to\file>.pst (MS Exchange 2010)
> Export-Mailbox -ldentity <MailboxName> -PSTFolderPath
"<path\to\file>.pst (MS Exchange 2007)

-+ Filter output: | ,
» New-MailboxExportRequest -Mailbox <name> -Filepath
<path\to\file>.pst -ContentFilter {(body -like “*whatever*”) -and
(Received -It “01/11/21")}

* Also use the New-ComplianceSearch in Powershell
» New-ComplianceSearch -Name "SearchName" -Exchangelocation All -
ContentMatchQuery "Subject:'Keyword' AND Received<=01/01/2023“ -Export -
FilePath "\\Server\SharedFolder\MailboxExport.pst"



E-mail Forensic Artifacts - Server
(WebMail)
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* Email typically stored on ISP servers
» Possible exception for POP or IMAP
~* User IP address and subscriber info may be available from
ISP (correlation with Webmail addresses)
e Cached copies can be recovered
* Tool: Google Takeout .
» https://takeout.google.com/settings/takeout
» Requires credentials



Thank you for your patience!

—_— ——
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