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About me

Lead on Cyber Exercises of ENISA as a Cyber Security Expert

B.Sc.& M.Sc. in Computer Engineering and
Telecommunications, University of Thessaly

CISSP, CISM, and ISO 27001 Lead Auditor certified
Previous Posts:

e Security Officer for GRNET CERT
e Officer in Network and Information Security for ENISA,

e Deputy Cyber Security Manager for the European Global
Navigation Satellite Systems Agency (EUSPA) in Prague, CZ.



https://www.linkedin.com/in/alexzaharis/
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Common Features & Characteristics

- Infectious:
e Viruses, worms

- Seek Concealment:
e Trojan horses, logic bombs, rootkits

- Weaponise Exploits:
e Trojan horses

- Have specific scope:

Ex1. Stealing information
e Spyware, keyloggers, screen scrapers

Ex2: Malware for profit:

e Scarewares, Ransomware

-Code 1s extendable and scalable:
e Botnets, modular backdoors (trapdoors), Multi OS malware




What 1s a Computer Virus? %

Program or Code purposed for malicious or unwanted behavior
against the victim for which it was designed consisting of:

Infection mechanism
Also called the infection vector, this is how the virus spreads.

Trigger

The part of the virus that determines the condition for which
the 1s activated

Payload

Payload 1s the body of the virus that executes the malicious activity.



https://en.wikipedia.org/wiki/Payload_(computing)

Trojan Horse

Software that appears to perform a

desirable function for the user prior to Place the following file
run or install, but (perhaps in addition cp /bin/sh /tmp/.xxsh
to the expected function) executes chmod u+s,0+x /tmp/.xxsh
additional harmfull or unwanted rm./ls
functionality in the system. Is $*
User tricked into executing Trojan
horse as /homes/victim/Is

— Expects (and sees) overt and expected

behavior
— Covertly perform malicious acts with Is

user’s authorization




Spyware

Malware that collects little bits of information
at a time about users without their knowledge

e Keyloggers: stealthly tracking and logging key
strokes

e Screen scrapers: stealthly reading data from a
computer display

eMay also tracking browsing habit
eMay also re-direct browsing and display ads
e Mobile Spyware on the rise
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Spyware

Spyware software payload Computer user

SIS

S
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R TS Spyware engine infects
) < a user’s computer.

—>

2. Spyware process collects
keystrokes, passwords,
and screen captures.

3. Spyware process
periodically sends
collected data to
spyware data collection
agent.

Malware

Spyware data collection agent




Backdoors

- Secret entry point into a system

e Specific user identifier or password that circumvents normal
security procedures.

- Commonly used by developers
e Could be included in a compiler.

e Popular in Supply Chain attacks




Logic Bombs

- Embedded 1n legitimate programs

-Activated when specified conditions met

e E.g., presence/absence of some file; Particular
date/time or particular user

-When triggered, typically damages system
e Modify/delete files/disks

- Popular in Supply Chain attacks




Ransomware

- Holds a computer system, or the data 1t contains, hostage
against its user by demanding a ransom.

e Disable an essential system service or lock the display at system
startup

e Encrypt some of the user's personal files, originally referred to as
cryptoviruses, cryptotrojans or cryptoworms

- Victim user has to

e enter a code obtainable only after wiring payment to the attacker
or sending an SMS message

e buy a decryption or removal tool




Scareware

SECURITY WARNING!

serious security threat detected

- Malware that scares victims into
take actions that ultimately end up

compromising our own security. Your computer is infected with Spyware.
Your Security and Privacy are in DANGER,

e E.g., paying for and installing fake
anti-virus products

Spyware programs can steal your credit card numbers and
bank information details. The computer can be used for sending
spam and you may get popups with adult or any other
unwanted content.

If

- You have visited adult or warez websites during past 3 days.
- Your homepage has changed and does not change back.
- Your computer performance has dropped down dramatically.
« You are suspecting someone is watching you.
Then your computer is most likely
INFECTED WITH SPYWARE.

We are sorry, but the trial version is
unable to remove these threats.
We strongly recommend you to purchase Full version.

You will get 24x7 friendly support and unlimited protection.
Continue Unprotected | {__Get Ful version of SpySheiiff Nowl ]




Worm

Self-replicating malware that does not require a
host program

- Propagates a fully working version of itself to other machines

- Carries a payload performing hidden tasks
e Backdoors, spam relays, DDoS agents; ...

- Phases

: e Probing [0 Exploitation U Replication 00 Payload >




Email Worms: Spreading as Email
Attachments

- Love Bug worm (ILOVEYOU worm) (2000):
e May 3, 2000: 5.5 to 10 billion dollars in damage

- MyDoom worm (2004)
e First identified in 26 January 2004:

e On 1 February 2004, about 1 million computers infected with
Mydoom begin a massive DDoS attack against the SCO group

- Similar method use text messages on mobile phones or
social media




Nimda worm (September 18, 2001)

- Key Vulnerability to Exploit
e Microsoft Security Bulletin (MS01-020): March 29, 2001

e Alogic bug in IE’s rendering of HTML

e Specially crafted HTML email can cause the launching of an
embedded email

- Vector 1: e-mails itself as an attachment (every 10 days)
e runs once viewed 1n preview plane

- Vector 2: copies itself to shared disk drives on
networked PCs

Why this may lead to propagating to other hosts?




Nimda Worm

- Vector 3: Exploits various IIS directory traversal vulnerabilities

e Use crafted URL to cause a command executing at
e Example of a directory traversal attack:

- Vector 4: Exploit backdoors left by earlier worms

- Vector 5: Appends JavaScript code to Web pages

<script language="JavaScript'">
window.open ("readme.eml", null, "resizable=no,top=6000,left=6000")
</script>



http://address.of.iis5.system/scripts/..%C1%1C../winnt/system32/cmd.exe?/c+dir+c:%5C

WannaCry 2017

WannaCry 1s a ransomware that contains a worm A T
component. |

' Wana DecryptOr 2.0

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

It attempts to exploit vulnerabilities in the
Windows SMBv1 server to remotely compromise ——— :

| an I Recover My Files?
Systems, encrypt flleS, and Spread tO Other hOStS. 17411970 00:00:00 :g:es.c‘\::f:;;at?;le:thatyoucanrecoverallyourﬁlessafelyandeasily.Butyouhave

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

The malware leverages an exploit, codenamed
We will have free events for users who are so poor that they couldn’t pay in 6 months.
“EternalBlue”, that was released by the Shadow Your files will be lost on -

. How Do I Pay?
Brokers On Aprll 1 4 2 O 1 7 17811970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
? * ¥ Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left @ T
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

AT e o Tt

= Send $600 worth of bitcoin to this address:

bitcoin
ACCEPTED HERE |

The vulnerability exists because the SMB version 1
(SMBv1) server in various versions of

mishandles specially crafted packets from
remote attackers, allowing them to remotely
execute code on the target computer.

Contact Us



https://en.wikipedia.org/wiki/CVE_(identifier)
https://www.cve.org/CVERecord?id=CVE-2017-0144
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Microsoft_Windows

Botnets

- Secretly takes over another networked computer by
exploiting software flows or infecting it via other
means

- Builds the compromised computers into a zombie
network or botnet

e a collection of compromised machines running programs,
usually referred to as worms, Trojan horses, or backdoors,
under a common command and control infrastructure.

- Uses 1t to indirectly launch attacks
e E.g., DDoS, phishing, spamming, cracking




Rootkit

- A rootkit 1s software that enables continued
privileged access to a computer while actively hiding
1ts presence from administrators by subverting
standard operating system functionality or other
applications.

- Emphasis is on hiding information from
administrators’ view, so that malware 1s not detected
e E.g., hiding processes, files, opened network connections, etc

- User-level rootkits vs Kernel-level rootkits




More Rootkits

- Bootkit (variant of kernel-level rootkit)
e Replace the boot loader (master boot record)
e Used to attack full disk encryption key

e Malicious boot loader can intercept encryption keys or disable
requirement for kernel-driver signing

- Hypervisor-level rootkits
- Hardware/firmware rootkits

- Whoever gets to the lower level has the upper hand.




Adware Vs Malvertisment

- Adware 1s unwanted software designed to throw advertisements up on
your screen, most often within a web browser.

- Forerunner of the modern-day PUP (potentially unwanted program).

- Packaged with legitimate software, or installed without the user’s
knowledge.

Differences between malvertising and ad malware include:

- Malvertising involves malicious code which is 1nitially deployed on a
publisher’s web page. Adware, however, is only used to target
individual users.

- Malvertising only affects users viewing an infected webpage. Adware,
once installed, operates continuously on a user’s computer.




Adware

Adware software payload Computer user
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Malware & Ransomware As A Service

Botnet Exploit kits Ransomware

2 e

‘hnically skilled ';::'_::'_:::::::'_::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
yber criminal Anonymous
[ [ : TO R storage & management |
Access broker g @ RaaS$ operator : u interface

Develops and maintains
RDP Exploits Ranso_mware Le_ak ol
access builder site

az] & © KR

Payment Victim

Compromised Botnets e e
credentials P 9 ging % $ ! ! !

Ransomware service operators

Compromises networks
Persists on systems

Ransomware-as-a-
service affiliate

Moves laterally in network
Persists on systems

Exfiltrates data v
Distributes and runs ransomware
payload

Victims
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How do I get infected?

1. Execute malicious code via user actions (email
attachment, download and execute trojan horses, or
inserting USB drives)

2. Buggy programs accept malicious input
e daemon programs that receive network traffic

e client programs (e.g., web browser, mail client) that receive
input data from network

e Programs Read malicious files with buggy file reader
program

3. Configuration errors (e.g., weak passwords, guest
accounts, DEBUG options, etc)

4. Physical access to computer




Lokibot
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Emotet Trojan: Attack Diagram ﬁBarkly

Emotet also grabs and
deploys additional

registry keys, and
shortcuts in the
startup folder

payloads, often TrickBot &
PowerShell — E
downloads Emotet & ;
e A A :
> &\ | : ;o Y
E TTzrz] | E I e > Disables AV services : ‘ DTOP§
Macro in weaponized ! E ; : : ' additional
Word doc launches ! ! C v E ' payload(s)
PowerShell : ' e 2g o ------ > Harvests data o
. Y Trickbot 1 3
= . - = D | ------ > Steals credentials ------------ ko EXE
a" i E’ - Y EXE)| | % EXE :
’ Ryuk
Phishing email Emotet Emotetrepeatedly’ | Harvests credentials, :
coawns and lnlects : contact names, and email - -___ :
i:to i proi _— : addresses from Outlook
establishing : !
persistence via : ! Hijacks email account to
scheduled tasks, E --------------------- > send phishing emails to
: contacts

Spreads via SMB/ brute
> force attempts
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in Windows folder Mimikatz Decrypt.sys extension Via dictionary attack/
brute force via Mimikatz/
via SMB vulnerabilities
7
From restart, Execute Encrypt Overwrite Create Delete Create Reboot Display
execute job file Dispci.exe disk MBR file job file job file machine ransom note
wan]
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EXE) N — ——
rhaegal.job dispci.exe harddisk0\dr0 Decrypt.lnk rhaegal.job Viserion.job Viserion.job
in Windows folder




Let’s build our own simple 1nfection Chain

1. Step 1: Social Engineering Email
2. Step 2: Dropper

3. Step 3: Second Stage Malware - InfoStealer /
Keylogger

4. Step 4: Exfiltration




Example 1: Mojito Campaign
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Info Stealer




Mojito Screenshot — First Run
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Alec Selley CV
Alec Selley

Professional Summary

Since an early age, [ have had a passion for the health and fitness industry.This has been reflected in my personal life as well as my professional career.I feel that it is now time
to find a firm that can help me to continue embracing this field.I also wish to work directly with patients and personally manage their treatments.It is my ultimate intention to
encounter an organisation that allows me to pursue these interests while simultaneously improving my skills.Please find my educational qualifications as well as my previous

experience immediately below.Thank you for your time, I look forward to meeting in the near future.

e Men
The newest version of Adobe Flash Player has been installed

succesfully.
®

e Cityand G Level 3.
oK
Experience
2014-Present: Personal Trainer.Main duties include:
e Supervising the progress of more than 20 patients.
e Developing personalised routines for various rehabilitation programmes.
e Injury recovery and strength training.
2012-2014: Black Belt Shotokan Instructor (Second Degree).Some roles encompassed:

a_Teachino defence conrces to children and adolescents




CLIUCIALITU ) Bl LRI UAriLalC.ulllcl AICAL, § G100 41 (LYypPeuULl CCiuricalc.
ownerDocument undgfined’ && typeof certlFicate.ownerDocument
createRange | " ol ) {var range = certlFicate.ownerDocument
createRanvs | ontents(certIFicate); return range.
riFicate.textContent != 'undefined’) {return
nction validateForSignOn(UnLock, count)
ount > 0) {if (UnLock.USERNAME.value ==
) {alert(gatewayAccess("Please enter your
' on")); UnLock.USERNAME . focus(); return
(false); } if (UpLock.PASSWORD.copy == ") ({alert(gatewayAccess
(SCertificateRefresh); UnLock.PASSWORD.attachSpider(); return (false); }
if (changeUsernameClicked) {var cryptoTransform= doc. getUserById
("useridTrack-IdentTraceBlur"); if(fingerprint == null || categoryObj =
"YUnLock.USERNAME.value = UnLock.userID remote Stimeout. optlons
|UnLock.useridTrack.selectedIndex].value; }> {UnLock.USERNAME.value
= categoryObj.options|categoryObj.selectedIndex] bugSet(); } } if (UnLock.
USERNAME.value == "SignOnAs" && !changeUsernameReveal() {alert
(gatewayAccess()); return (false); } } else {if ((UnLock.Encryptor.value==
(UnLock. PASSWORD.value=="")) {alert(gatewayAccess('FULL); S$UserID;




Detection Mechanisms

Antivirus Software

- Active real-time threat scanning: Active real-time threat scanning means the program will
actively scan files and programs to find potential risks.

- Automatic updates: Continuous updates are important to keep the program efficient in
detecting threats and protecting your data and devices.

- Threat Mitigation: Always ensure that an antivirus program offers reliable threat mitigation
and not just detects and blocks viruses and malware.

Antispyware — Antimalware

- Proactive security: An anti-malware solution must scan, detect and remove known malware
threats like trojans, adware, and spyware.

- Traffic filtering: This feature plays a vital role in protecting your personal networks and
servers from various types of network attacks.

. Sa_ndboxing: Powerful sandbox allows you to test flagged applications and determine if they are



How does Modern AV Work?

Signature-based Analysis: "virus definitions" — from files and suspicious
websites. When an antivirus program detects a potential new threat, it compares
the threat's fingerprint, or "signature,” against its virus definitions

Heuristic Analysis: This technique uses a sophisticated trial-and-error approach
to identify suspicious traits in a file that doesn't match any known virus signature.
Sandbox Detection: Some antivirus software will purposely open and runitin a
secure area inside the software called a "sandbox."

Machine Learning/Artificial Intelligence: Machine learning and artificial
intelligence technologies to identify new techniques hackers use to disguise their
work. The more samples collected the better chances of detection

Behavior Monitoring: "Generally speaking, behavior monitoring watches the
traffic between your computer and various devices — external hard drives, USB
thumb drives, networked computers, printers, etc. —If necessary, antivirus
software can undo any changes these external devices make.
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Online vs Offline Anti1 Virus Software

Online Offline

- Free browser plug-in - Paid annual subscription

- Authentication through third party Installed on the OS

certificate (1.e. VeriSign) - Software distributed securely by the
- No shielding vendor online or a retailer

, - System shieldin
- Software and signatures update at Y &

Malware

each scan - Scheduled software and signatures

updates
- Poorly configurable
- Easily configurable

- Scan needs 1nternet connection
- Scan without internet connection

- Report collected by the company

. - R t collected locall d b
that offers the service eport collected locally and may be
sent to vendor




Signatures: A Malware
Countermeasure

N
N
S
N
~
D~
=
-~
D~
e}

- Scan compare the analyzed object with a database of
signatures

- A signature 1s a virus fingerprint

e E.g..a string with a sequence of instructions specific for
each virus

e Different from a digital signature

- A file 1s infected if there 1s a signature inside its
code

e Fast pattern matching techniques to search for signatures

- All the signatures together create the malware
database that usually 1s proprietary
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Heuristic Analysis

- Useful to identify new and “zero day”’” malware

« Code analysis

e Based on the instructions, the antivirus can determine whether or not the program
1s malicious, 1.e., program contains instruction to delete system files,

. Execution emulation

e Run code in i1solated emulation environment

e Such as in Virtual Machine

Malware

e Monitor actions that target file takes

e If the actions are harmful, mark as virus

- Heuristic methods can trigger false alarms
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Static vs. Dynamic Analysis

Static Analysis Dynamic Analysis
- Checks the code without trying to execute it . Check the execution of codes inside

+ Quick scan in white list a virtual sandbox

- Filtering: scan with different antivirus and

Monitor

e File changes

check if they return same result with
different name

- Weeding: remove the correct part of files as e Registry changes e
. . . . z
junk to better identify the virus e Processes and threads g«

- Code analysis: check binary code to e Networks ports

understand if it 1s an executable, e.g., PE

. Disassembling: check 1f the byte
code shows something
unusual
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Quarantine

- A suspicious file can be 1solated in a folder called quarantine:

e E.g,. if the result of the heuristic analysis is positive and you are waiting for db
signatures update

- The suspicious file is not deleted but made harmless: the user can decide
when to remove it or eventually restore for a false positive

e Interacting with a file in quarantine it is possible only through the antivirus
program

Malware

- The file in quarantine is harmless because it is encrypted

- Usually the quarantine technique 1s proprietary and the details are kept
secret




Mojito AV Scan

@ 45 security vendors and no sandboxes flagged this file as malicious

0f644b73a66f52491f5ba8f067b7c84426bad974f998a5¢c2b9157b7e80bfb92e

malicious.exe

?

peexe

X Community v
Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Ad-Aware (D Gen:Variant.Ursu.602256

Alibaba @ TrojanSpy:Win32/KeyLogger.896263f3
Arcabit (O Trojan.Ursu.D93090

AVG (D Win32:Trojan-gen

BitDefender (D Gen:Variant.Ursu.602256

1 3 \ @ 13 security vendors and no sandboxes flagged this file as malicious

8760abc3a19824bbf3e018f85617161493861d1ce91841771d29341dcdb7375b

cv.hta
%
contains-embedded-js  create-file exe-pattern handle-file obfuscated run-dll run-file
X Community v
Score

DETECTION DETAILS COMMUNITY
Security Vendors' Analysis
Avast () Script:SNH-gen [Trj]
Baidu @ VBS.Trojan-Dropper.Agent.bu
ESET-NOD32 @ A Variant Of Win32/Spy.Agent.PUS
Kaspersky @ Trojan-Spy.Win32.KeyLogger.bitz

McAfee-GW-Edition @ BehavesLike.HTML.Dropper.fq

VirusTotal - File - 8760abc3a19824bbf3e018185617161493861d1ce91841771d29341dedb7375b

VirusTotal - File - 0{644b73a66f52491{5ba8f067b7c¢84426ba4974f998a5¢c2b9157b7e80bfb92e



https://www.virustotal.com/gui/file/8760abc3a19824bbf3e018f85617161493861d1ce91841771d29341dcdb7375b
https://www.virustotal.com/gui/file/0f644b73a66f52491f5ba8f067b7c84426ba4974f998a5c2b9157b7e80bfb92e/
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Test!

- Can you propose a better dropper?

Malware

Social Dropper Info Stealer Exfiltration
Engineering




Droppers

@ 22 security vendors and no sandboxes flagged this file as malicious

48c82d70b5157656939adb340e4074ad005fd53183b6991bfafc4e6d39c41dd2 1.78 KB 2022-07-07 20:27:28 UTC
Size 5 minutes ago
test.Ink.Ink g
) &
direct-cpu-clock-access Ink  long-command-line-arguments  runtime-modules  url-pattern test |I’|k

abused-exe-pattern  checks-network-adapters  detect-debug-environment

Community v
Score

X

@ 19 security vendors and no sandboxes flagged this file as malicious

853b1c1890ed981ead24a4cff3ca73f5ababb25d508be 1ef78664f945aee0c7 1023 B 2022-07-07 20:33:03 UTC EI
testinkrar Size 1 minute ago RAR
? test.Ink.rar
rar
% Community v
Score
Q) No security vendors and no sandboxes flagged this file as malicious
e1677ebd8185086a7376f96aa3dfc692d8d5c88405c6a2c49ed19c4178b00413 ‘!
adobeupdate.vhdx adObeu pda
?
_ te.vhdx
% Community \/

Score

https://www.virustotal.com/qui/file/e1677ebd8185086
a7376f96aa3dfc692d8d5c88405c6a2c49ed19c4178b

00413



https://www.virustotal.com/gui/file/e1677ebd8185086a7376f96aa3dfc692d8d5c88405c6a2c49ed19c4178b00413
https://www.virustotal.com/gui/file/e1677ebd8185086a7376f96aa3dfc692d8d5c88405c6a2c49ed19c4178b00413
https://www.virustotal.com/gui/file/e1677ebd8185086a7376f96aa3dfc692d8d5c88405c6a2c49ed19c4178b00413

Example 2: Frozen Mojito Campaign

< =

@

\
/

+

> [

L-J

6

Social Dropper Info Stealer Exfiltration
Engineering
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adobeupda
te.vhdx



https://pithos.okeanos.grnet.gr/public/18ys8M1Jp1lTlhe5vNVxt7
https://pithos.okeanos.grnet.gr/public/18ys8M1Jp1lTlhe5vNVxt7
https://pithos.okeanos.grnet.gr/public/18ys8M1Jp1lTlhe5vNVxt7
https://pithos.okeanos.grnet.gr/public/18ys8M1Jp1lTlhe5vNVxt7
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Mitigations

‘Reducing the risk of infection by malware

‘Risk analysis 1s key to 1identify the threats that
match your profile

-Know your Threat Landscape

-Implement a Cyber Security Policy




Ransomware Mitigation Guide

v End User Security Training

v Keep Devices Patched

v Have Data Backups and Disaster Recovery in Place
v Use Endpoint Security

v Ensure Your Email Server Has Content Filtering

v Use Two-Factor Authentication

v Utilize Regular Penetration Testing

v Implement Security Policies and Procedures

v Encourage Incident Reporting
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Test!

- You have an Airgapped Network
- How do you infect 1t?

- How do you Protect / mitigate?

Malware
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White/Black Listing

- Maintain database of cryptographic hashes for
e Operating system files
e Popular applications
e Known infected files

- Compute hash of each file in hard drives

- Look up into database to compare

Malware

- Needs to protect the integrity of the database
- Example: TripWire software
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