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Malware creation lifecycle

What is Malware as a service (MaaS)? - SOCRadar® Cyber Intelligence Inc.

https://socradar.io/what-is-malware-as-a-service-maas/


Typical RAAS chain



Lifecycle of Malware (After Distribution)

Malware Lifecycle - Whiteboard Wednesday [VIDEO] (rapid7.com)

https://www.rapid7.com/resources/malware-lifecycle/


Malware variants & evolution
Malware variants evolving in 2021
•Malware becomes more sophisticated. In 2020 -> 9 malicious 
actions per malware file in 2021 -> 11 actions per file 

•Spike in malicious malware designed to encrypt data. The 
ATT&CK technique ‘Data Encrypted for Impact’ enters the 
report’s top ten

•Five of the top ten techniques observed are categorized under 
ATT&CK’s “Defense Evasion” tactic. Two thirds of malware files 
include at least one such technique

•5% of malware files analyzed exhibit virtualization/sandbox 
evasion tactics. 

•‘Command and Scripting Interpreter’ is the most prevalent 
ATT&CK technique observed, exhibited by a quarter of all 
malware samples analyzed. (LoL)



Evolution: Banking Trojan families



Infrastructure & Operations

•Sales & Marketing of Services

•Malware Distribution 
Infrastructure

•Command & Control
●Encryption - Key Management 

•Customer Support

•Money management

•Evolution
 



Command & Control
Goal:

• Collect Information

• Send commands

• Stay hidden

• Resillience

Protocols or Channels:

• FTP

• SMTP

• IRC

• HTTPS

• DNS

• Blockchain

• Twitter
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APT – State Sponsored Example



Campaigns timeline



Campaign example- SWIFT- 
Kimsuky

Lazarus_Under_The_Hood_PDF_final.pdf 
(kasperskycontenthub.com)

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf


TTPs

Lazarus Group, Labyrinth Chollima, HIDDEN COBRA, Guardians of Peace, 
ZINC, NICKEL ACADEMY, Group G0032 | MITRE ATT&CK®

https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G0032/


Visualization



Malware Attributes affected by:
•Budget available 

•The infrastructure to be used

•The targets setup 

•The objectives of a campaign

•The duration of a campaign

•Attribution fear
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Reminder- Highly Detected Code



How to check malware Detection Rate
• VirSCAN.org - Free Multi-Engine Online Virus Scanner v1.02, Supports 47 

AntiVirus Engines!

• Use Virus total Alternatives that do not distribute the file for further analysis

• Build your own Virus Total 

https://www.virscan.org/language/en/
https://www.virscan.org/language/en/


Common Anti Analysis Techniques
Obfuscation:

• Mixing the source code of the binary without disrupting the real function

• Can bypass some AV product but malicious behavior can still be flagged

Packers:

• Compressing an executable file and combining the compressed data with decompression 
code into single executable

• AV scanner needs to determine the compression algorithm and decompress it. 

• Packer use flagged as malicious

Crypters:

• Encrypts the binary 

• A crypter exists of two parts, builder and stub

• first stub runs and decrypts the original binary to memory and then executes the binary 
on memory via “RunPE” method



The red flags

– Decryption loop detected

– Reads active computer name

– Reads the cryptographic machine GUID

– Contacts random domain names

– Reads the windows installation date

– Drops executable files

– Found potential IP address in binary memory

– Modifies proxy settings

– Installs hooks/patches the running process

– Injects into explorer

– Injects into remote process

– Queries process information

– Sets the process error mode to suppress error box

– Unusual entropy

– Possibly checks for the presence of antivirus engine

– Monitors specific registry key for changes

– Contains ability to elevate privileges

– Modifies software policy settings

– Reads the system/video BIOS version

– Endpoint in PE header is within an uncommon section

– Creates guarded memory regions

– Spawns a lot of processes

– Tries to sleep for a long time

– Unusual sections

– Reads windows product id

– Contains decryption loop

– Contains ability to start/interact device drivers

– Contains ability to block user input …



Packer & Crypter Logic



Obfuscation example

Malware development part 1 - basics – 0xPat blog – Red/purple teamer

https://0xpat.github.io/Malware_development_part_1/


AV Detection



Anti-Analysis

• Is Debugger Present?

• Number Of Cores

• How long System up?



What really helps (cherry pick some)
• Making the app more legitimate

• Signing the binary

• Switching to x64

• Hardware resources and Analysis detection

• VM-specific artifacts

• Screen resolution

• User interaction

• Running processes

• Study the victim



Code Development Time: Specs
We need a malware to perform:

• Keylogging 
• File Exfiltration of pdf, doc and .xls files located on the DESKTOP and 

key logs 
• Send to remote ip: 13.80.152.225
• Logs are deleted.
• Persistence
• Grab screenshot 
• Anti Analysis & Low detection
• Run on Windows OS



Keylogging Function



File Exfiltration function
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What is the purpose?



What is the purpose?



What is the purpose?



Task: Make Stealthier

Add at least 3 of the following functions:

• Detect Analysis and exit

• Ask for user interaction to proceed

• String Obfuscation of IP contacted for exfiltration

• Use a Packer

• Code Signing

• Add junk functions

• Stall execution

• Any other technique...

• Goals: 

• The core Functionality of key-logging and exfiltration of 
key-strikes should be maintained to the same IP & URL

• Virus Total Detection should be below 15 

• File uploaded should be .exe

https://pithos.okeanos.grnet.gr/public/NQp2KdXYQjaMbk2tYuNoF1DOWNLOAD

https://pithos.okeanos.grnet.gr/public/NQp2KdXYQjaMbk2tYuNoF1


https://www.virustotal.com/gui/file/e82c5a9f0a1097b141a35b19c84655e441c6a20cf9636287e6f298a7a010e9b1/behavior

Inspiration

https://www.virustotal.com/gui/file/e82c5a9f0a1097b141a35b19c84655e441c6a20cf9636287e6f298a7a010e9b1/behavior
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