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Overview of CodeWeTrust’s c2m

Part 1
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Introduction (website )

https://www.codewetrust.com/
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  source  code scanning key advantages
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 C2m at a glance!
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Onboarding on CodeWeTrust’s c2m

Part 2
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Onboarding steps
1. Join the CodeWeTrust’s portal using your corporate 

email account. Personal email accounts (gmail.com, 

hotmail.co etc will be rejected( 

2. CodeWetrust will upgrade your account license to 

“FULL ACCESS” upon notification.

3. You could use the University Staging or you could 

download and install the app at your workstation 

(laptop, PC). Download Page+Specs : Download c2m 

'Light' | Code We Trust

4. Installation guide: C2M- Quick User Guide - 

codewetrust

5. Online manual: 

https://c2m-codewetrust.gitbook.io/codewetrust/c2m

-user-guide/user-guide-ver-6.0.0 

https://www.codewetrust.com/download
https://www.codewetrust.com/download
https://www.codewetrust.com/docs
https://www.codewetrust.com/docs
https://c2m-codewetrust.gitbook.io/codewetrust/c2m-user-guide/user-guide-ver-6.0.0
https://c2m-codewetrust.gitbook.io/codewetrust/c2m-user-guide/user-guide-ver-6.0.0
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– 1. Docker engine (Install Docker Engine) with 10+ GB RAM and 20+ GB disk space for 
containers, x64 CPU.

2. Deactivate the sleep mode. This very important because when thepc/laptop enters on 
sleep mode the process is interrupt sharply.

3. The c2m application should be with Administrator privileges so to have access  
c:\users\appData, where the temporary results re stored.

4. Although the c2m application is carefully tested on Windows, Linux and MacOS, we 
suggest the installation on Linux systems.

 

Prerequisites for local installation

https://docs.docker.com/engine/install
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Getting started with c2m scanner

1. Login to portal: 
https://univpiraus-security-sdlc.dd.codewetru
st-api.com/

2. Inspect the scorecards on dashboard page
3. The screenshot on the left is shown that 

“springboot” is analysed and few more 
products are already scanned 

4. Click on any of the scorecards

https://univpiraus-security-sdlc.dd.codewetrust-api.com/
https://univpiraus-security-sdlc.dd.codewetrust-api.com/
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Product Dashboard

The product dashboard 
page shows all the 
products scanned so 
far.

You can add new 
product, view profile, 
change/ view settings, 
set quality benchmark 
and the import or export 
the files using blind 
audit.
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 Support, References and readings

1. CodeWeTrust blog: CodeWeTrust Blog

2.  CodeWeTrust Live demo: 

Test Cases | Code We Trust 

3. Support Email: support@codewetrust.com

4. Slack : We have a Slack support channel : 
CWT_UNIVP_SLACK. Ask for invitation 
(support@codewetrust.com) 

https://codewetrust.blog/
https://www.codewetrust.com/test-cases
mailto:support@codewetrust.com
https://join.slack.com/share/enQtNTM4MDE0NTc0Nzc5NC1kY2YxNmRmZjFiNDhjOTBlY2EzMGIzOWVkZGNhYzg5MWE5ZjdmYTU3MGI0OTU0MzE0MTAzOTNlZmU4YjlkMDc0
mailto:support@codewetrust.com
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The product scorecard
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–

 Product analysis overview-security
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–

Product analysis overview-quality
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Add a product

Part 3
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Add Product

Users can add a new 
product to scan by adding 
the product name and 
providing a link to the Git 
repository.
History Scan would allow 
the users to scan the repo 
along with its change 
history.
Users can also change 
scan settings.



CodeWeTrust Source Code Scanner(Univ. Of  Piraeus) June, 2023              

–

To save the execution time, space and cost the 
the user can select subdirectories to be 
scanned individually.

Add a new product
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–

Scan Process
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Configure the scope of the analysis

Part 4
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–

Type the name
of development branch

Historical Data

Select Time frame 
and Sampling rate

Historical Data & Development branch for a single repository
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–

Limit the scope of scanning
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–

Filter the selected repositories
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Review analysis results

Part 5
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–

Executive 
report

Detailed 
Eng 
Report

Overview 
Eng 
Report

Overview Eng Report

Developer’s 
productivity review Numerical  Overview of 

findings

Review tech stack analysis results
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–

Top Contributors
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–

Sunburst charts
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–

Code Quality Details
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–

Allows saas: True
Allows 
Distribution True
Allows 
Modification True

Allowed

Undefined

Uncertain

Review 
Package 
Analysis 
results
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Define a new quality benchmark

Part 6
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–
Quality 
Benchmarks 
Settings

c2m version 6.0+ provides a 
method to define your own Quality 
Thresholds. a) you can choose 
the default quality settings 
calculated averaging the results of 
a wide selection of OSS  
frameworks. b) You can modify 
the select settings c) You can 
choose the quality benchmark 
calculated analysing 20 of the 
Top50 most used OSS  
frameworks on GitHub Annual 
enterprise versions will provide , 
the functionality to implement, 
import and export your own 
benchmarks analysing user 
selected reference frameworks.

Quality Benchmarks
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Auto generated reports

Part 7
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Extract the auto generated reports
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Executive report layout
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BLIND AUDIT

Part 9
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–

“BLIND” AUDIT

The “Blind” Audit feature could be used 

● on M&A’s where the target company is not willing to share the code

● in large-scale software development where different teams use local copies of codebases or are unwilling to share a 

set of code repositories with the entire software development department.

In both cases the feature facilitates the sharing of source code assessment without code sharing. 

The methodology consists of four steps:

1. The local team (or group of developers) installs the c2m version on personal computer or a local server and scan its 

codebase(s). The freemium version could  be used, applying the “blind” audit feature on license

2. The local group outputs analysis results selectively, which means they can selectively export results for a subset of 

products/workspaces. The exported results are password protected.

3. Scan results are imported into the central organization's (or buyer's) c2m istallation (licensed version required)

4. The results are displayed in the main dashboard. Note:  In this case the code viewer component cannot be used.

“Blind” audit
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–

Steps

1. Download the application from : https://www.codewetrust.com/download
2. Setup a folder preferably not on C:   give it name and unzip the 

downloaded file on it
3. Secure the the docker engine is activated
4. After successful installation of the application add as first product the 

GIT repository : https://github.com/cwt-test and scan it
5. and export it as it shown below. Share it with the Auditor

Suggestions

if you scan the code from local repository it is suggested to split in logical 
units (front-end, back-end, tests etc) as much this is possible. Setup a 
different folder for each part, and scan it as a different product

Select the option subdirectories as repositories

You can kickoff the scanning of several folder without waiting for completion 
of parsing. The jobs will be pipelined. as shown on the screen shot on the 
right

“Blind “ Audit

https://www.codewetrust.com/download
https://github.com/cwt-test
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–

After the user has scan its code and 
selected the parts of the analysis, he 
is willing to share.

A password protected file with the 
extension .c2m is compile and 
exeported. (ie “yourfilename.c2m” 

“Blind” 
audit steps 
1-2

“Blind” 
audit 
steps 1-2
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–
“Blind”
 audit steps
 3 and 4

The “consumer” received the results file through mail or file 
sharing and activates the import functionality

he has to provide teh correct password, wait for file loading 
9it might take a while depends on the size of the file) and 
then after uploading completion has to select the “import”
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CodeWeTrust overview
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Quality/Security scanner comparison matrix

FEATURE Code
WeTrust

MEND
(White 
source) Fossa CAST SNYK

Synopsis
(Black 
Duck)

Synopsis
(Coverity)

Sonar 
Source Checkmarx

JetBrains
Quodana

Standalone on-prem
deployment Scanner+BI (Risk viewer) ✅ ✅ ✅ ✅

Target audience
Executives
Advisors

Developers

Advisors
Developers

Advisors
Developers

Advisors Developers
Advisors

Advisors Developers Developers Developers Developers

Code reviews-Programming 
languages 25 0 0 15 0 0 22 30 18 7

Security (Software Composition 
Analysis)
Programming Languages

ALL ALL ALL ALL ALL ALL 22 0 18 7

Continuous Integration / Deployment ✅ ✅ ✅ ✅ ✅ ✅
Source Code Quality Assessment ✅ ✅ ✅
Full Vulnerabilities assessment (CVE, 
CWE) ✅ ✅ ✅ ✅ ✅

“Blind” Audit - scanner ✅ limited limited limited limited ✅

“Blind” Audit - BI ✅
Licence Regulations Compliance 
Assessment ✅ ✅ ✅ ✅ ✅ ✅

Dashboards ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅
Development Team Alignment ✅ ✅ ✅
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  WE DO APPRECIATE YOUR TIME!


