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: What are GCheck Digit Schemes?
_
Check digit schemes are numbers appended
to an identification number that allow the

accuracy of information stored to be
checked by an algorithm.
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: What are error detecting codes?

—

Error detecting codes are algorithms that
utilize check digits to detect, but not to




_
International Standard Book Numbers
[ISBN)

Driver’'s License Numbers
Universal Product Godes (UPC)
Personal Checks
Library Cards
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Types of Common Errors

_
single digit(79.1%) 19496 —19486

Transposition of 19456—19546
atljacent digits
[10.2%)

I
I
I Jump transposition 19436—19694
} [0.8%]

|
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I Types of Common Errors (cont)

—
Twin (0.9%) 1945919466

Phonetic (0.9%) 19406—19146
Jump twin (0.3%) 19156—49456
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3 Types of Error Detecting Godes




. ISBN Numbers
_
A 10-digit number assigned to hooks
published in most industrialized nations.

| | Uses amodulo T1arithmetic error detecting
scheme with the last digit being the check
l figit.
Detects 100% of single digit errors and
| adjacent transposition errors



. ISBN with a Single Digit Error
_
Take the ISBN numhber 0-669-19496-4

Let it be incorrectly transmitted as 0-669-16496-4

The ISBN check digit is determined by
10d,,+91,+ 81l + 70l +61,+ 5l +41l,+301,+2d,+,
= 0(mod1D)

10(0)+916)+816)+7(9)+6(1)+5(6)+4(4)+3(9)+ 2(6)+1(4)
? 0lmod 11)

260 = 1lmod 11)
Therefore, you know that there is a mistake.




| ISBN with a Transposition of

: Adjacent Digits Error
_
Take the ISBN number 0-669-19496-4

Letit he incorrectly transmitted as
0-669-91496-4

I 30, in our example,
10(0)+9(61+8(6)+7(9)+6(9)+5(1)+4(4)+3(9)+
| 206)+1(4) 2 O(mod11)

283 2 0(mod11)
283 = 8(mod11)
There iS an error.




Code (adjacent transposition)
_
Let the ISBN number be denoted by
Uyttt 05,050, d,
Then, the following represents the incorrect
ISBN with transposition of adjacent digits

l ot gt t;d, 00,0,
Let T denote the check sum for the ISBN



. Code (cont.)
_
T=100,+9d+8,+70l,+6t+5d +Ad,+3t,+2d,+d,
and
S = 10d,,+91l,+81dg+7t+6d,+51l.+1d,+3d,+2d,+,
Assume that T1s a muitiple of 11 and we show that
$ is not a multiple of 11.

Consider T-S. After canceliations, we ohtain
1-8 = 7d,- ol +61d-6ul, = -4,
since (Irllﬁ IS a one-tigit numhber, then
10< d;-t;< 10



)

—
The only muitipie of 11 between-10 and 10 is

zero. Butif d,-d; = 0, then d, = d; and no error
has occurred. This is a contradiction.




—
Using mod 11 arithmetic, the check digit
can he 10.

since 10 is not a single digit, it must be
denoted hy “X”

Does not detect all double errors




The IBM Scheme

_
Gan he used with any length identification
numbher

Used by credit card companies, libraries,
blood banks, DMUS, and German banks

Gatches ALL Single Digit Errors

Uses the permiutation
0=1001(12438,791(3,61(9)



)

: Problems with the IBM Scheme
—
Does not catch all transposition of adjacent
igits errors




. scheme
_
leta,a.,a,...a,  represent an identifying
number.

The check digit a, is appended to the number
a.3,4,...a, .2 hy using the permutation

I

I

; 0=101(124,8,15)(3,61(9)
| in one of the following two ways.
I




. scheme (cont.)
—
Iinis even, the check digit a, Is assigned
such that

0(moi10)
linis odd, the check digit a, IS assigned
such that

O(mod10)




| Proof of the IBM Error Detecting
Code

)

—
leta,...a,...a he anidentification number

| with n even and 1sisn.

| Let a single digit error occur transmitting

a...a...2,a8a,...h,...a, with ah,
| Assume that the error is not caught.




)

} Proof of the IBM Error Detecting

Code (cont)
)
—
Casel:
Since hoth errors are not caught,
ola)+a,+ - ola)+-- +ola, )+a. = 0(mod10)
and
ola,)+a,+ - olb)+ - +gla, )+a. = 0(mod10)
This can also he written

[ola)+a,+ - ola)+ - +ola, J+a )- (o(a)+a,+ - alh,)+




)

} Proof of the IBM Error Detecting

—
I This results in:

0=(ola)+a,+ - ola}+ - +gla, . )+a ) - (0[a,)+a,+ -
+glh,)+ - +ola, )}+a.) (mod 10)
= glaJ+a,+ - ofa)+ - +ola, J+a —ola,) - a,--olh)
-...- gla, .)— a, (mod 10)
= gla,) - olh;) (mod 10)




l Proof of the IBM Error Detecting

. Code (cont)
_
Thus ofa,) — ath,) =0 (mod10). Since a#h, and 0 is a
permutation, o{a,) - o(h,)=0. Adding o(b,) to both
sides yields the result o{a)) = o(b). Since gis a
permutation, this means that a=h.. Thisisa

I contradiction. Thus the assumption that the error
| IS not caughtis false, and the error is caught.




)

} Proof of the IBM Error Detecting

Code (cont)
)
—
Casell:
Since hoth errors are not caught,
gla,)+a,+ - a+ - +gla, )+, = 0(mod10)
and
gla,)+a,+ - b+ - +gla, )+a. = 0(mod10}
This can also he written

[“[a1]+az+ e ai'l' I +Il[iln_1]+an]— [“[31]+a2+ I Ili'l' "




)

—
I This results in:

0=(ola)+a,+--a;+--+ola, J+a ) - (o(a)+a,+ - +h; +
--+g(a, J+a ] (mod 10]
= glaJ+a,+--a+--+ola, J+a,—ola,) - a,---b; -
--=gla, ) —a, (mod 10)
=a,—h; (mod 10]




| Proof of the IBM Error Detecting

. Code [cont)
_
Thus a, - b; = 0 (mod10). Since a;#h; and hoth a; and
h; are integers hetween 0 and 10,a,— b, = 0.
Adding b;to both sides, the calculation results in
a,= b, Thisis a contradiction. Thus the




Checking a Library Numbher for

_

Let a library hook number be 210056209179 where
9is the check digit.

suppose the number is entered as 210092609179
The caiculation shows that

0(2)+1+0(0)+0+0(5)+2+0(6)+0+0(9)+1+0(N]
| +9 2 0 mod(10)

4+1+0+0+1+2+3+0+9+0+1+9+9 20 mod(10)
39 20 mod(10)
39 =5 moil(10}
There is an error.




The Verhoeft Gheck Digit Scheme

)
—

A noncommutative * 0123456789

I scheme 00123456 7829
Catches all errors 11234067895

I previously mentioned izjggigggzg
I ?ﬂ::!lltﬂllllllleﬂavlev 44012395678
) 55987604321
66598710432

I /7 6 59821043
88 765932104

I 99876543210




_
letaa,...a,,a he anidentification number
withcheck digita,. The check digita, Is
appended to the number a.a,...a,, such
that the following eguation is satisfied:

o"(a,) * 0"%(a,) " o™3(a,) " - "ola, )=0
| Where 0= (0)(14)(2,31(5,6,1.8,.9]) and " IS the

group operation from D,, as previously
presented.



_
Let 3860184292178 he an identification
number that is incorrectly transmitted as
386019429218. (Single Digit Error)

| Compute the check scheme using the Cayley
Table for D,

l 0"(3)'0'°(8) 0°(6) a8(0) a’(1)’ 0%(5) 0°(4) 0™ {(2)
03(9) 022)'0(1)'820




2
This leads to < 0]1]2 8|9
| 28504612728 820 (1) 2 ‘ 3 g
I 25&0 2 2|3 516
Thus, there musthean - /.|, 3K
I error. 4 4lol1 t 8
This error would he 55 9.8 2|1
caught. 6 6|59 3(2
I { 71615 43
8 8| 7||6 04
I 9987 1[0




.

I Let 386018429218 he an identification number
thatis incorrectly transmitted as

I 386014892218. (transpostion of adjacent
digits error)

l Compute the check scheme using the Gayley
Table for D,
0"[3)"0°(8)6°[6)"080)" ¢’ (1)* 0518 65(4)"0*(9)"
03(2)'02(2)'6(71°'82 0



Thisleadsto *01234567809

| 28504918328820 00 F2=>4567809
1 1 9 5

I 40 , , 5| 6
Thus,theremusthean . . .

I error. 4 4 748
This error would he 5 5 1

I caugit. 66 598 7 4 3 2
7 7 6 y4 3

8 8 7 932104

I 99876543210




. What's Next?
—
Multiple Gheck Digits in a single
ldentitication Number

Error Correcting Godes
v Similar to Error Detecting Codes

v'Both detect and correct the errors that are
found.




_
Check digits are an integral part of error
detecting codes.

I There are three different types of error
detecting codes which are progressively
I more sophisticated and detect more errors
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