1" Aoknon: Meiéty Aepalerag Ilnypopopiaxov Lvetijuotog

Mg Baon T0 TOPUKATO TOPAIEYNO, KOAEIGTE VO TPUYNATOTOU|CETE KATAYPUPT] TOV VANPEGLAOV
Kol TV ayofov tov 11X (web gpappoync) to omoio 0o ypnoypomonjcere yio TNV gpyacio Tov
padMpaTog, KeOMOGS Kol pia apyiky REAETN AGQAAELNS TOV GUGTI|LOTOC.

To mopoxkat® mapadsrypo web €@appoyng eivor evoeKTIKO Kol Oyl meproprotTikd. Mmopeite va
Paocwoteite 610 TAPGdELYRO 1], EQOGOV EMOLELTE, VO AvOTTUEETE GAAN Web gappoy] TG emAoyNg
cag, pe paon v omoia Oa viomoreiocete Ta {TOovpEVE NETPU ACPAAELOG.

Hopdderypo TePLypoeNS GLOTHATOS
"Eva pikp6 nAEKTpOVIKO KOTAGTN O TOPEYEL TIG TAPAKAT® on-line vrypeoics:

1. Avalytnon mpoiovrwv: Iapéyetar 1 duvatdtnra oe OAOVG TOVG XPNOTEG (EYYEYPOUUEVOLS T} O)L) V.
avalnTNoovY GTOV KATAAOYO TPOIOVI®V TOV KATUCTNUATOS, LEGa amd medio avaltnong N ToTdVTog o8
GULVOEGLOVE KOTITYOPLDY — DITOKOTIYOPLDY TV TPOIOVI®V.

2. Eyppopn xpnotav: ol ypioTeC €YYPAOOVIOL Y10 TIG VINPEGIES TOL MAEKTPOVIKOD KOATAGTHLOTOS UEGM
web @opog, mapéyoviag ototyeio 0mmg ovopa, devbbuvorn emkowvaviog, e-mail kth. To n-kotdoTnua
&xel avt ™ otypn mepimov 1.000 eyyeypappévovg ypnoteg. Ot ypnoTeg OMUOLPYOVV £VO, LLOVAIIKO
Kwdkd TpocPaong, o onoiog datnpeitorl avavedveral ke 2 £t 1o apydTepo.

3. Hiextpovikés ayopés (on-line payments): Ouv eyyeypoppévor ypnotec £yovv N dvvatdtTnTe. Vo
TPOYUATOTOMGOVY NAEKTPOVIKES ayopEc TV Ttpoiovimv. TIpwv v 1" ayopd tovg {nreitotl vo ddcovv
otoyelo MOTOTIKNG KApTag, To omola amobnkeboviar otn Pdon oe Kpumtoypoenuévn poper. H
OTTOGTOAN TMOV OTOWEI®V TNG MOTOTIKNAG KAPTAG KPLATOYPOPEITOL LE TN ¥PNON TOL TPHOTOKOAAOL
SSL/TLS (Aemtopuépeleg €kdoong ssl/tls avapépovrarl mapakdto). H diekmepainon e minpoung yivetal
péco amd cuvepyalouevn tpamela, 1 onoio Tapéyel TV VaNpPEcia g tpito pépog (3rd party service).

H apyitektovikn Tov d1KTOOU d1OETUL GTO TAPOUKAT® GYNLLOL:
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O1 teyvoloyieg mhve oTic omoieg £xel vAomomBei ) Tapamdvem vanpecio ivat o1 akdrovbeg:

*  Asttovpywo ootnuo: Debian 12
*  E&vmnpemtg loton: Apache httpd 2.4.60 Yue vrootipién OpenSSL

*  E&vmnpemtg epappoync: php v. 8.2.15



e  E&ummpemntg Baong dedopévov: MySQL v. 8.1.0
* Tpwtoxorro acpdretog SSL/TLS: TLS v1.2. YAomoinon pe ™ xpnon g Piprtodning openssl v 3.2.3
*  Khewdi e&umnpemt: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Epotmuota:

(1) Kotaypogn tov vad perétn cvetipotos. No TpoyLatomoloete Yy 10 _owkd ooc IIX pio apykn
KOTOYPOQT TOV VANPESIOV KOl TNG OPYLTEKTOVIKNG TOL GLOTHOTOC. Na eplypdyete TOvAGyIoTOV 3 LVANPESiES
Tov IIX. (1-2 oelides e Paon 10 TOPOTAV® EVOEIKTIKO TOPAIEIYUO. KO ovaAoya. e T0 01Ko cog [IAnpopopiaxo
2botnua)

(2) Aqovpyia povrérov ayadmv (asset model). o kdBe VTOAOYIGTIKO GVOTLA TOV aOTEAEL LEPOG TOL T1X
OV £YETE TEPLYPAWYEL GTO TPONYOVUEVO PrLaL, VO LOVTEAOTOGETE OVAALTIKA OAQ Ta. ayafd TOV VITOAOYIGTUKOD
ovotnuotog (H/W, S/W, Network, Data). Na katoypdyte 10 povtédho ayabmv yio 3 varoloyieTIKG GUGTHUOT.
IMa v povtelomoinom HUmopeite va ¥PMGILOTOUGETE TOV TAPUKATM TIVOKA Vi TV LOVIEAOTOINGN TOV ayaddv
Kké0e YTOAOYIoTIKOU ZVGTHOTOG.

(llopadeiyua: oto IAnpopopioxo 2botnuo 100 NAEKTPOVIKOD KOTOOTHUATOS TOL O000NKE G TOPCOELYUO.
TPONYOVUEVIE, TO VTOAOYIOTIKG OGULOTHUATO uUmopel va. mepitlaufiavovv tov Web Server, Application Server,
Database Server, Administrator PC ktl)

‘Ovopa YToroy16TIKOY ZVOTHNOTOS: ...

Server

HW (novtédo, YopaKTnPLoTUKéL)

Tomnobeoia
(xmp1o, SOUATIO)

Agrtovpyiko Zvotnua (Topnvag, £kdoon)

SW Aoyiopiko Eeappoyaov

AXo Aoylopkd

[eproyn Awctvov (network zone)
Network

Ynueio ovvdeong (Gateway)

Agdopéva dapdpemong (Configuration data)

Data Agdopéva Aertovpyiog vanpecidv (Operation data)

AlAa dedopéva

(3) AVTIGTONGT] VINPECLAOV KOl VTOLOYIOTIKOV SVGTNRATOV. [0 kéBe pio vanpecia mov mapéyel to vmwd
pHeAéT ovoTa, OTMG TIG EYeTe TEPLypawel oto Prua 1, vo avtioTolyiceTe To VITOAOYICTIKO GUGTHLATO TOV
YPTOUYLOTOIOVVTOL Y10, TNV TOPOYN TNG VANPesiag (amd avtd mov meprypdyate oto Prpa 2). Eivor mboavd éva
VTOAOYIGTIKO GUGTNLLC VO YPNCULOTOLEITAL Y10 TV TOPOYT TEPIGCOTEPMV OO LD VINPECIAOV.

(4) AmoTipnon GUVETEIOV 1] EMATAOGEMV do@drelag (impact assessment). [ kdOe pio vanpesio Tov Tapéyet
TO VIO PEAETN GUGTNUA, OTIMG TIC £XETE MEPLYPAWYEL 6TO Prpa 1, va anoTiUoETe TIC TOOVEG CUVETEIEG AGPAAELNG
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(security impact) and v mlavn TapoaPiacn TG AoEAAELNS TOV ayaddV TOV CUUUETEYXOVY GTNV KAOE vanpesioa,
og £ENG:
o Yvuvémeleg pn owbecipuotnTog g vanpeciog (unavailability / loss of Availability).
*  XYuvémeleg amokdAvymng Tov dedopévov mov  olayepiletor m vmnpecio (disclosure / loss of
Confidentiality).
*  Yyvémeleg TPomonoinong tv d0edouévav mov dtayelpiletol n vanpeoio (modification / loss of Integrity).

O Tvmog Xuvémerog Oa Exet pLio 1 TEPIGGOTEPES ATO TIG TOPAKATO EMAOYEG:
AEGEC OIKOVOUIKES OTOAELES
[Mopepunddion Aettovpylmv

Avconuon
Nopukég Kvpmoeig

O BaBpog Xvvémerag 0o €xet pia omd T TapaKATo TIHES:
1. XounA: H exktipopevn aueon 1 éppeon Cnpia Ba éxel kdotog péypt €5000/tepiotatiKd.
2. Métpu: H extipmpevn aueon 1 éppeon {nuio Ba €xetl kéotog omd €5001 péypt €50.000/meprotatics.
3. YynM): H extipcdpevn dpeon 1 éupeon (nuia Ba &xet k6otog tavem ard €50.000/nepiotatiko.

H oamotiunon cuveneimv Oa yivet, yia kdOe vanpeoia pe t fondeio Tov Topakdto mTivoka:

Ovopa Ynnpeoiog:

Tomog BaOpog YOVTOuN GITIOAOYNOoN

Yuvémerog YovénElog (moio  vmoloyioTikO  GOOTHUO.  TOD
XPNOIUOTOIEITAL  YIOL THY — TOPOYH  THG
VITNPETIOS KOl GUYKEKPLUEVO 0p0do avToD
opeileTor Yoo T usyaldtepn  ovvorh
OVVETELR,)

YuvEémereg Yo

(1) Mn owBeoypotnTo
(unavailability)

(2) Amoxkaioyn ogdopévev
(disclosure)

(3) Tpomomoinon dedopévev
(modification)

(5) Amotipnon amelh®v(threat assessment). No afl0AOYNOETE TIC TOPAKATO OMENEC Yio KAOe €va amd To 3
VTOAOYIGTIKA GLGTHLOTO TTOV KATOYPAYATE GTO Pt 2:

*  Mn g€ovcrodotnuévn mpdcPacn oto cvotnua (Unauthorized Access).

*  EmiBeon oamd kaxdPovro TPOYPUUILO TOV KPUTTOYPOPEL Ta dedOMEVA Kol eMLTpENEL CNTA TNV KaTaBOAN
YAPMLOTIKOD TTOGOV Y10, VoL ETOVOQPEPEL T, dedopéva (Ransomware).

* Toapomoinon wotoceridag (Web Defacement).
*  Mn géovotlodotnuévn extédeon kmdwka (Code Injection).

*  Apvnon vanpecieg (Denial of Service).



H amotipnon xéBe anedng yo kébe éva and ta 3 VIoAOYIGTIKG GLGTILATA TOL HEAETATE, Oa yivel pe Bdon v
K ipaco:
0. XounAn mBavomnta (Low probability): H extypuopevn mbavomta va exdnimbel n amed oto vmd
pedémn ocvotnpo givar To moAv 10%.
1. Mérpuo mbavotra (Medium probability): H ektiudpevn mbavotnto vo ekdniwbel  aneidy 6to vd
peiémn ovotnua givar amo 10% péypt 30%.
2. Yymi mbBavotnta (High probability): H extipodpevn mbavotnta vo exkdnimBei ) anetdn 6to vo pekét
ocvotnua etvor v omd 30%.

(6) Amotipnon advvom®v (vulnerability assessment). No yivelr amotiunon odvvopiov yw 6ha to oyodd
AOYIGIIKOD TOV TPLOV VIO UEAETT] DTOAOYICTIKOV GUOTNUATOV (AEITOLPYIKO ZOGTNHO, AOYICUIKO EQOPLOYADV).
Na ypnoiponomoete dwbéoueg Pacelg advvauumv my. T Paon advvoumv acedreing tov  NIST
(http://nvd.nist.gov/). Xtnv épevvd cag Oo TPEMEL VO CLUYKEVIPMOETE KOl VO TEPLYPAYETE TIS PUCIKOTEPES
adLVOIEG ACPAAELOG TOL VIAPYOLY Yl TIG GUYKEKPLUEVEG EKOOGEIS AOYICUIKOD OV TEPIAAUPAVOVTOL GTO VIO
peAétn vmohoylotikd cvotniuato. Nao kotatdéete ta ayabd Aoywopuikob oe enimeda advvopiog pe Pdon v

Kkatnyopronoinon tov CVSS 3.

(7) Amotipnon Kivovvev (risk assessment). Mg fdon ta mapoardve PRato vo ovapEPETE KOl VO ALTIOAOYT|GETE
TOVG ONUOVTIKOTEPOVG KIVOUVOLG OIGQAAEWNG Yiot TO Vo pueAétn X, Xpnoonomote Toug mopakat® mivokeg
oote: (o) No TpoyUaTOTOMGETE UMOTIUNOT TOV ONEN®V UE BACT) TO EMIMESO AMEIANG Kol TO EMIMESO AdLVANING
nmov mpokvmtel and 1o CVSS score (BAéme Ilivaxa 1) ot (B) No mpoypotomomoete amotipunorn Kwvduvev
aoQAAELNG e PACT TO EMimEdO CLVETELNG Ko TNV avtioTtoyn mhavotnta aneng (PAéne [ivaxa 2).
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(8) Emavektipnon advvopui@v HETA TNV vA0oTToinon TOV PETPOV ac@drerag (vulnerability post assessment).
Metd v oAOKAP®@OT TNG LAOTOINONG TV HETPOV OCQAAEWNG, VO TPOYUOTOTOCETE EMAVEKTIUNOT TOV
advvapmy acedieag mov glyote anotiunoet oto Prpa (6), kdvovrtag yprion tov gpyaieiov CVSS V3. o myv
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http://nvd.nist.gov/
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.first.org/cvss/v3.1/specification-document

EMOVEKTIUNON TOV 0OVVAILIOV B TPEMEL VAL TPOTOTOOETE KOTAAANAL TO temporal score kal To environmental
score Yo KG0e vo HeAETn advvapio 0oEALELNS, TEKUNPLOVOVTOC TTOLY OO TO EMTPOCHETO LETPO, AGPAAELOG TTOV
VAOTOGATE EMNPEACAY TNV ATOPUCT] GOG.



