DVWA — OWASP ZAP cheat-sheet

DVWA

2¢e eva debian based Asttoupyikd ortwe to KALI
Dependence:

apt install php-gd - (Mmopei va unv sivat anapaitnto)

Installation:
cd /var/www/htm|

sudo git clone https://github.com/digininja/DVWA.git

Configuration:

sudo chmod -R 777 DVWA

cd /DVWA/config/

sudo cp config.inc.php.dist config.inc.php

nano config.inc.php -(Mpoteivw va aAAd&ete povo to password !)

DB configuration:
service mysql start or service mariadb start

mysql (Eav eival default to configuration dev xpeldletal password amAwg Natate enter)

mysql> create database dvwa;
Query OK, 1 row affected (0.00 sec)

mysql> create user dvwa@localhost identified by 'p@sswOrd';
Query OK, 0 rows affected (0.01 sec)

mysqgl> grant all on dvwa.* to dvwa@localhost;
Query OK, 0 rows affected (0.01 sec)

mysqgl> flush privileges;
Query OK, 0 rows affected (0.00 sec)

Nepintwon nov B€AeTe va avaypnoLLOTIOL|CETE TNV BAoh TTOU GTLALATE TTPLV:

MariaDB [ (none)]> use dvwa
Database changed
MariaDB [dvwa]> "DBye


https://www.youtube.com/redirect?event=video_description&redir_token=QUFFLUhqazFxcUF4NVYxWnQzSkFzR25BTzEwN3p4VktCQXxBQ3Jtc0treE1VRU9ZN0ZIdnFUY0hzQ2piLVgxeEk3MTNQMW1NeWZnbkRkVElhYTVhOHFSWHhnRGJlYnR0VXE2d1BzcHFGdTdLN3U4RGdYal9NLW9LOXR0VnJsREdmR2Z6ZTZ6UEw4anBfczBYRjJpSDN5anZLaw&q=https%3A%2F%2Fgithub.com%2Fdigininja%2FDVWA.git&v=jJbMkqUezpI

Apache configuration:
service apache2 start
cd /etc/php/8.1/apache2
nano php.ini
--allow_url_include = On

service apache2 reload

Start of the service:

Avoiyoupe browser kat pmaivoupe oto Localhost (127.0.0.1)
ApXK& praivoupe pe ta €n¢ credentials [dvwa — p@ssw0rd]
Matdpe create/reset database

Enetta Eava-pmnaivoupe pe ta e€n¢ credentials [admin password]

OWASP ZAP

To katePAlouE KL TO KAVOUE EYKATACTACN OTa Windows OTw¢ £Va OTIOLOSHTIOTE
npoypopua - https://www.zaproxy.org/download/

Manual explore configuration:

210 pevou mnyaivoupe Tools-options Kol KAVOULE TIG TIOPAKATW EVEPYELEC.

v R |Local Proxies

Uisplay

Dynamic SSL Certificate | LOcal Proxy

Encode/Decode Address: 127.0.0.3)

Extensions

Forced Browse Port (e.g. 8080) 8081
Form Handler Set your browser proxy setting using the above. The HTTP port and HTTPS
Fuzzer port must be the same port as above.

Global Alert Filters Behind NAT

Global Exclude URL

GraphQL /' Remove Unsupported Encodings

HTTP Sessions s . =

phopad v Always unzip gzipped content

M Securty Protocols

Keyboard SSLv2Hello vISSL3 v TLS1 VIMLS11 vITLS12 | TS 1.3
Language

Local Proxies Addttional Proxies

‘Emelta evepyomoloU e TNV proxy Aettoupyia otov browser — lNa tov firefox — options-
general-more — enable proxy


https://www.zaproxy.org/download/

‘Emetta yupiloupe oto zap Kot tape tools-options-dynamic ssl cert kot to koteBAaloue.

Kdavoupe import to cert otov firefox -properties — certificates-view-import- ...

ZAP TIPS
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‘EtoL epdaviletal péow tou browser to DVWA pnxavnua
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DVWA experiments
Bafoupe ta credentials (admin - password) otov DVWA
Maue oto inspect element kat Bpiokoupe To PHPSESID

‘Emelta oto zap avolyoupe ta HTTP sessions kal fplokoupe To avtiotolyo ID , matdpe Skl
KAk -set as active

Emelta péow Twv BondNTIKWV KOUUTLWVY ToU zap otov browser motdpe start active scan

2T aplotepd GopPTWVOULV OLya olyd os dakéAoug OAeG oL eumtaBeleg Tou DVWA

Bruteforce

Mo tnv ektéleon tou bruteforce Bpiokoupe tov avtiotolyo ¢pakelo

m wulnerabilties

~ GEYY
M brute
m GETY
B ~ GET:/Login.password.usermname)
tory « Search [ Alerts Output & webSockets < HTTP Sessions # Y]

Emetta g€l KAk — fuzzer — kol ETUAEYOULIE TO TIEPLEXOUEVO TWV PETABANTWVY username 1
password. Me To Ttou yilvel n emtAoyr| evepyoroleital To kouuri add. To matdpe
akoAouBoU e Ta BripoTa Kol EKTEAOULE.

2tov ZAP Ba epdaviotel 0 cwoTtdg KWSIKOG avapeoa otoug IoAAoUG. Tov avayvwpiloupe
oo 1o SladopeTikd péyebog kat to cupBolo reflected.



