IPTABLES CHEAT SHEET

Tpitn 10-1-2024
Iepropropdg E€epyopevng IlpdoPaocnc oe Tvykekpipévn Ovpa
EVTOXﬁZsudo iptables -A OUTPUT -p tcp --dport 80 -j REJECT

E&ynon: Avti n evioAn amoppintel OAeg TG eEgpyOUEVES GLUVOESELS TTPOG TNV HHpaL
80 (tvmkd ypnowonoteitat yio HTTP). Avtd onpaiver 61t to cdotpd cog dev Oa
pmopel va. TporyHatonotioel cuvdEsels oe Web servers otny 8vpa 80.

INa vo 0KIPAGETE TOV KAVOVE avoiETe £va TEPRATIKG KOL EKTEAECTE:

bash
sudo apt-get update
sudo apt-get install curl

Tapa, doxipdore va oteirete pa aitnon HT TP o€ onorodnmote dnpooio
wtotomo. o Ttapddoerypa:

bash
curl http://www.example.com

Anpmovpyia Xovletov Kavovov Me Xpion loiremiav Kprrnpiov

EVTOXﬁZsudo iptables -A FORWARD -i ethO -o ethl -p tcp --syn --dport
22 -m conntrack --ctstate NEW -j ACCEPT

E&nynon: Avti ) eviodn Tpocbétet évav kovova oty FORWARD chain yu va
eMTPENEL VEES E10EPYOUEVES oVVOEse SSH (B0pa 22) and t demapr| eth0 Tpog ™
demaen ethl. Xpnowponotel moAhamAd kpripia, 6rwe Tov Tomo makétov (SYN, mov
glvat yopaktnplotikd tov véov cuvdéoemv TCP), ) 00pa Tpoopiopov, Kot Tnv
Kotdotaon tng ovvdeong (NEW).

Amnoxieiopiéc Ercepyopevov Xovééceav and Tvykekpipévn IP ArevOovon

2to Ubuntu:

e sudo iptables -A INPUT -s [IP_ALeUBuvon_Kali] -3j DROP
e AVTKOTOOTACTE TO [IP ALeUBuvon Kali] pe tnv mpaypotkn IP StebBuvon tou
unxavruatog Kali Linux.



EAeyyoc ard to Kali Linux:

e AoKIUAOTE va KAVETE ping To unxdvnua Ubuntu: ping [IP_AiteU6uvon Ubuntul
e Av o kavovag iptables Aettoupyel owotd, To ping ev Ba AdBeL amavtnon.

MpocPacn Mévo Ereepyopevov SSH Zovéécemv

2to Ubuntu:

e sudo iptables -A INPUT -p tcp --dport 22 -3j ACCEPT

e sudo iptables -A INPUT -j DROP

e Auté Ba eutpéPeL HOVO TG ELOEPXOEVEG OUVOEDELG SSH Kal Ba amoppirntel OAEG TG
AAAeG.

EAeyyoc arno to Kali Linux:

e Aokiudote va ouvdeBeite péow SSH :ssh [username] @ [IP ALeUOuvon Ubuntu]
e Edv n oUvbeon enutpanei, TOTe 0 Kavovag AELTOUPYEL oWOoTA.

Anoxkieropog Orov tov Ewsepyépevov ICMP (Ping) Avmmpdtov
2to Ubuntu:

e sudo iptables -A INPUT -p icmp -j DROP
e  Auté Ba anok)eiostl OAa ta elogpxOpeva ICMP makéta, ouunepAapBavopévwy Twv
aTNUATWVY ping.

EAeyyxoc artd to Kali Linux:

e AokIUAoTE va KAVETE ping To unxdvnua Ubuntu : ping [IP AieG6uvon Ubuntu]
e Edv 1o ping 6ev AapBdvel andvtnon, tdte o kavovag Aeltoupyel cwotd.

MepLopLopoc 2uxvoTnTag JUVOECEWY
2to Ubuntu:

1. Evtolr iptables:

bash

1. sudo iptables -A INPUT -p tcp --dport 80 -m limit --limit
1/minute --limit-burst 5 -j ACCEPT

2. sudo iptables -A INPUT -p tcp --dport 80 -3j DROP



3.

E€nynon: Auth n oelpd evioAwv KaBopilel OTL T ELOEPXOUEVO TTAKETA 0TN BUpa 80
(HTTP) Ba emutpémovtal pe éva pubpud péxpt 1 MakETo ava AemTo e pa apxkn "ékpnén”
(burst) €éwg 5 MakETWY. AUTO ONUAIVEL OTL LETA T TPWTA 5 makéta, Ta emopeva Ba
ETUTPETIOVTAL LOVO HE pUOUO 1 avd AemTo.

Script 1: "EAgyyog Ilepropiopov Xoyvotnrog Xovoécemv

bash
#!/bin/bash

# ALeUOuvon IP tou ovothuatog Ubuntu
UBUNTU IP="[IP ALeU6uvon Ubuntu]"

echo "Aoxiun ouxvoétntagc cuvdécewv otnv OGpa 80"

# StéAvoupe alTAPATA mPoC TIn OUpa 80 KAl HUPATNEOUUE OV KoL
ndéte amnopplimtovial
for i in {1..10}
do
curl http://SUBUNTU_IP
echo "Afltnua $i otdAOnke"
sleep 10 # Kobuotépnon yia va gAéyfoune Tov mepLopLlopd
ouxvoétntag
done

MepimAokog Zuvduaopuog Kavovwy pe Xpron MoALTikng
210 Ubuntu:

p\m»ww»—l

EvtoAn iptables:

bash

sudo iptables -N MYCHAIN

sudo iptables -A MYCHAIN -s [IP_AieU6uvon_Kali] -j ACCEPT
sudo iptables -A MYCHAIN -j LOG --log-prefix "Blocked: "

sudo iptables -A MYCHAIN -3j DROP

sudo iptables -I INPUT -p tcp --dport 22 -3j MYCHAIN

E€rynon: Autég oL eviohég Snpoupyolv pia véa alucida (chain) pe dvopa MYCHAIN
KaL tpooBETouv Kavoveg og auth. OL eLoEpXOUEeVEG oUVSEDELS oth BUpa 22 (SSH)
evtonifovtal kot emefepyalovral e BAon TOUG KAVOVEG TNG MYCHATN. ApXLIKd,
ETUTPETETAL N ELOEPXOUEVN Kivnon amo tnv StevBuvaon IP tou Kali Linux. $tn cuvéxela,
kataypadetal ornoladinote AN mpoondOela cUVEEoNC Kot TEAOG amoppirTeTaL.

Script 2: "EAeyyog IMoAbmrokng Alveidag Kavovov pe Tovévoops
Mot



bash
#!/bin/bash

# ALeU6buvon IP Ttou ovothuatoc Ubuntu
UBUNTU IP="[IP ALeG6uvon Ubuntul"

echo "Aox(uf moAUmAokng oduocidog ravdévev ylo SSH"

# Ipoondbela SSH oUvdeong
ssh [username] @SUBUNTU_IP

# H enttuxia f§ amnotuxia tng oGvdeong Ba delfel ov oL ravdveg
A€ LTOUpPYOUV CWoT&

Meploplopoc Eepyxopevng Kivnong pe Baon tnv Qpa
2to Ubuntu:

1. Evtolr iptables:

bash
sudo iptables -A OUTPUT -p tcp --dport 80 -m time --timestart 08:00 -
-timestop 17:00 -j REJECT

E€ARynon: Auth n evtoAr amoppintel OAeG TG e€epXOUEVES OUVEETELG Ttpog TRV BUpa 80 (HTTP)
Katd TLg wpeg 08:00 éwg 17:00. XpnoLomoLeiTal yLa va IepLopioeL Tnv mpdoPacn o€

SLASIKTUOKEG UTINPECLEG KATA TIG WPEC Epyaoiag.

Script 3: "EAeyyoc Iepropiopot E&epyopnsvng Kivnong pe Baon v Qpa

bash
#!/bin/bash

# ALeUOuvon IP tou ouothuatog Ubuntu
UBUNTU_IP="[IP_AieU6uvon_Ubuntu]"

echo "Aoxipn meploplopol efepxduevng kivnong pe p&on tnv dpa"

# ZtéAvoupe altnua mpog 1n BUpa 80 kol mapatneoUue av amoppimtetal
curl http://SUBUNTU_ IP

# Extunovel tnv tpéyxouca Gdpa yio va Bepalwdolpe 6Tl TO AmotéAeoud
ouppwvel pe tov KAVOVO XPOVLKOU MEPLOPLOUOU
echo "Tpéyxovoa dpa: $(date)"

T va. ¢pNOHOTOMoETE 0VTA TaL SCripts:

1. AvTiKoTaoTNOTE TO [IP_ALeG6uvon Ubuntul pe TNV Tpaypotiky 1P
Sevbuvon tov Ubuntu svetipatdg cac.

2. AVTIKOTOOTNOTE [username] LE TO OVOUO XPNOTI TOL B0 YPNGILOTOLELTE Y10
T obvvdeon SSH.



3. Amobnkebvote kGbe script oe éva apyeio, Yo mapddetyua test script 1.sh
test script 2.sh, KOl test script 3.sh.

4. Adote dikoidpoato ekTéAeoNg o8 KGOE SCript pe TNV EVIOAR chmod +x
test_script_x.sh.

5. Extehéote ta scripts ./ oto Kali Linux yuo va gléyEete Toug kavoveg iptables
tov Ubuntu.

MOAITIKH 1 - WORKSTATION

[# 1: set default DROP policy
:INPUT DROP [0:0]

:FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

# 2: accept any related or established connection
—-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# 3: allow all traffic on the loopback interface
-A INPUT -i lo -3j ACCEPT
-A OUTPUT -o lo -j ACCEPT

# 4: allow outbound DHCP requests
-A OUTPUT -p udp --dport 67:68 —--sport 67:68 -j ACCEPT

# 5: allow outbound DNS lookups
-A OUTPUT -p udp -m udp --dport 53 -j ACCEPT

# 6: allow outbound ping requests
-A OUTPUT -p icmp -j ACCEPT

# 7: allow outbound NTP requests
-A OUTPUT -p udp --dport 123 --sport 123 -j ACCEPT

# 8: allow outbound http/https requests
-A OUTPUT -p tcp -m tcp --dport 80 -m state --state NEW -j ACCEPT
-A OUTPUT -p tcp -m tcp --dport 443 -m state --state NEW -j ACCEPT

# 9: allow SMTP
—-A OUTPUT -p tcp --dport 25 -m state --state NEW -j ACCEPT

# 10: allow incoming IMAP/IMAPS
-A OUTPUT -p tcp --dport 143 -m state --state NEW -j ACCEPT
—-A OUTPUT -p tcp --dport 993 -m state --state NEW -j ACCEPT

# 11: access SSH server
-A OUTPUT -p tcp -m tcp —--dport 22 -j ACCEPT|

# commit changes
COMMIT

Commented [AK1]: 1.by default, drop all packets for all
chains

2.accept, either incoming or outgoing, any packet where
its state is either ESTABLISHED (connection is known and
tracked) or RELATED (initiated from an already
established connection)

3.the loopback interface is 127.0.0.1 or localhost. It's a
local one, so accept all connexions to it

4.allow dhcp requests, from tcp source port 67 or 68 to
destination port 67 or 68

5.allow DNS requests to port 53

6.if you want to ping an address, you need this rule

7.if you're using the time protocol to set your clock, you
need this rule

8.the core one: only allow http or https protocol from
your box, those initiating the connection (--state NEW)
9.if you're using a mail software like Thunderbird to read
and send emails, this adds a rule for SMTP server

10.the same for IMAP/IMAPS servers

11.1f you have to access a remote SSH server (for example
your AWS ionstance), add this rule

Commented [AK2R1]: 9. Today, however, SMTP should
use port 587 for secure SMTP over TLS.




MOAITIKH 2 — Web Server [1]

#!/usr/bin/env bash

#

# Common iptables rules for a front-end web server

#

# iptable rules to allow outgoing DNS lookups, outgoing icmp (ping)
requests,

# outgoing connections to configured package servers, outgoing
connections to

# all ips on port 22, all incoming connections to port 22, 80 and 443
and

# everything on localhost.

#

# Source: https://gist.github.com/thomasfr/9712418

#

IPT="/sbin/iptables"

# Server IP
# SERVER IP="$(ip addr show ethO | grep 'inet ' | cut -f2 | awk '{
print $2}")"

# Your DNS servers you use: cat /etc/resolv.conf
DNS_SERVER="8.8.4.4 8.8.8.8"

# Allow connections to this package servers
PACKAGE SERVER="ftp.us.debian.org security.debian.org"

echo "flush iptable rules"
SIPT -F

SIPT -X

SIPT -t nat -F

SIPT -t nat -X

$IPT -t mangle -F

SIPT -t mangle -X

echo "Set default policy to 'DROP'"
SIPT -P INPUT DROP
$SIPT -P FORWARD DROP
SIPT -P OUTPUT DROP

## This should be one of the first rules.
## so dns lookups are already allowed for your other rules
for ip in $DNS_ SERVER

do

echo "Allowing DNS lookups (tcp, udp port 53) to server '$ip'"

SIPT -A OUTPUT -p udp -d "$ip" --dport 53 -m state --state
NEW, ESTABLISHED -3j ACCEPT

SIPT -A INPUT -p udp -s "$ip" --sport 53 -m state --state
ESTABLISHED -3 ACCEPT

$SIPT -A OUTPUT -p tcp -d "$ip" --dport 53 -m state --state
NEW, ESTABLISHED -3j ACCEPT

SIPT -A INPUT -p tcp -s "$ip" --sport 53 -m state --state
ESTABLISHED -j ACCEPT
done

echo "allow all and everything on localhost"
SIPT -A INPUT -i lo -j ACCEPT
SIPT -A OUTPUT -o lo -j ACCEPT



for ip in $PACKAGE SERVER

do

echo "Allow connection to '$ip' on port 21"

$IPT -A OUTPUT -p tcp -d "$ip" --dport 21 -m state --state
NEW, ESTABLISHED -3j ACCEPT

$SIPT -A INPUT -p tcp -s "$ip" --sport 21 -m state --state
ESTABLISHED -j ACCEPT

echo "Allow connection to '$ip' on port 80"

SIPT -A OUTPUT -p tcp -d "$ip" --dport 80 -m state --state
NEW, ESTABLISHED -j ACCEPT

SIPT -A INPUT -p tcp -s "$ip" --sport 80 -m state --state
ESTABLISHED -3 ACCEPT

echo "Allow connection to '$ip' on port 443"

$IPT -A OUTPUT -p tcp -d "$ip" --dport 443 -m state --state
NEW, ESTABLISHED -3j ACCEPT

$IPT -A INPUT -p tcp -s "$ip" --sport 443 -m state --state
ESTABLISHED -3 ACCEPT
done

ifdddsssssssissasdssssisasssstssssaststasdssstisanissnaiitahdddnttsssi
FhEF AR R
## Global iptable rules. Not IP specific

echo "Allowing new and established incoming connections to port 21,
80, 443"

$IPT -A INPUT -p tcp -m multiport --dports 21,80,443 -m state --
state NEW,ESTABLISHED -j ACCEPT

SIPT -A OUTPUT -p tcp -m multiport --sports 21,80,443 -m state --
state ESTABLISHED -j ACCEPT

echo "Allow all outgoing connections to port 22"

SIPT -A OUTPUT -p tcp --dport 22 -m state --state NEW,ESTABLISHED -j
ACCEPT

SIPT -A INPUT -p tcp --sport 22 -m state --state ESTABLISHED -3
ACCEPT

echo "Allow outgoing icmp connections (pings,...)"

$IPT -A OUTPUT -p icmp -m state --state NEW,ESTABLISHED,RELATED -j
ACCEPT

SIPT -A INPUT -p icmp -m state --state ESTABLISHED,RELATED -3
ACCEPT

echo "Allow outgoing connections to port 123 (ntp syncs)"

SIPT -A OUTPUT -p udp --dport 123 -m state --state NEW,ESTABLISHED -j
ACCEPT

SIPT -A INPUT -p udp --sport 123 -m state --state ESTABLISHED =3
ACCEPT

# Log before dropping

$IPT -A INPUT -j LOG -m limit --limit 12/min --log-level 4 --log-
prefix 'IP INPUT drop: '

SIPT -A INPUT -j DROP

$IPT -A OUTPUT -j LOG -m limit --1limit 12/min --log-level 4 --log-
prefix 'IP OUTPUT drop: '
SIPT -A OUTPUT -j DROP



exit 0

e [ou eivat to AdBog -> port 80
e Stnv mepintwon tou Web Server og avtiBeon pe tnv nepintwon tou workstation,

. SIPT -A INPUT -p tcp -m multiport --dports 21,80,443 -m state --state NEW,ESTABLISHED -j
ACCEPT
. SIPT -A OUTPUT -p tcp -m multiport --sports 21,80,443 -m state --state ESTABLISHED -j

ACCEPT

[1] https://jonlabelle.com/snippets/view/shell/iptables-firewall-rules-for-web-server
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