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Directory Usage

/ root of the virtual directory, where normally, no fi les are placed
/bin binary directory, where many GNU user-level utilities are stored
/boot boot directory, where boot fi les are stored

/dev device directory, where Linux creates device nodes

/etc system configuration fi les directory

/home  home directory, where Linux creates user directories
/lib library directory, where system and application library fi les are stored

/media  media directory, a common place for mount points used for removable media
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Directory Usage(2)

/mnt mount directory, another common place for mount points used for
removable media
/opt optional directory, often used to store third-party software packages

and data fi les

/proc process directory, where current hardware and process information is stored
/root root home directory

/sbin system binary directory, where many GNU admin-level utilities are stored
/run run directory, where runtime data is held during system operation
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Directory Usage(3)

/srv service directory, where local services store their fi les

/sys system directory, where system hardware information fi les are stored

/tmp temporary directory, where temporary work fi les can be created and destroyed
/usr user binary directory, where the bulk of GNU user-level utilities and data fi les are
stored

/var variable directory, for fi les that change frequently, such as log files
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Basic Commands

$ file my_file: Viewing the file type

$ cat testl1: Viewing the whole file
$ tail -n 5 log_file: The file’s last 10 lines

$ head Log_file: The first 10 lines of text

$ ps: Processes
o -A Shows all processes
o =N Shows the opposite of the specified parameters
o -a Shows all processes except session headers and processes without a
° terminal

o -d Shows all processes except session headers
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Basic Commands(2)

o -e Shows all processes

o -C cmslist Shows processes contained in the list cmdlist

o -G grplist Shows processes with a group ID listed in grplist

o =U userlist Shows processes owned by a userid listed in userlist

o -g grplist Shows processes by session or by groupid contained in grplist
o -p pidlist Shows processes with PIDs in the list pidlist

o -s sesslist Shows processes with session ID in the list sesslist

o -t ttylist Shows processes with terminal ID in the list ttylist

o -y userlist Shows processes by effective userid in the list userlist

o -F Uses extra full output
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Basic Commands(3)

-O format Displays specifi ¢ columns in the list format, along with the default
columns

-M Displays security information about the process

-c Shows additional scheduler information about the process

-f Displays a full format listing

-j Shows job information

-l Displays a long listing

-o format Displays only specifi ¢ columns listed in format
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Basic Commands(4)

-y Prevents display of process flags

-Z Displays the security context information

-H Displays processes in a hierarchical format (showing parent processes)
-n namelist Defines the values to display in the WCHAN column

-w Uses wide output format, for unlimited width displays

-L Shows process threads

-V Displays the version of ps
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Basic Commands - Signals

1 HUP Hangs up

2 INT Interrupts

3 QUIT Stops running

9 KILL Unconditionally terminates

11 SEGV Produces segment violation

15 TERM Terminates if possible

17 STOP Stops unconditionally, but doesn’t terminate

18 TSTP Stops or pauses, but continues to run in background
19 CONT Resumes execution after STOP or TSTP

*those signals work with the pid of the ps command.

2019 KOYTPAZ AHMHTPH2




Basic commands - Tools

$ sudo killall apt apt-get : A useful trick for downloading

$ grep katipouthelo myfile

-v reverse the search (output lines that don’t match
the pattern)

find the line numbers where the matching patterns
are found

grep -e t -e f filel Specify each individual pattern
[at]

$ git clone https://github.com/libgit2 /libgit2
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Basic commands — Tools(2)

Extract (tar)

o Tar -zxvf

o

Z means (un)zip.
° x means extract files from the archive.

° v means print the filenames verbosely.

o

f means the following argument is a filename.

$ tar —zxf filename
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Useful Paths

[etc/passwd file : The Linux system uses a special file to match the login name to a
corresponding UID value. This file is the /etc/passwd file. The /etc/passwd fi le
contains several pieces of information about the user.

° The login username

o The password for the user

° The numerical UID of the user account

° The numerical group ID (GID) of the user account

o A text description of the user account (called the comment field)
° The location of the HOME directory for the user

o The default shell for the user
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Useful Paths(2)

/etc/shadow file : The /etc/shadow file provides more control over how the Linux system manages
passwords. Only the root user has access to the /etc/shadow file, making it more secure than the
/etc/passwd file.

> The login name corresponding to the login name in the /etc/passwd file

° The encrypted password

° The number of days since January 1, 2000, that the password was last changed

° The minimum number of days before the password can be changed

° The number of days before the password must be changed

o The number of days before password expiration that the user is warned to change the password
° The number of days after a password expires before the account will be disabled

° The date (stored as the number of days since January 1, 2000) since the user account was disabled

[e]

A field reserved for future use
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Permissions

-rw-rw-r-- 1 rich 50 2010-09-13 07:49 filel.gz

The first field in the output listing is a code that describes the permissions for the fi les and
directories. The first character in the field defines the type of the object:

m - for files

m d for directories

m | for links

m c for character devices

m b for block devices

m n for network devices
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Permissions(2)

After that, you see three sets of three characters. Each set of three characters defines an
access permission triplet:

m r for read permission for the object

m w for write permission for the object

m x for execute permission for the object

If a permission is denied, a dash appears in the location. The three sets relate the three
levels of security for the object:

m The owner of the object

m The group that owns the object

m Everyone else on the system
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Permissions(3)

Why $ chmod 777 myfile?

Permissions Binary Octal Description
° --- 000 O No permissions
o --x 001 1 Execute-only permission
o -w- 010 2 Write-only permission
o -wx 011 3 Write and execute permissions
° r-- 100 4 Read-only permission
° r-x 101 5 Read and execute permissions
° rw- 110 6 Read and write permissions

° rwx 111 7 Read, write, and execute permissions

$ chown owner.group myfile : change the owner
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Install packages

=apt-get install aptitude
=aptitude search packageName
=aptitude full-upgrade
=aptitude dist-upgrade
=aptitude safe-upgrade

=aptitude install package_name
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Creating a Script File

1. Create a script
#!/bin/bash
# This script displays the date and who's logged on
date
who

2.  Anpwoupyoupe to apyeio dokimi.sh
3. Chmod 777 dokimi.sh
4, ./dokimi.sh

MTropel va xpeltaotel va dnAwooupe to path : export PATH="$PATH:~ /scripts"
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WIRESHARK
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To Wireshark amoteAel Tov o SLACNMO KOl EVPEWC
XPNOLLLOTTOLOUEVO aAVOAUTA TTPWTOKOAAWV SLKTUOU.
Elval dwpeav xwplc epmoplkeg ekdooelc. Kat divel tnv
duvatotnta avaAluong tng Kivnong tou Slktuou o€
BaBoc. Avayvwpilel oxedov OAa Tal TTPWTOKOAAQ TTOU
UTTAPXOUV KOl UTTAPXEL UTTOOTHPLEN
aTmoKpuUTTOYPAPNONC yla TTOAAA TTPWTOKOAAQ, OTTWC Tl
IPsec, ISAKMP, Kerberos, SNMPv3, SSL / TLS, WEP kall
WPA / WPA2.



Port Service name

702 B8 File Transfer Protocol (FTP)
22 Secure Shell (SSH) TCP and UDP
23 Telnet TCP

25 Simple Mail Transfer Protocol (SMTP)  TCP

° 50, 51 QRIAEE
WI reSh CI r k 53 Domain Name System (DNS) TCP and UDP

Dynamic Host Configuration Protocol
(DHCP)

67, 68 UDP

69 Trivial File Transfer Protocol (TFTP) UDP

80 HyperText Transfer Protocol (HTTP) TCP

443 HTTP with Secure Sockets Layer (SSL) TCP and UDP
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Wireshark




WireShark

Xpwpartikoi cuvéuacpol

ApxLkol xpwpatiopot

e [kptL - maketa TCP

* MaoaUpo pe KOKKLVa ypappata - MNoaketa TCP pue opaipata

* [lpdaowo - Makéta HTTP

* Avolxto umAe - Naketa UDP

*  AvoLlKTO UtTAE - MoakEta ARP

* AgBavta - Maketa ICMP

* MauUpo pe mpaowva ypappoata - Maketa ICMP pe opaipota

OL Xpwpatiopol umropouv va aAlaéouv pEcw View -> Coloring Rules
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WireShark

*  Mia katoaypadn MAKETWV TEPLEXEL oUVNROWC TTOAAA TTOKETA TTOU €V OXETL{OVTOL PE TOV OKOTIO N KOlL TOV
OTOXO TNC aAVAAUONC

* [ va adalpebolv autd ta aKkETa anod tnv 08ovn A ano 1o apxeio mou PmopoU e va
dnuioupyroou e ... to Wireshark mapgxet tn duvatotnta Snpovpyiag diAtpwv.

* Ta ¢iAtpa vAomoloUvTal yla KAOE TTAKETO LEMOVWHLEVAL.
* Yndpyxouv ekppdaoelc Boolean mou €xouv va KAVOUV HE TLC LOLOTNTEC TWV TIAKETWV.
* Ynootnpillel KAVOVIKEC EKPPAOELC.

* MrmopoUv gite va KATAoKELAOTOUV XELPOKLVNTA, €ite va cuvteBoUV pEow tou Expressions A va
ouvtiBetal pe BAON KATIOLEG ETUAEYUEVEC LOLOTNTEC TOU TIAKETOU.
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WireShark

20vOeta Ppiltpa |
* Ta ¢iAtpa pmopouv va anoteAouvtol ano TOAANATAEC EkPPATELC TTOU evwvovTol He boolean
ouvOEoOUC.
® && - Aoy ocuvdeon (m.x. AND)
® || - Aoyikn) dualevén (m.x. OR)
e | - Aoyikn apvnon (r.x. NOT)

* Yrnootnpillel tn oslpd TWV NMPAEEWV.
Kavovikéc ekppAoelg
* Tamedia pmopouv va aéloAoynbouv BAoEL pLaG KAVOVLKNAC EKDPaonS XPNOLUOTIOLWVTOC TNV EVIOAN

"matches".
* XpnoLluomolet Tn ocuvtaén regex tng Perl.
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WireShark

MAaiolo kelpévou Ppiitpou

* [lpdowo - €ykupo ¢iAtpo

e  KOKKwO - akupo diAtpo

* Kitpwo - pmopel va mapadyetl anpoodoknta anoteAéopata

QDiAtpa BaclopEva o€ MAKETA
* Toa ¢piAtpa pmopouv va KATOOKEVAOTOUV UE BAON HEUOVWHEVA TIAKETA KAvovTac Oeél KALK o€ €va
TIOKETO Kall ETUAEYOVTOAC TO:
® Prepare as filter- Snuovupyel eva Ppiitpo.
® Apply as filter- Snuovpyel eva Ppiktpo kot to epappolel oto ixvoc.
® follow TCP Stream - dnuoupyet Eva diAtpo amo to nakEto TCP porc kat to epapuolel otnv
avixveuvon.
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WireShark

not(tcp.port==80) and !(tcp.port==443)

E€atpolpe ta makeTta mou adpopouv Kivnon otnv mopta 80 (HTTP) kaut
otnv mopta 443 (HTTPS - HTTP mrpwtokoAAo pe TLS/SSL yla
KpuTtrtoypadnuevn Kivnon)

not{tcp.port==80)-and I(tcp.port==443) and Idns-and larp
E€alpolpe ta TakeTa ToU adopouv Kivnon otnv mopta 80 Kal otnv
TOPTA 443 KoL T TTAKETA TTOU alPOPOUV TO dns KoL TO arp TTPWTOKOAAO.
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https://el.wikipedia.org/wiki/HTTP
https://el.wikipedia.org/wiki/HTTPS
https://el.wikipedia.org/wiki/HTTP
https://el.wikipedia.org/wiki/SSL

WireShark

(not(tcp.port==80) and !(tcp.port==443) and !(udp.port==53) and !larp
&& !(ipv6.src == 2606:YYY0:20::YYYa:bfO) ) && !(ipv6.dst ==
2606:47YYY00:::681a:bf0)

Eva piAtpo TTOU €KTOC ATTO TTPWTOKOAAA e€alpel KOl CUYKEKPLUEVEC IP
KOl 0TO ETLITESO TOU ATTOCTOAEAQ AAAA KOl TOU TTAPOANTITN
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NETCAT

To Netcat glval eva e€alpeTIKA EVEALKTO EPYAAELO TO OTTOLO EXEL XOPAKTNPLOTEL
w¢ "eABeTIkOG oouylac”. To Netcat AoLTov elval €va epyaleio SIKTUWONG
UTTOAOYLOTWV yla TNV avAayvwaon Kal TV gyypadr cuvdEcewv SIkTUoU
xpnotpomolwvtag TCP 3 UDP - autn n &umAn Asttoupyla utroSnAwveL OTL TO
Netcat ekteAeital oe SU0 Aettoupyieg: "client” kat "server”. ETUTAEOV £XEL
oxeblaotel yla va gival pla aflomiotn "back-end" cuokeun Tou pmopel va
XpnotpotolnBel amd aAAa TpoypdppaTa Kol oevapla. Tautoxpova, eival Eva
TTAOUOLO O€ XOPAKTNPLOTIKA EpYaAEio evTOTIONOU 0haApATWY Kol
Slepeuvnong Siktvou, kaBwc ptropel va apadyel oxedov omolodnmote £160¢
OUOYXETLONG TTOU Ba XpeLAOTEITE KOl £XEL TTOAEG EVOWUATWHEVES SUVATOTNTEC.

H Alota Twv XapoKTneLloTIKwy TepLAapBavel Tn ocdpwon Bupag, tn petadopa

apXELWV KoL TNV akpoaon BUpaGg eTionNg UTTOPEL va xpnoLpoTolnBel Kal w¢
backdoor.
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NETCAT

LAB 1 : Listening on a TCP/UDP port with Netcat

From kalil Machine we want to listen on a port (4444) and accept incoming

connections, and after that there will be a connection to kali2ZMachine

Commands:

° nc -lvp 4444 : kalil listen on port 4444 and accept incoming connections on this port

°onc-vv 10.10.136.85 4444 : connect to port 4444 from kali2 to kalil

2019 KOYTPAZ AHMHTPH2




NETCAT

LAB 2 : Transferring files with Netcat

Netcat can also be used to transfer files from one computer to another. This applies to

text and binary files

Commands:

° nc -lvp 4444 > dokimil.txt : listen to and accept the connection and to redirect any input

into a file.type

°onc -vv 192.168.129.1 4444 < dokimi2.txt : we connect to listening Netcat on kalil (port
4444) and send the file
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NETCAT

LAB 3 : Remote Administration with Netcat

One of Netcat's features is command redirection. This means that Netcat can take an
exe file and redirect the input, output and error messages to a TCP/UDP port, rather

than to the default console.

Commands :

o nc -lvp 4444 -e /bin/bash : so that Anyone connecting to port 4444 on this machine will
be presented with command prompt, with the permissions that nc was run with.(kali1)

onc-v 10.10.36.144 4444 : connect to kalil shell from kali2
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NMAP

2019 KOYTPAZ AHMHTPH2

To Nmap ("Network Mapper") givat €éva fonBntikd open source
TTPOYPOULLA YLD TNV aviXVeELon Tou SLKTUOU KoL TOV EAEYXO
aodaleiac. Elval xpriolpo epyaAeio yla epyaciec OTTwe
atmroypadn Siktvou, dtaxeipion avaBabuicewyv vTTNPECLWY KoL
TapakoAoUOnon xpovou AELToUpyLaC TOU KEVIPLKOU UTTOAOYLOTH)
N TNC uTTNpPEoiag. To Nmap UTTOPEL va BpeL TToLoL KEVTPLKOL
UTTOAOYLOTEG eival SlaBgolpol oto Siktuo, TToLEG SLABLKTUAKEC
TTOPTEC, TTOLEG UTTNPECDLEC (Ovopa Kal €kdoon edpapuoywv)
TPOCPEPOUV OL XPAOTEC, TTOLA AELTOUPYLKA cuoTApATA (KOl
EKOOOELG AELTOUPYLKWV CUOTNUATWY) EKTEAOUV, TTOLO £(60¢
biAtpwy Takétwy / Telxn Tpootaciag xpnoLLOTTOLOUVTAL KoL
OeKkAOEC AN XOPOAKTNPLOTIKA. ZXEOLAOTNKE YLOL ypryopn
oapwon HEYAAwWV SIKTUWV, aAAA AsLToupyel KAAQ evavTla og
LELOVWHUEVOUG KEVTPLKOUC UTTOAOYLOTEC. To Nmap Aeltoupyei o€
OAa ta peyaAa AELTOUPYLKA cuoTApaTa OTTWE Linux, Windows kal
Mac OS X.



NMAP

Scan IP address (Targets) :

Command i

nmap 10.0.0.1 Scan a single host IP

nmap 192.168.10.0/24 Scan a Class C subnet

nmap 10.1.1.5-100 Scan the range of IPs between 10.1.1.5
up to 10.1.1.100

nmap -iL hosts.txt Scan the IP addresses listed in text file
“hosts.txt”

nmap 10.1.1.3 10.1.1.6 10.1.1.8 Scan the 3 specified IPs only

nmap www.istoselida.com First resolve the IP of the domain and then

scan its IP address
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NMAP

Port Related Commands :

Command | bescipton

nmap -p80 10.1.1.1 Scan only port 80 for specified host
nmap -p20-23 10.1.1.1 Scan ports 20 up to 23 for specified host
nmap -p80,88,8000 10.1.1.1 Scan ports 80,88,8000 only

nmap -p- 10.1.1.1 Scan ALL ports for specified host

nmap -sS -sU -p U:53,T:22 10.1.1.1 Scan ports UDP 53 and TCP 22

nmap -p http,ssh 10.1.1.1 Scan http and ssh ports for specified host
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NMAP

Different Scan Types, Versions of Services and Operating Systems

e [

nmap -sS 10.1.1.1 TCP SYN Scan (best option)

nmap -sT 10.1.1.1 Full TCP connect scan

nmap -sU 10.1.1.1 Scan UDP ports

nmap -sP 10.1.1.0/24 Do a Ping scan only

nmap -Pn 10.1.1.1 Don’t ping the hosts, assume they are up
nmap -sV 10.1.1.1 Version detection scan of open ports (services)
nmap -O 10.1.1.1 Identify Operating System version

nmap -A 10.1.1.1 This combines OS detection, service version

detection, script scanning and traceroute.
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NMAP
o D

nmap -TO 10.1.1.1 Slowest scan (to avoid IDS)

nmap -T1 10.1.1.1 Sneaky (to avoid IDS)

nmap —=T2 10.1.1.1 Polite (10 times slower than T3)

nmap =13 10.1.1.1 Default scan timer (normal)

nmap =T4 10.1.1.1 Aggressive (fast and fairly accurate)
nmap =T5 10.1.1.1 Very Aggressive (might miss open ports)
nmap -oN [filename] [IP hosts] Normal text format

nmap -oG [filename] [IP hosts] Grepable file (useful to search inside file)
nmap -oX [filename] [IP hosts] XML file

nmap -oA [filename] [IP hosts] Output in all 3 formats supported
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NMAP
Command bseipion

nmap -PS22-25,80 10.1.1.0/24 Discover hosts by TCP SYN packets to specified ports
(in our example here the ports are 22 to 25 and 80)

nmap -Pn 10.1.1.0/24 Disable port discovery. Treat all hosts as online.
nmap -PE 10.1.1.0/24 Send ICMP Echo packets to discover hosts.
nmap -sn 10.1.1.0/24 Ping scan.

nmap --script="name of script” 10.1.1.0/24 Run the specified script towards the targets
nmap --script="name of script” -- Run the script with specified arguments

scriptargs="argument=arg” 10.1.1.0/24
nmap --script-updatedb Update script database
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NMAP

Perform Full Port Scan using the Live Hosts List

nmap -p- -Pn -sS -A -T4 -iL livehosts.txt -oA MyFile

° -p-: This scans all ports

(0]

-Pn : Do not perform host discovery again
° -sS : Perform TCP SYN scan

o -A : This combines OS detection, service version detection, script scanning and traceroute

o -T4 : Pretty fast and accurate scanning
o -iL livehosts.txt : Scan the IPs contained in file “livehosts.txt”

o -0A : Export the results in file “MyFile”
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NMAP

Find well known vulnerabilities related to an open port :

STEP 1: download the “nmap-vulners” script from Git and place it under the script directory
of nmap:

# cd /path/paths/scripts
# git clone https://github.com /vulnersCom /nmap-vulners.git

STEP 2 :

# nmap -Pn -sV -p80 --script=vulners scanme.nmap.org

There you will find CVE codes of the vulnerabilities
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NMAP

Find the list of IP addresses that are currently in the network!

nmap -sP 192.168.233.139/24 | awk '/is up/ {print up}; {gsub (/\(I\)/,""); up =
$NF}
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Bettercap




Bettercap

$apt install bettercap

$bettercap

>>net.probe on >>net.show
>>set arp.spoof.targets 192.168.233.139
>>arp.spoof on

>>net.sniff on >>net.sniff off

Open the 192.168.233.139 browser >>clear
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