XML Cryptographic
Mechanisms

TEXNOAOTIEZ AIAXEIPIZHE AsDAANEIAZ (TEAA) - MMZ MPOHIMENA
2YITHMATA NMAHPO®OPIKHZ

AP. KAPANTZIAZ ©OANOZ




[Iepreyopeva

Digital Certificate

XML Encryption

XML Digital Signature

SSL —TLS protocols




Pneuako IMietomoutiko

* MotomownNTka: NAEKTPOVLKO HECO Tou dlaodaAilel Tn olvdeon
LETAEY LLOC OVTOTNTOC KOl TOU SNUOoLou KAELOLoU TNG

* Eidn MiotomonTikwv:

X.509 Public Key Certificates

Identity Certificates

S/MIME Certificates
Object Signing Certificates
SSL Certificates

Simple Public Key Infrastructure (SPKI) Certificates




[Mapaderypa X.509

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2 (0x0)
Signature Algorithm: shalwithRSAEncryption
Issuer: C=GR, SP=ATTIKH, L=Athens, O=Expertnet S.A.,
OU=Security Dept., CN=DemoCA,
Validity
Not Before: Nov 14 17:15:25 2001 GMT
Not After : Dec 14 17:15:25 2001 GMT
Issuer: C=GR, SP=ATTIKH, L=Athens, O=Expertnet S.A.,
OU=Security Dept., CN=Panagiotis D. Sklavos,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Modulus:
00:9a: ...... :8a:67
Exponent: 65537 (0x10001)
Signature Algorithm: shalwithRSAEncryption
Oe:28.......70:e3




Plain XML Text

<?xml version='1.0'"?>

<PaymentInfo xmlIns='http://example.org/paymentv2'>
<Name>John Smith</Name>

<CreditCard Limit='5,000' Currency='USD'>
<Number>4019 2445 0277 5567</Number>

<Issuer>Example Bank</Issuer>
<Expiration>04/02</Expiration>

</CreditCard>

</PaymentInfo>




Mop @ - Aopun Kpurttoypagnong

The <EncryptedData> element is the core
element in the syntax. Not only does its
<CipherData> child contain the encrypted
data, but it's also the element that replaces
the encrypted element, or serves as the new

<EncryptedData Id? Type? MimeType? Encoding?> / e encrypted

<EncryptionMethod/>?
<ds:KeyInfo>
<EncryptedKey>?
<AgreementMethod>?
<ds:KeyName>?
<ds:RetrievalMethod>?
<ds:*>?
</ds:KeyInfo>?
<CipherData>
<CipherValue>?
<CipherReference URI?>?
</CipherData>
<EncryptionProperties>?
</EncryptedData>

AN

<EncryptionMethod> is an optional element A
@\“‘ that describes the encryption algorithm
applied to the cipher data. If the element is
absent, the encryption algorithm must be

known by the recipient or the decryption will
fail.

The <CipherData> is a mandatory element that A

provides the encrypted data. It must either
\ contain the encrypted octet sequence as
base64 encoded text of the <CipherValue>

element, or provide a reference to an external
location containing the encrypted octet
sequence via the <CipherReference> element.




Mop@ - Aoun

» Ta kpurttoypadnpeva dedopeva mepléxovral oto otolxeio (element)
EncryptedData

» H doun tou Baociletal oto oxrpa touv EncryptedType

» To EncryptedData amoteAeitol amno ta kpuntoypadpnueva Sedopéva evtog
gvoc otolxeiov CipherData (required)

» To otouwxeio CipherData umopei va avarmnapaotadet:

No epLléxet to idLo 1o kpumtoypadnuevo Keipevo we XML (kpumtoypadnUéEvo oe
nopdn baseb4)

No tepLEXEL pLa avapopd (reference) oto KPUTMTOYPAPNUEVO OVTLKELUEVO Kol OXL
TO (610 TO AVTIKE(pEVO

» Mmopel va meplhappPavel ta otolxeia EncryptionMethod, Keylnfo o
EncryptionProperties (optional)

» To otouwxeio EncryptionMethod mepléxel tov aAyoplOuo kpumtoypadpnong
Kol TO LEYEOBOC Tou KAELOLOU

» To otouwxeio Keylnfo mapExeL tnv Tt?\n podopia ou armatteital ano tnv
epappoyn Tou MopaAnmITN T[pOKELIJ.EVOU va aTtOKpurttovpacbnGEL T
chcSoueva (Eqv mopaAeinetal, avapeveTal ano tnv ebappoyn va yvwpilet
Nw¢ Ba UAOTIOLAOEL TNV aToKpuTTOoypAdnor, CUUTEPIAALBAVOUEVOU TNC
ETILAOYNC TOU KAELOLOU TTou Bal XpnOLUOTIOLN OEL)

To otouwxeio EncryptionProperties meplexel emunmpooOetec MAnpodoplec
OXETLKEC ME TNV Stadkaoia




Encrypted Text

ENCRYPT ENTIRE CreditCard ELEMENT

<?xml version='l1.0'"?>
<PaymentInfo xmlns='http://example.org/paymentv2'>
<Name>John Smith</Name>

<EncryptedData Type='http://www.w3.0rg/2001/04/xmlenc#Element"
xmlns="http://www.w3.0rg/2001/04/xmlenc#"'>

<CipherbData>

<CipherValue>A23B45C56</CipherValue>
</CipherData>

</EncryptedData>
</PaymentInfo>




Encrypted Text

ENCRYPT CreditCard ELEMENT CONTENT

<?xml version='1.0'?>

<PaymentInfo xmlns='http://example.org/paymentv2'>

<Name>John Smith</Name>
<CreditCard Limit='5,000' Currency='USD'>

<EncryptedData Type='http://www.w3.0rg/2001/04/xmlenc#Element"
xmlns="http://www.w3.0rg/2001/04/xmlenc#"'>

<CipherbData>

<CipherValue>A23B45C56</CipherValue>
</CipherData>

</EncryptedData>
</PaymentInfo>




Encrypted Text

ENCRYPT ENTIRE XML DOCUMENT

<?xml version='1.0'?>

<EncryptedData xmlns='http://www.w3.0rg/2001/04/xmlenc#’
MimeType="'"text/xml"'>

<CipherbData>
<CipherValue>A23B45C56</CipherValue>
</CipherData>
</EncryptedData>




Encrypted Text

ENCRYPT TWO TIMES

<pay:PaymentInfo xmlns:pay='http://example.org/paymentv2'>

<EncryptedData Id='ED1l'
xmlns="http://www.w3.0rg/2001/04/xmlenc#’

Type='http://www.w3.0rg/2001/04/xmlenc#Element'>
<CipherData>
<CipherValue>originalEncryptedData</CipherValu

</CipherData>
</EncryptedData>
</pay:PaymentInfo>

<pay:PaymentInfo xmlns:pay='http://example.org/paymentv2'>
<EncryptedData Id='ED2'
xmlns="http://www.w3.0rg/2001/04/xmlenc#’
Type='http://www.w3.0rg/2001/04/xmlenc#Element'>

<CipherData>

<CipherValue>newEncryptedData</CipherValue>
</CipherData>

</EncryptedData>
&% </pay:PaymentInfo>




XML ¥Yneuakn Yroypon

4

XML Digital Signature (XML-DSig): kaBopilel mwc Pndrokad
dedopEva umtoypadovtal Kot W TO ATOTEAECHA TNG UTIOYPADNC
uropet va avanopaotadei oe XML

Mpoopiletal kupiwg yia dedopéva XML, aAAd pmopel va
epapUooTEL KAl YEVIKOTEPA UE OAEC TIC HopPEC PndLaKkwY
dedopEvwy

Yrioypaddel Eva oAokAnpo €yypado XML 1} emAeEYUEVA KOUUATLO TOU

KaBopilel tnv Stadikaoia dnuioupylog Kat avomapaotoon HLog
urtoypadnc XML, kaBwc kat tnv emaAnBguon TG EYKUPOTNTAC TNG

Baoiletal o umtapyxoviec alyopiBpoug
Mropet emtionc va xpnoLpomnolnBei xwpig motomonTika

Kavel avadopd og AN TIPOTUTIAL YLOL LETAOXNUATLOMOUC OTIWC Eival
N kavovikoroinon, n omnoia dpEpvel ta Sedopeva o€ Lo TTPOTUTIN
nopdn mou e€aleidel omoleodnmote SeUTEPEVOUTEG KOl OO LLOLVTEG
SladopEC oTnV avamapaotaon Kot kwdlkomoinon




XML ¥Yneuakn Yroypon

» Eival apketd 1o oAUTTAOKEC oTNV UAoTolnon amo tnv
KpuTttoypadnon

» Eilval appnkta SeUEVEC e TNV avamapaotaon Twv dedopévwy
TIou urtoypadovral

» H avamapdotoon TwV UTTOYEYPAUUEVWY OESOUEVWV KOL TWV
dedopévwy ou SLafalovtol TPOKELUEVOU Vo ETIAANBEUTEL N
uTtoypadn MPETEL VAl ELVOLL CUVETTELC

» AKOMN Ko av uTtoypadni AToV EYKUPN TN OTWYUN TNG
dnuloupylac tTng, UTIAPXEL TO EVOEXOUEVO VAL UN UTTOPEL vaL
eMaANBOeUTEL 0TN CUVEXELA ATTO TOV TTAPAANTITN, AOYW
aAAOlyWV TTOU OUVEBNoAV KATA TN HETAPOPA EVOC LNVUOTOC




Eidn Yneluakwnv Ynoypo@wyv

petached
Signature
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Tpio LOOTIULO oY MOTAL:
MepikAetouevecg (enveloped) urtoypaéc - To €yypado MAPAUEVEL OTNV
Hopdn Mo ATAV KL TIPLV KoL UIOPEL vaL UTTOOTEL eTteéepyacia
MepikAeiovoec (enveloping) urmoypapéc - Tal UTIOYEYPALLUEVOL
dedopeva mpemel va e€axBouv TpLy yivel n emeéepyacio Toug amo pLa
ebapuoyn.

Artoontaouévec (detached) urtoypaéc - Auéavel TNV MOAUTTAOKOTNTO
NG EVOWHATWONC TG a.oPAAELAC TTOU TIPOOohEPEL 0TO GUOTNHUO AOYW
TOU OTL IPETEL KABE oTyun va petadepovtol SUo SladopeTikad apyeia




Enveloped DSig

<doc Id="myID">
<myElement>

</myElement>

<Signature>

<Reference URI="#myID"/>
</Signature>

</doc>




Enveloping DSig

<Signature>
<Reference URI="#myRefObjectID">

</Reference>
<Object Id="myRefObjectID">

<doc>
<myElement>

</myElement>

</doc>
</Object>
</Signature>




Detached DSig

<Signature>
<Reference URI="http://www.buy.com/books/purchasews" />

</Signature>




Mop@ - Aoun

» AmnoteAeital ano duo anapaitnta ototxeia XML:
To otolxeio Signedinfo
To otowxelo SignatureValue

» To Signedinfo meplhapBavel to otolxeio CanonicalizationMethod, rou
glva n pEBodocg kavovikomoinong nov Ba edbappooTeL:

210 1610 10 otolxelo Signedinfo
JTou¢ aAyopiBpoug mou XpNOoLUOTIOLOUVTAL YLa TNV Ttapaywyr tTn¢ umtoypadnc
Ye pla n meplocotepeg avadopec ota dedopéva mou umoypadovral
» Kabe otowxeio Reference nieplhapfBavel eva URI mou avayvwpilet:
Ta debopéva mou unoypadovtal
Toug LETACYNUATIOMOUC TTOU UTA UTTOKELVTOLL

‘Eva avoyvwpLoTIKO Tou aAyopiBuou petaoxnuatiopou mou Ba
XpnolpomnolnBel ota mPog PETACYXNUATIOUO SedopEva

TNV TLUN TOU AMTOTEAECUATOC TNE CUVAPTNONG KATAKEPUATIOMOU




Mop@ - Aoun

* To otolxeio SignatureValue amoteAel TnVv TIUA TNG

WUndrakng urmoypadng —{ds:Keyame
* H i avtn sival kwdikomotnpevn otn popodrn - ds:Keyvalue [
base64

,ds:RetrieuaIMethod +

L

* Yrapxouv Kol SUO TIPOOLPETLKA CTOLXELOL:

’ds:xsosnata +

To otoweilo Keylnfo ( - l
KeyinfoType [{}—(—;‘3;;)—
1.0

To otoweio Object ,ds:PGPData [

=

s

* To GTOL)(ELO Keylnfo TAPEXEL TNV MTANpodopia ou ds:SPKIData [
Xpelaletal amno tnv epappoyn Tou napa)\nntn yoava | =
enaAnBevoeL TV unoypadn kat to XML oxnua _Eds:Mgmmm

Eav mapaAndOei, Oswpeitat otL n edpappoyn yvwpilet
TOV TPOTIO yLla TNV eMoARBeuon —{any #other )

* To otolxeio Object sival pa Sopr ov pPmopel va
TEPLEXEL omoLacdnToTE AAANC HopPnc mAnpodopia
ylo TV umootnpLeEn tng umoypadng




Mop@ - Aoun

<8ignature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI? >
(<Transforms>) ?
<DigestMethod>
<DigestValue>
</Reference>) +
</SignedInfo>
<8ignatureValue>
(<KeyInfo>) ?
(<Object ID?>)~*

fi </Signature>

ds:Signature
o
ds:Signedinfo
id
ds:CanolicalizationMethod
Algonthm
ds:SignatureMethod
Algonthm
ds:Reference (g Transiorms
URI : ds:Transform
Type 1 | Algorithm
| re——
L_'}:::::::::::_
ds:DigestMethod
Algorithm
| ds:DigestValue
ds:SignatureValue
d
[ds:Keyinto 7
bw




Digital Signed Text

<8ignature Id="MyFirstSignature" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<S8ignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>

<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<Reference
URI="http://www.w3.0rg/TR/2000/REC-xhtm11-20000126/">
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue> j6lwx3rvEPOOvVKtMup4NbeVu8nk=</DigestVa
</Reference>
</SignedInfo>
<SignatureValue>MCOCFFrVLtRlk=. ..</SignatureValue>
<KeyInfo>
<KeyValue>
<DSAKeyValue> <P>...</P><Q>...</Q><G>...</G><Y>...</
</DSAKeyValue>
</KeyValue>
</KeyInfo>
m </Signature>




- <Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">
- <SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
- <Reference URI="">
- <Transforms:
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</Transforms:
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>m1KaNnwzBBRn3hiDhNuQIBw0OLeo=</DigestValue>
</Reference:
</SignedInfo>
<SignatureValue />
- <KeyInfo>
- <KeyValue>
- <RSAKeyValue>

<Modulus >g2WWzC+rCLBQ4KZIGLyBu9Yfdh70unFGVSQ7JvrBT+4/6rBbBr7HuCj1T5aXFO71shOHmMoQS1FcddNOIm1Nz
<Exponent>AQAB</Exponent>
</RSAKeyValue>
</KeyValue>
- <X509Data>
- <X509IssuerSerial>
<X509IssuerName >C=DE,O=Fraunhofer Institut FOKUS,CN=SWEB Server CA</X509IssuerName:
<X509SerialNumber>7685174419968916376 </X509SerialNumber:
</X509IssuerSerial>
<X509SKI>FOP56rDta0x5jje6F4g+v3GGbjw=</X509SKI>
<X509SubjectName >C=GR,L=Piraeus,0=University of Piraeus Research
Centre,T=Server,SERIALNUMBER=sts0000,CN=STS,EMAILADDRESS=muster@musterdomain.com</X509SubjectName

<X509Certificate>MIIC+zCCAmSgAwIBAgIlaqc5assqe5gwDQYJIKoZIhvcNAQEFBQAWSJEXMBUGALUEAWWOU1dFQiBTZX]
</X509Dataz>
</KeyInfo>
</Signature>



Secure Sockets Layer - SSL

* |P (Internet Protocol): To mpwtokoAAo mou gival uTteLBUVO yLa TNV
dpopoAdynon Twv KNVUUATWY SLOECOU TWV SIKTUWV ATto TNV tNyn
OTOV TIPOOPLOUO

* To TCP (Transmission Control Protocol): Ztnpiletal otLC uTtnpEOieg TOU
IP kol BePatwVveL OTL N ETLKOWVWVLA lval A&LOTILOTN

* HTTP (Hypertext Transfer Protocol): Katavoel Ti¢ AeMTopEPELEC TNC
Stenmadnc avapeoo otouc GUAAOLETPNTEC loTOU KOl TOUC EEUTINPETNTEC

* To SSL (Secure Socket Layer) mpwtokoAAo tapouctalel Ta €€NG
XOPOLKTNPLOTLKAL:

MPOOBOETEL Eva OTPWHO OTNV APXLTEKTOVLKI TOoU IP mpwtokoAAou.

Bploketal avapeoa otnv HTTP epappoyn kot oto TCP, evepywvtag cav va
EEXWPLOTO IPWTOKOAAO aodaleiac.

Tpéxel mavw oo to TCP/IP kal katw amo tnv Stemadn petaly Tou
otpwpatoc Awktuou (Network Layer) kot touv otpwpatoc Ebappoyng
(Application Layer)




Secure Sockets Layer - SSL

Protocols
secured by SSL

_ Application
Layer
SSL Record Layer
i -; ............................................................................. ; ----------------------------
TCP Transport
. j Layer
| & Internet
IP
= 1] Layer
f )
Network Access Network
~ 2 Layer




Secure Sockets Layer - SSL

SSL Client SSL Server 2
£
Client Hello
| want to establish secure connection. | support
<this> version of SSL and <these> ciphers s Hello
Ok, | initially accept request. | have chosen <this>
version of SSL and <this> cipher suite

4—( Server's Certificate (optional)

Server Key Exchange (optional)
Here is my public key (if | don't have certificate)

| want to authenticate you. Send me
your certificate signed by <this> CA

Client Certificate Request (optional) ]
Server Hello Done )

Client's Certificate (optional) )—:_(

Client Key Exchange

I am sending you more parameters.
| will encrypt them by your public key.
RSB S s e SR e S

P T T,
Certificate Verify (optional)

| will sign some information by using private key e
that corresponds to my certificate. Thus, you can
L be sure that | am the owner of the certificate by
( R

Change Cipher Spec
L The next message from me will be encrypted !

Yan

v

e

( Client Finished (encrypted)

)» Change Cipher Spec
N )

The next message from me will be encrypted

4—( Server Finished (encrypted) )

( Application’s data (encrypted) H Application’s data (encrypted) ) L4




Secure Sockets Layer - SSL

CLIENT

O client ekiva Tnv ouvdeon.

O client mioToTOIEl TOV Server.
Av xpelaoTei OTEAVEI Kal AQUTOG
TO YN@. TOTOTIOINTIKO OTOV
server yia TauTtoTroinon.

Anpioupyia Tou session key
Kl ATTOOTOAr) TOU OTOV
server KpUTIToy pa@nuévo Pe
T0 dNPOOI0 KAEIDI TOU.

‘Etoipog yia évapén aopalolg
olvdeong.

It 11l

SERVER

O server amavtd oTEAVWVTAG

TO YN@IAKO TOU TTICTOTTOINTIKO |

Mrropei va {ntiioel kai T0
WnNPIaKo TTICTOTTOINTIKG TOU
client yia TautoTroinon

ATTOKPUTITOYPAPNON TOU
session key. ‘EToIpog yia
évapén ao@aAolg ouvdeong.

AZOAAHZ ENMIKOINQNIA

!

CLIENT

SSL Handshake Phase

Sends Hello message.

(4

Authenticates server.

5]

Generates random value
(*pre-master secret”’) and
encrypts it with the
server's public key.

Calculates keys.

(8

Sends Finished message.

SSL Data Transfer Phase

(9

SERVER

Supported algorithms,
random number

A

Y

a

Algorithm, random number

A

Sends Hello message.

3]

Centificate

Sends certificate.

(6

Encrypted pre-master secret Decrypts to retrieve

»  pre-master secrel.

Calculates keys.

> O

ES

Sends Finished message.

Y

A




Secure Sockets Layer - SSL

* To npwTtOoKoAAo SSL epmepLexel SUO UTIO-TIPWTOKOAAAL:

To MpwtokoAAo Kataypadnc SSL (SSL record protocol): KaBopilel tn popdn Ue TNV omoia
avopetadidovral ta debopéva

To MpwtokoAAo Xewpapiag SSL (SSL Handshake protocol): XpnolUoToLeL TO TIPWTOKOAAO
Kataypadnc yLa TNV avtaAAayn LG OELPAC UNVUHATWY LETAEY TOU EUTINPETNTH KOL TOU
TeAATN OTav 0 MPWTOoC SnUoupyel o ouvdeon SSL petafy Toug

* JTOXOL TWV KPUTTOYPODNUEVWV LNVUUATWV Elval:

H auBevtikomoinon tou e€unnpetnt otov €€UTNPETOUUEVO TIEAATN.

To va ETUTPETEL OTOV EEUTINPETNTH KoL OTOV EEUTINPETOUEVO VO ETUAEEOUV TOV
KpUTTTOYpadLKO aAyopLBH0 Tou Ba xpnoLomoLjoouy BACEL AUTWVY TTOU UTtooTnpilouv.

H mpoalpetikn avBeviikomnoinon tou meAdtn otov eEUTINPETNTA.

Tn xpnotuomnoinon kpumrtoypadnong dnpociov KAELSLOU yla tnv dnuoupyia Kowwv
HUOTLKWV.

Tn dnuloupyia pLag kpumrtoypadpnuevng ouvdeong SSL.




Secure Sockets Layer - SSL

H aodpalela otnv EMKOLVWVIO ETIITUYXAVETAL EHOOOV:

* To KavaAt eivat LBLWTLKO: N KpuTttoypadnon XpnNOLUOTIOLE(TOL YL
OAa Ta pnvupato adotou pa ortAni aviaAAoyn LNVUHATWY
xpnotuornolnBel yla va kaBopiloel Eva HUOTLKO KAELOL.

* To KaVAAL EMKUPWVETAL: TO onlElo eEUTNPETNONG TNG CUVOLLALAC
ETILKU PWVETOL TIAVTA, EVW TO CNUELO TEAOUC TIEAATWVY ETILKUPWVETOL
TIPOALPETLKAL.

* To kavaAt eivat aflomioto: n petadopd PNVUUATWY epAapBavel
£V EAEYXO AKEPALOTNTOC LNVUMATWY (TTOU XPNOLUOTIOLEL Evav
MAC).

OL aAyoplBpuol ou xpnotpomnolovvial:

* DES, DSA, KEA, MD5, RC2 & RC4, RSA, SHA-1, SKIPJACK, Triple DES




Evyoaplotw
YL TNV TPOGOXT) 0aC!!

Enmwkowwvia: karant@unipi.qgr
Evnuépwon: http://athina.cs.unipi.gr/site-ergastirio/asfaleia/index.html
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