RSA

Key generation

1. Select two prime numbers p,q,p < q < 2p, p = O(219%4)
2. Compute n=px*q,d(n)=(p—1)x(g—1)
3. Select e such that ged(e, ¢(n)) = 1. Practice e = 216 41

4. Compute d such that ed =1 mod ¢(n)

Public key: (e,n) Private key: d

Encryption

c=m° modn

Decryption

d

m=c* modn

Why does it work?

¢! modn = (m mod n = m* mod n

ed=1 mod ¢(n) = ed =ko(n)+1
¢ mod n=m* mod n=mk*W+l mod n
=m+m*®™ mod n =m* (m?™)*F mod n
mx+15 mod n=m
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For large numbers 7(z) ~ 7

What is the probability of x being a prime number?
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What is the pr(l)bability of a random number with 1024 bits being a prime
number?

1 _ 1 ~ 1
1n21024 = 1024in2 " 1024



