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Browser Artifacts Introduction

• Browser History
• Cache
• Cookies
• Bookmarks
• Recovery Folders
• Typed URLs
• Autocomplete



Browser Artifacts – Questions to Answer

• What websites were visited?
➢ History, Cache, Cookies, Recovery Folders, Typed URLs

• How many times?
➢ History

• When?
➢ History, Cookies, Cache, Recovery Folders

• What sites were saved?
➢ Bookmarks

• What files were downloaded
➢ Downloaded Folder, Cache

• Usernames?
➢ Cookies, Cache, Recovery Folders, Autocomplete

• What was searched?
➢ Autocomplete, Cache



IE & Microsoft Edge Browser 
Artifacts



IE & Edge Artifacts – Data Locations

• Metadata (Cache, History, Cookies, Downloads):
➢ %Appdata%\Local\Microsoft\Windows\WebCache\WebCacheV*.dat

• Storage
➢ Cache:

▪ %Appdata%\Local\Microsoft\Windows\InetCache\IE
▪ %Appdata%\Local\Microsoft\Windows\InetCache\Low\IE

➢ Cookies:
▪ %Appdata%\Local\Microsoft\Windows\INetCookies
▪ %Appdata%\Local\Microsoft\Windows\\INetCookies\Low

➢ Edge:
▪ %Appdata%\Local\Microsoft\Edge\UserData\{Default|ProfileNa

me}\
▪ History, Top Sites, \Network\Cookies (sqlite databases)
▪ Cache\(individual files)



IE & Edge Artifacts – WebCacheV*.dat 

• ESE DB (Remember! ESE dbs are dirty!)
➢ esentutl /mh WebCacheV001.dat
➢ esentutl /r WebCacheV001.dat /d

▪ Transaction logs must be present in the dir
• History:

➢ Sites visited by date and time, frequency, access 
to local files, user accounts

➢ User can clear it
➢ Also local files Accessed (Not directly opened 

with browser)



IE & Edge Artifacts – ESEDatabaseView



IE & Edge Artifacts – ESEDatabaseView



IE & Edge Artifacts – BrowsingHistoryView



IE & Edge Artifacts – Cache

• Locally stored web page components.
• Can be a snapshot in time.

➢ Pages visited
➢ Actual files viewed
➢ Timestamps: First Viewed (Creation) & Last Viewed (Access)

▪ Modified: Content changed in web server
▪ Expiry Time: age out of pages

• Default size: 250MB
• Files: InetCache (IE), Cache (Edge)
• Metadata: WebCacheV*.dat

➢ Filename
➢ FileSize
➢ SecureDirectory
➢ AccessCount
➢ URL



IE & Edge Artifacts – Cookies

• Small pieces of data – enable websites to remember info about the user
• Sites Visited

➢ Filename
➢ URL
➢ User Account
➢ Access Count
➢ Creation Time
➢ ModifiedTime
➢ AccessedTime
➢ Expiry date

• Only Persistent Cookies remain - Session Cookies remain only in memory
• Cookie Metadata: 

➢ WebCacheV*.dat (Cookies table, IE 10+)
➢ %AppData%\Roaming\Microsoft\Windows\Cookies\(Low\)index.dat 

(IE4 – IE9)
➢ \Network\Cookies (sqlite database, Edge)



IE & Edge Artifacts – Download History

• WebCacheV*: ESEDatabaseView Container: iedownload
➢ Filename
➢ File size
➢ Originating URL
➢ Referring URL
➢ Download Destination
➢ Time of Download

• You can convert the Response Headers to ASCII (notepad++, 
CyberChef)



IE & Edge Artifacts – Download History

http://thewaltdisneycompany.com/investors/finan
cial-information/sec-filings  -> Referer

application/pdf -> Content Type

C:\Users\user\AppData\Local\Microsoft\Windows\
TemporearyInternetFiles\Low\Content.IE5\....\file.p
df -> Download URL

http://thewaltdisneycompany.com/sites/default/fil
es/reports/file.pdf -> Save Location



IE & Edge Artifacts – Typed URLs

• NTUSER.dat\Software\Microsoft\InternetExplorer\TypedURLs
➢ Not updated by clicking a link
➢ Used for the autocomplete function of the Browser

• Last used time (IE 10+):
➢ NTUSER.dat\Software\Microsoft\InternetExplorer\TypedURLsTime



IE & Edge Artifacts – AutoComplete & 
Windows Vault

• User: %AppData%\{Local|Roaming}\Microsoft\Vault{GUID}
• System: %System32%\config\systemprofile\Appdata\{Local|Roaming}\Vault\{GUID}

• .vpol: encryption keys for the records
• .vcrd: Credentials

• Credentials are secured by user’s logon credentials
➢ DataProtectionAPI (DPAPI)
➢ Can be cracked

• WebBrowserPassView (all browsers)
• Windows Credential Manager



IE & Edge Artifacts – AutoComplete & 
Windows Vault



IE & Edge Artifacts – Bookmarks

• Specific URLs – user account – creation time – last access
• %UserProfile%\Favorites\*.url

➢ Everything added here is imported to the favorites on the browser
➢ [InternetShortcut]

URL=“http://support.dell.com/support/index.aspx?c=us&l=en”
• Edge: 

%AppData%\Local\Packages\Microsoft.MicrosoftEdge_<APPID>\AC\MicrosoftEdge\User\
Default\Data Store\Data\nouser1\120712-49\DBStore\Spartan.db (ESE DB)
➢ Table name: Favorites
➢ In the Spartan.db we can also find the Top Sites that are displayed in a new tab

• FireFox: places.sqlite (moz_bookmarks table)
• Chrome: Bookmarks
• FavoritesView (Nirsoft)

➢ For all browsers



IE & Edge Artifacts – Session Recovery

• Used for automatic crash recovery
• Artifacts:

➢ Opened tabs
➢ Historical record of websites in each tab
➢ Referring websites
➢ Started and Ended Session
➢ HTML/Javascript/XML
➢ Form data

• Tool: StructureStorage Viewer (MiTec)



IE & Edge Artifacts – Session Recovery (IE)

• XP (IE8 Only)

• Edge: %LocalAppData%\Microsoft\Edge\User Data\[Default|Profile
X]\Sessions\*



IE & Edge Artifacts – Session Recovery (Edge)

\Users\user_name\AppData\Local\Packages\Microsoft.Micro
softEdge_xxxx\AC\MicrosoftEdge\User\Default\Recovery\(A
ctive|LastActive)



IE & Edge Artifacts – Synchronization

• Is Sync enabled?
➢ Software\Microsoft\Windows\CurrentVersion\SettingSync\Br

owsersettings\<Browser>
• Last Time Sync?

➢ NTUser.dat\Software\Microsoft\Windows\CurrentVersion\S
ettingsSync\NameSpace\BrowserSettings\WinInet-
Internet-Explorer\LastRoamed

• What is Synced and Where is it stored?
➢ Software\Microsoft\InternetExplorer\Capabilities\Roaming

• Tab Sync:
➢ %AppData%\Local\Microsoft\InternetExplorer\TabRoaming

▪ GUIDs represent devices being synced. One is the local 
device
✓ MachineInfo.dat: Information about the machine 

that data belong to.
▪ Structured Storage Format (SS)

✓ Structured Storage Viewer by MiTec



IE & Edge Artifacts – Sync Differentiation

• Typed URLs: Unlikely. Maybe the TypedURLsTime Key
• Favorites: Unlikely: Maybe time analysis
• Tabs: Yes: MachineInfo.dat and Tab dat files
• History: Yes:

➢ By comparing SyncTime and Access Time 
(WebCacheV*.dat): More than 5 sec diff means another 
system.

➢ If WebCacheV*{History[ExpiryTime]} ==0



IE & Edge Artifacts – Clear History

• On local system: 
➢ All entries from WebCacheV*.dat are removed
➢ All files in TabRoaming folder are deleted

• On Remote Systems: 
➢ Tabs belonging to System that conducted the history clear.

• Entries in Remote system WebCacheV*.dat, still persist.



Mozilla Firefox Browser 
Artifacts



Firefox Artifacts

• Same artifacts 
• Preferences: %USERPROFILE%\AppData\Roaming\Mozilla\Firefox\Profiles\<random-

text>.default-release\prefs.js
➢ Settings 
➢ Privacy
➢ Sync
➢ Version



Firefox Artifacts

• History, Cookies, Bookmarks, AutoComplete:
➢ %AppData%\Roaming\Mozilla\Firefox\Profiles\<randomLetters>.default

• Cache:
➢ %AppData%\Local\Mozilla\Firefox\Profiles\<randomLetters>.default\cache2

• SQLite Format:
➢ places.sqlite: History, Bookmarks, Autocomplete, Downloads
➢ formhistory.sqlite: Autocomplete form data
➢ cookies.sqlite: Cookies
➢ signons.sqlite: Usernames and Passwords
➢ webappstore.sqlite: HTML5 Web storage
➢ extensions.sqlite: Extension info



Firefox Artifacts - History

• browser.history.expiration.transient_current_max_pages (prefs.js)
• places.sqlite -> DB Browser for SQLite / MZHistoryView.

➢ Place_id: same for both tables
➢ URL visited: url (moz_places) 
➢ Title: title (moz_places) 
➢ First & Last visit: visit_date (moz_historyvisits)
➢ Visit count: visit_count (moz_places) 
➢ If it was typed: typed (moz_places) 
➢ Page retrieved without any user action: hidden (moz_places) 
➢ Redirection page: from_visit (moz_historyvisits)
➢ How was the page requested: visit_type (moz_historyvisits)



Firefox Artifacts - History



Firefox Artifacts – Visit Types

Id Visit Type Description

1 TRANSITION_LINK The user followed a link and got a new top level window.

2 TRANSITION_TYPED The user typed the page's URL in the URL bar or selected it 
from URL bar autocomplete results, clicked on it from a 
history query (from the History sidebar, History menu, or 
history query in the personal toolbar or Places organizer. 

3 TRANSITION_BOOKMARK The user followed a bookmark to get to the page.

4 TRANSITION_EMBED Set when some inner content is loaded. This is true of all 
images on a page, and the contents of the iframe. It is also 
true of any content in a frame, regardless of whether or not
the user clicked something to get there.

5 TRANSITION_REDIRECT_PERMANENT The transition was a permanent redirect.

6 TRANSITION_REDIRECT_TEMPORARY The transition was a temporary redirect.

7 TRANSITION_DOWNLOAD The transition is a download. 

8 TRANSITION_FRAMED_LINK The user followed a link and got a visit in a frame.

9 TRANSITION_RELOAD The page has been reloaded.



Firefox Artifacts - Cache

• %USERPROFILE%\AppData\Local\Mozilla\Firefox\Profiles\<randomLetter
s>.default\cache2
➢ URL 
➢ Fetch Count 
➢ Missing: If the file referenced by metadata is present on not 
➢ Filename: Content file of the site 
➢ Content Type: The type of filed stored in the cache, for example, 

application/xml
➢ File size: Size of the downloaded file 
➢ Last Modified time 
➢ Last Fetched Time 
➢ Response Header 

• Files stored individually in /entries
• Tool for Mozilla Cache: MozillaCacheView (Nirsoft)



Firefox Artifacts - Cache



Firefox Artifacts – Cookies & Session 
Restore

• %AppData%\Roaming\Mozilla\Firefox\Profiles\<randomLetters>.default\cookies.sqlite
• Tool: MozillaCookiesView (Nirsoft)

➢ Host, name, isSecure, value, creationTime, lastAccessed

• Session Restore
➢ \AppData\Roaming\Mozilla\Firefox\Profiles\<random-letters>.default-

release\sessionstore-backups
▪ previous.jsonlz4  (backup from previous session)
▪ recovery.jsonlz4 (latest version – runtime)
▪ recovery.baklz4 (previous version - runtime)
▪ upgrade.jsonlz4 (backup during upgrade)

➢ .jsonlz4 -> decompress with dejsonlz4.exe
➢ https://codebeautify.org/jsonviewer -> beautify the json

https://codebeautify.org/jsonviewer


Firefox Artifacts – Session Restore

• Url
• Title
• hasUserInteraction
• lastAccessed
• closedAt



Firefox Artifacts – Extensions

• %USERPROFILE%\AppData\Roaming\Mozilla\Firefox\Profiles\<random-
name>.default-release\

• extensions.json (need  json beautifier)
• extensions.sqlite, addons.sqlite (Firefox 25-)
• extensions.rdf (Firefox 3-)

➢ Name
➢ Version
➢ SourceURI
➢ InstallDate
➢ UpdateDate
➢ Active



Firefox Artifacts – Download History

• Download folder: prefs.js – Downloads by default
• places.sqlite (Firefox 26+)
• downloads.sqlite (Firefox 3-25)
• Table: moz_annos

➢ place_id (refer to moz_places -> place_id) – Filename, source
➢ Directory saved (anno_attribute_id 1)
➢ endTime (anno_attribute_id 2)
➢ fileSize (anno_attribute_id 2)
➢ state (anno_attribute_id 2)

• Tools: FirefoxDownloadsView, DCode



Firefox Artifacts – Synchronization

• Check prefs.js for services.sync.engine.<sync_service> (Account is needed)
• What is synced?

➢ Bookmarks, history, passwords, tabs, preferences, add-ons, Form 
history, some cookies, Downloads (visit_type = 7)

• What is not synced?
➢ Download History Details, Most cookies, Web Storage, Cache, 

WebStore, Favicons
• Indicators of sync in history

➢ visit_type = 1 & from_visit_ID=0 
➢ No Data in description & preview_image_url
➢ No entries in favicon.sqlite, webappstore.sqlite, cookies or cache files
➢ visit_type=7 and no moz_annos



Firefox Artifacts – Synchronization

• On local system:
➢ places.sqlite
➢ Formhistory.sqlite
➢ cookies.sqlite
➢ Cache2
➢ Sessionstore-backups folder

• On Remote Systems:
➢ All existing data & synced data persist.
➢ Delete Page & Forget About this Site removes entries in both



Google Chrome Browser 
Artifacts



Chrome Artifacts

• %USERPROFILE%\AppData\Local\Google\Chrome\User Data\Default

• Formats:
➢ SQLite (Majority) – WebKit timestamps

➢ SELECT datetime((visit_time/1000000),’unixepoch’,’localtime’) FROM visits
➢ JSON (preferences, bookmarks, loaded extensions)
➢ SNSS (Session restore)

• History: 90 days
➢ History, Download History, Autocomplete, Segments

• Top Sites: Most visited pages, populated by Segments



Chrome Artifacts – History

• Tables
➢ Downloads – path, time, size, mime type
➢ keyword_search_terms: typed searches
➢ Segments & segment_usage: Most visited sites
➢ visit_source: source of URL info(local, sync, imported)

▪ Sync=0, Browsed=1, Extension=3, Imported=3,4,5
➢ Urls, visits: browser history



Chrome Artifacts – History (urls, visits)

➢ url (complete URL visited, with parameters - urls)
➢ Title (Title of the page visited – urls)
➢ visit_time (historical times of the site visited - visits)
➢ last_visit_time (most recent visit - urls)
➢ visit_count (number of visits - urls)
➢ typed_count (user typed - urls)
➢ from_visit (what page led the user to this one - visits)
➢ visit_duration (how long it was viewed - visits)
➢ transition (how was the page requested - visits) – must be decoded

▪ Convert to hex - 268435458 (decimal) = 0x10000002

▪ AND the value with 0xFF - 0x10000002 AND 0x000000FF   = 0x00000002

• Important urls & visits tables must be correlated (urls.id = visits.url)
➢ SELECT * FROM urls JOIN visits on urls.id = visits.url WHERE urls.url LIKE 

'%wikipedia%



Chrome Artifacts – History (Transition)

Id Transition Type Description

0 link Clicked a link

1 typed Typed url

2 auto_Bookmark Suggestion in Chrome UI (not user favorite)

3 auto_Subframe Loaded in a top-level-frame (advertisement)

4 manual_subframe Request to load content in non-top-level-frame

5 generated Suggested based on user typing but user didn’t see URL

6 auto_toplevel Home page or command line

7 form_Submit Submitted form

8 reload Refreshed page

9 keyword Typed keyword

10 keyword Generated URL generated from keyword



Chrome Artifacts – Preferences

• JSON file in Default folder – needs beautifier
➢ clear_data: Evidence of objects cleared
➢ network_qualities: Network names the system connected to
➢ savefile: Last location that a file was saved
➢ selectfile: Last location a file was opened
➢ content_settings: sites visited & settings on this site
➢ per_host_zoom_level: Sites zoomed by user

▪ Not cleared by History Clear
➢ geolocation: Sites allowed to geolocate the browser
➢ media_engagement: Media plays on the site
➢ site_engagement: User engagement with the site resources
➢ sound: Muted sites by user
➢ account_info: Google account logged into the browser
➢ signedin_time: Last time logged in 
➢ last_synced_time: last synced time



Chrome Artifacts – Cache & Cookies

• Cache: 
➢ %USERPROFILE%\AppData\Local\Google\Chrome\User Data\Default\Cache
➢ ChromeCacheView (Nirsoft) 

• Cookies: 
• %USERPROFILE%\AppData\Local\Google\Chrome\User Data\Default\Cookies 

(SQLite) 
• Cookies are encrypted with DPAPI (Windows user authentication) – Live system
• Tool: Hindsight (gets both cache and cookies)

➢ host_key (domain)
➢ name
➢ value & encrypted_value (contents)
➢ creation_utc & last_access_utc (first and last time used)



Chrome Artifacts – Cache & Cookies



Chrome Artifacts – Cache & Cookies



Chrome Artifacts – AutoComplete

• History
➢ keyword_search_terms table

• WebData
➢ Typed into web forms

• Shortcuts
➢ Typed into omnibox (address bar)

• NetworkActionPredictor
➢ Suggestions in typing to the user & hit success



Chrome Artifacts – Session Recovery

• CurrentSession & Last Session db
• CurrentTabs & LastTabs db
• SNSS format
• Commercial tool to parse it: Axiom
• Free tool: Strings (Sysinternals)



Chrome Artifacts – Synchronization

• chrome://sync-internals/ - Currently synchronized data
• Preferences file as mentioned
• What is synced?

➢ History, Bookmarks, Preferences, Extensions, Passwords, 
WebData(Auto-complete), Top Sites, Tabs

• What is NOT synced?
➢ Download history
➢ Cookies
➢ keyword_search_terms
➢ Omnibox typed
➢ Network Action Predictor

• Synced URLs in History -> visit_source = 0
• Cannot determine bookmarks, preferences, extensions, Top Sites, auto-

complete



Chrome Artifacts – Clear History

• What persists on local system:
➢ Some Web Data
➢ SyncData maintains all previously synced data
➢ Bookmarks

• What persists On Remote Systems:
➢ Bookmarks
➢ Partially cleared Top Sites
➢ Some Web Data
➢ Local Download History, Cookies, tabs
➢ SyncData maintains all previously synced data



HTML 5 – DOM Artifacts

• Document Object Model – A web Storage with Cookie like 
information specific for every domain 

• Preferences, Keywords, Usernames, Visit tracking, offline files
• Cleared with cookies 
• No expiration date 
• 10 MB for every domain 
• Firefox: Webappstore.sqlite
• IE: %AppData%\Local\Microsoft\Internet Explorer\DOMStore
• Edge: 

%AppData%\Local\Packages\microsoft.microsoftedge_\AC\
\MicrosoftEdge\User\Default\DOMStore

• Chrome: Individual sqlite for each site



Chrome and Firefox Private Browsing

• What is not saved
➢ History
➢ Cookies

• Cookies are created as sessions in memory
• Typed URLs & Form Data not saved
• For IE & Edge Cache files and Session Recovery Files are created but 

deleted (SOFT) at the end of the session (InPrivate Browsing: YES)
➢ Can be recovered via file undeletion
➢ In case of a crash these files are not deleted at all

• Chrome & Firefox have less artifacts
➢ Some local file access, downloaded files & bookmarks still remain

• All data (History, Cookies, Form Data etc) can be recovered from memory 
and PageFile

• SQLite Databases hold remnants of records, easily recoverable



Thank you for your patience!


	Slide 1: Browser Forensics
	Slide 2: Agenda
	Slide 3: Browser Artifacts Introduction
	Slide 4: Browser Artifacts Introduction
	Slide 5: Browser Artifacts Introduction
	Slide 6: Browser Artifacts – Questions to Answer
	Slide 7: IE & Microsoft Edge Browser Artifacts
	Slide 8: IE & Edge Artifacts – Data Locations
	Slide 9: IE & Edge Artifacts – WebCacheV*.dat 
	Slide 10: IE & Edge Artifacts – ESEDatabaseView
	Slide 11: IE & Edge Artifacts – ESEDatabaseView
	Slide 12: IE & Edge Artifacts – BrowsingHistoryView
	Slide 13: IE & Edge Artifacts – Cache
	Slide 14: IE & Edge Artifacts – Cookies
	Slide 15: IE & Edge Artifacts – Download History
	Slide 16: IE & Edge Artifacts – Download History
	Slide 17: IE & Edge Artifacts – Typed URLs
	Slide 18: IE & Edge Artifacts – AutoComplete & Windows Vault
	Slide 19: IE & Edge Artifacts – AutoComplete & Windows Vault
	Slide 20: IE & Edge Artifacts – Bookmarks
	Slide 21: IE & Edge Artifacts – Session Recovery
	Slide 22: IE & Edge Artifacts – Session Recovery (IE)
	Slide 23: IE & Edge Artifacts – Session Recovery (Edge)
	Slide 24: IE & Edge Artifacts – Synchronization
	Slide 25: IE & Edge Artifacts – Sync Differentiation
	Slide 26: IE & Edge Artifacts – Clear History
	Slide 27: Mozilla Firefox Browser Artifacts
	Slide 28: Firefox Artifacts
	Slide 29: Firefox Artifacts
	Slide 30: Firefox Artifacts - History
	Slide 31: Firefox Artifacts - History
	Slide 32: Firefox Artifacts – Visit Types
	Slide 33: Firefox Artifacts - Cache
	Slide 34: Firefox Artifacts - Cache
	Slide 35: Firefox Artifacts – Cookies & Session Restore
	Slide 36: Firefox Artifacts – Session Restore
	Slide 37: Firefox Artifacts – Extensions
	Slide 38: Firefox Artifacts – Download History
	Slide 39: Firefox Artifacts – Synchronization
	Slide 40: Firefox Artifacts – Synchronization
	Slide 41: Google Chrome Browser Artifacts
	Slide 42: Chrome Artifacts
	Slide 43: Chrome Artifacts – History
	Slide 44: Chrome Artifacts – History (urls, visits)
	Slide 45: Chrome Artifacts – History (Transition)
	Slide 46: Chrome Artifacts – Preferences
	Slide 47: Chrome Artifacts – Cache & Cookies
	Slide 48: Chrome Artifacts – Cache & Cookies
	Slide 49: Chrome Artifacts – Cache & Cookies
	Slide 50: Chrome Artifacts – AutoComplete
	Slide 51: Chrome Artifacts – Session Recovery
	Slide 52: Chrome Artifacts – Synchronization
	Slide 53: Chrome Artifacts – Clear History
	Slide 54: HTML 5 – DOM Artifacts
	Slide 55: Chrome and Firefox Private Browsing
	Slide 56: Thank you for your patience!

