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Introduction to Windows 
Registry



What is Windows Registry?

▪ The registry is a hierarchical database that contains data that is critical
for the operation of Windows and the applications and services that run
on Windows. The data is structured in a tree format. Each node in the
tree is called a key. Each key can contain both subkeys and data entries
called values. A key can have any number of values, and the values can
be in any form.

▪ Sources:
– https://learn.microsoft.com/en-us/windows/win32/sysinfo/structure-of-the-registry

– http://support.microsoft.com/kb/256986

https://learn.microsoft.com/en-us/windows/win32/sysinfo/structure-of-the-registry
http://support.microsoft.com/kb/256986


What is Windows Registry?

• Core Component: Centralized, Hierarchical, configuration Database

• Configuration Information
✓ User Activity

✓ Applications Installed, configurations and opened files

✓ User Names

✓ Computer Names

✓ Last shutdown

✓ Startup application

✓ Browser data, Start Page

✓ USB and Appliances 

✓ Wireless or not Networks

✓ Passwords

✓ Application specific information

✓ e.t.c



Windows Registry Attack Impact

✓ Alter or disable File System Metadata

✓ Modify System Crash Dump, Prefetcher, and 
System Restore

✓ Clear the page file when the system is shut 
down

✓ Enable or disable Event log auditing

✓ Enable or disable the Windows firewall



Registry Structure



Registry Hierarchical Structure



Registry Hives / Root Keys

• HKEY_CLASSES_ROOT (HKCR) → SymLink to HKEY_LOCAL_MACHINE \
SOFTWARE \Classes. 
• Class registration and file name extension information

• HKEY_CURRENT_USER (HKCU) → SymLink to a key under HKEY_USERS
• Volatile - Current User Configuration. 

• HKEY_LOCAL_MACHINE (HKLM) → Placeholder 
• System Configuration. 

• HKLM/Hardware -> Volatile

• HKEY_CURRENT_CONFIG (HKCC) → SymLink to HKEY_LOCAL_MACHINE \
SYSTEM CurrentControlSet\ Control\IDConfigDB\Hardware 
• Hardware Configuration on Boot. 

• HKEY_USERS (HKU) → Placeholder
• All Users Profile Configurations.



Registry Files

• The Windows registry is stored in a series of files. Registry files store the 
Registry data persistently. They are loaded into memory when the operating 
system starts, and changes are periodically written back to these files.

• General system information (C:\Windows\System32\config)
➢ DEFAULT (mounted on HKEY_USERS\DEFAULT)
➢ SAM (mounted on HKEY_LOCAL_MACHINE\SAM)
➢ SECURITY (mounted on HKEY_LOCAL_MACHINE\Security)
➢ SOFTWARE (mounted on HKEY_LOCAL_MACHINE\Software)
➢ SYSTEM (mounted on HKEY_LOCAL_MACHINE\System)

• User information
➢ NTUSER.DAT (mounted on HKEY_CURRENT_USER when a user logs in)

▪ C:\Users\<username>\
➢ USRCLASS.DAT (mounted on HKEY_CURRENT_USER\Software\CLASSES)

▪ C:\Users\<username>\AppData\Local\Microsoft\Windows



Registry Files

File name Path Details

Ntuser.dat  (for every user) C:\Users\{USER_NAME}\NTUSER.DAT Protected area for the user.

User's most recently used files 

(MRU).

Personal settings

Default C:\Windows\system32\config\DEFAULT System settings

SAM C:\Windows\system32\config\SAM User account management and 

security settings (passwords)

Security C:\Windows\system32\config\SECURITY System settings

Software C:\Windows\system32\config\SOFTWARE Installed software and 

configuration

System C:\Windows\system32\config\SYSTEM System settings

USRCLASS.dat C:\Users\{USER_NAME}AppData\

Local\Microsoft\Windows\USRCLASS.DAT

Information about the user's 

actions

BCD (C:\Boot) C:\Boot\BCD Boot configuration data

Amcache C:\Windows\AppCompat\Programs Internal Application 

Compatibility



Registry Files

• Registry Files consist of:
• Primary files
• Transaction log files

➢ Every hive has a number of transaction log files: .LOG, 
which holds the changes and then passes them to the 
primary file.

➢ e.g SECURITY.LOG, SECURITY.LOG1, SECURITY.LOG2
➢ If changes are not passed to main hive -> hive is dirty

• Backup copies of primary files (every 10 days)



Registry Files

• Windows 10: System hive Primary file: 
• C:\Windows\System32\config\SYSTEM 

• Transaction log files: 
• C:\Windows\System32\config\SYSTEM.LOG

• C:\Windows\System32\config\SYSTEM.LOG1

• C:\Windows\System32\config\SYSTEM.LOG2 

• Backup copy of a primary file:
• C:\Windows\System32\config\RegBack\SYSTEM



Registry Value Data Types

Data Type Explanation

REG_BINARY Binary data in any form.

REG_DWORD A 32 bit number.

REG_DWORD_LITTLE_ENDIAN A 32 bit number in little endian format.

REG_DWORD_BIG_ENDIAN A 32 bit number in big endian format.

REG_EXPAND_SZ A null-terminated string that contains unexpanded references to environment 

variables.

REG_LINK A null-terminated Unicode string that contains the target path of a symbolic link that was 

created by calling the RegCreateKeyEx function with REG_OPTION_CREATE_LINK

REG_MULTI_SZ A sequence of null-terminated strings, terminated by an empty string.

REG_NONE No defined value type.

REG_QWORD A 64-bit number.

REG_QWORD_LITTLE_ENDIAN A 64-bit number in little endian format.

REG_SZ A null-terminated string (Unicode or ANSI).



Tools for Registry Acquisition 
& Analysis



Tools for Registry

• reg.exe 
• Reg query HKLM\Software\Microsoft\Windows\CurrentVersion\Run 

• regedit 
• Autoruns (SysInternals) 
• Procmon.exe (SysInternals) 
• FTK Imager 
• Velociraptor
• DCode
• AccessData Registry Viewer 
• RegRipper
• Registry Explorer (Zimmerman Tools)
• Autopsy



Tools - Autoruns



Tools - Procmon



Tools – FTK Imager



Tools – DCode



Tools – RegRipper



Tools – Registry Explorer



Security Hive File



Security – System and Domain SIDs

• SECURITY/Policy/Accounts

• S-R-X-Y1-Y2-Yn-1-Yn-RID
➢ S: indicates that the string is SID

➢ R: indicates the version level

➢ X: indicates the identifier authority value

➢ Y: represents a series of subauthority values

➢ First value (Y1): 

➢ 21: Domain SID

➢ 32: Builtin accounts and groups

➢ RID: indicates the relative identifier



Security – System and Domain SIDs

• S-1-5-21-1004336348-1177238915-682003330-512

• 1 – Revision level

• 5 – Identifier Authority (SECURITY_NT_AUTHORITY)

• 21-1004336348-1177238915-682003330 – domain identifier

• 512 – Relative Identifier (Domain Admins).

• Well known identifier authorities:
➢ S-1-0: SECURITY_NULL_SID_AUTHORITY

➢ S-1-1: SECURITY_WORLD_SID_AUTHORITY

➢ S-1-2: SECURITY_LOCAL_SID_AUTHORITY

➢ S-1-3: SECURITY_CREATOR_SID_AUTHORITY

➢ S-1-5: SECURITY_NT_AUTHORITY



Security – Well Known SIDs

SID Name Description

S-1-0-0 Nobody No security principal.

S-1-1-0 Everyone A group that includes all users, even anonymous users and guests. Membership is controlled by the operating 
system.

S-1-2-0 Local A group that includes all users who have logged on locally.

S-1-5-2 Network
A group that includes all users that have logged on through a network connection. Membership is controlled 
by the operating system.

S-1-5-4 Interactive
A group that includes all users that have logged on interactively. Membership is controlled by the operating 
system.

S-1-5-6 Service A group that includes all security principals that have logged on as a service. Membership is controlled by the 
operating system.

S-1-5-9
Enterprise Domain 

Controllers
A group that includes all domain controllers in a forest that uses an Active Directory directory service. 
Membership is controlled by the operating system.

S-1-5-19 NT Authority Local Service

S-1-5-20 NT Authority Network Service

S-1-5-21-(any) Domain Account

S-1-5-32-(any) Builtin Users/Groups

S-1-5-80-0 All Services
A group that includes all service processes configured on the system. Membership is 
controlled by the operating system.



Security – RIDs

• Domain Users (21-…-…)

➢ DOMAINNAME\Administrator – 500 

➢ DOMAINNAME\Guest – 501

➢ DOMAINNAME\Domain Admins – 512

➢ DOMAINNAME\Domain Users – 513

➢ DOMAINNAME\Domain Guests – 514

• Builtin Users and Groups (32-…-…)
➢ BUILTIN\Administrators - 544

➢ BUILTIN\Users - 545

➢ BUILTIN\Groups - 546

➢ BUILTIN\Account Operators - 548

➢ BUILTIN\Server Operators - 549

➢ BUILTIN\Print Operators - 550

➢ BUILTIN\Backup Operators - 551



Security – System and Domain SIDs



Security – Audit Policy

• SECURITY/Policy/PolAdtEv
• auditpol /get /category:*



System Info & User Accounts



System

• Computer name 
• Dynamic Disks 
• Install Dates 
• Last User Logged In 
• Mounted Devices 
• Startup Programs - Autoruns
• System’s USB Devices 
• ...e.t.c.



SOFTWARE\Microsoft\Windows NT\CurrentVersion

System – OS Version



System – Control Sets

• Control Sets
➢ SYSTEM\ControlSet001
➢ SYSTEM\ControlSet002

• CurrentControlSet
➢ Contains Configuration information, drivers and services information
➢ Volatile Key
➢ SYSTEM\Select\Current 
➢ SYSTEM\Select\LastKnownGood
➢ \SYSTEM\CurrentControlSet\Control

▪ \ComputerName\ComputerName
▪ \TimeZoneInformation
▪ \Windows 

o Shutdown time 



System - CurrentControlSet



System – ComputerName and TimeZoneInformation



System – CurrentControlSet\Services

• \Services\LanmanServer\shares 
• Services:\Start = 0x02 (Auto), 0x03 (Manual), 

0x04 (Disabled)
• SVCHost (Windows Services)

• \ImagePath = %SystemRoot%\system32\svchost.exe -k 
netsvcs

• SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\svchost

• \Services\{service_name}\Parameters -> ServiceDll



System – CurrentControlSet\Services



System – CurrentControlSet\Services



System – Network Elements

• ControlSet(number)\Services\Tcpip\Parameters\Interfaces 
(Network Interface) 
➢ GUIDs, Ips, Gateways,… 



System – Interfaces



SAM (Security Account Manager)

• SAM\Domains\Account\Users
➢ Username 

➢ SID (Security Identifier) 

➢ User Login Information 

➢ Last Login 

➢ Last failed login 

➢ Logon Count 

➢ Password policy 

➢ Group Information 

➢ Administrators 

➢ Users 

➢ Remote Desktop Users 

➢ ...e.t.c.



SAM

• SAM\Domains\Account\Users\Names 

• SAM\Domains\Account\ Users\(RID) (User Information) 

• regripper (plugin: samparse )

• pwdump

• Empty pass: – 31d6cfe0d16ae931b73c59d7e00c089c0



SAM



SAM

Created on Last Login 
Time

Last Password 
Change Last Incorrect 

Password

Groups



SAM



SAM.dat



Software

• A lot of system configurations

• Application configuration

• A lot of the software keys, also exist in 
NTUSER.dat, where they are user specific



Software – CurrentVersion \ Classes

• \Microsoft\Windows NT\CurrentVersion 

➢ ProductName 

➢ \App Paths : installed applications 

➢ \Uninstall : installed applications 

• \Classes (File Association) 

➢ The program that will open a file 

• \Clients\StartMenuInternet & 
\Classes\HTTP\shell\open\command (Default Browser) 



Software – Classes



Software – Clients\StartMenuInternet



Software – Past Networks 

• Past Networks:

➢ SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Signatures\Unmanaged

➢ SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Signatures\Managed



Software – Past Networks



Software - Autoruns

Autoruns:
• Microsoft\Windows\CurrentVersion\Run 

• Microsoft\Windows\CurrentVersion\policies\Explorer\Run

• Microsoft\Windows\CurrentVersion\RunOnce

• Microsoft\Windows NT\CurrentVersion\Winlogon\

➢ Notify (dll files during logon) (No default) 

➢ UserInit

• Microsoft\Windows\CurrentVersion\Shell 
Extensions\Approved
➢ Shell Extensions: Windows search dlls first in “%Windows%” then 

in “%Windows%\System32” (If not stated)



Software – CurrentVersion\Run



Software – Other Autoruns Locations

• NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Run

• NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\RunOnce

• SYSTEM\CurrentControlSet\Services



Usage of Files/Folders



NTUSER.DAT & USRCLASS.DAT

• User information

• Some keys in NTUSER.dat have same path, name and values 
with SOFTWARE

➢ But user specific information
• NTUSER.dat \Software\Microsoft\Windows\CurrentVersion\Run

• NTUSER.dat \Software\Microsoft\Windows\CurrentVersion\RunOnce



NTUSER.DAT & USRCLASS.DAT - MRUs

• MRU



NTUSER.DAT & USRCLASS.DAT - MRUs

• MRUs
• Software\Microsoft\Windows\CurrentVersion\Explorer\WordWheelQu

ery
• Most recently searches

• Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU
• Software\Microsoft\Windows\CurrentVersion\Explorer\Map Network 

Drive MRU
• Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

➢ All values remain even when the file is deleted
➢ An mru list for all kinds of files

• Software\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths
• Software\Microsoft\Office\VERSION



NTUSER.DAT & USRCLASS.DAT - WordWheelQuery



NTUSER.DAT & USRCLASS.DAT - RecentDocs



NTUSER.DAT & USRCLASS.DAT - TypedPaths



NTUSER.DAT & USRCLASS.DAΤ - ComDlg32

• Software\Microsoft\Windows\CurrentVersion\Explorer\
ComDlg32
➢ OpenSavePidlMRU (Open and Save As …)

➢ LastVisitedPidMRU (Last Used Application to access file and 
folder recorded by OpenSavePidMRU)



NTUSER.DAT & USRCLASS.DAΤ - OpenSavePidlMRU



NTUSER.DAT & USRCLASS.DAΤ - LastVisitedPidMRU



NTUSER.DAT & USRCLASS.DAΤ - ShellBags

• Contains user-specific Windows OS folder and viewing preferences 
to Windows Explorer

• Which folders were accessed on the local machine, network, and/or 
removable devices
• Evidence of previously existing folders after deletion/overwrite
• When certain folders were accessed 

• Explorer Access:
➢ USRCLASS.DAT\Local 

Settings\Software\Microsoft\Windows\Shell\Bags
➢ USRCLASS.DAT\Local 

Settings\Software\Microsoft\Windows\Shell\BagMRU
• Desktop Access:

➢ NTUSER.DAT\Software\Microsoft\Windows\Shell\BagMRU
➢ NTUSER.DAT\Software\Microsoft\Windows\Shell\Bags 



NTUSER.DAT & USRCLASS.DAΤ - ShellBags

\Shell
\BagMRU

\0 (Desktop)
\0 (Computer)

\0 (C:\)
\0 (Users)

\0 (username)
\0 (Documents)
\1 (AppData)
\2 (Links)
\3 …
…

\1 (ProgramFiles)
\2 …
…



NTUSER.DAT & USRCLASS.DAΤ - ShellBags



NTUSER.DAT & USRCLASS.DAΤ - ShellBags



Evidence Of Execution



System – BAM/DAM

• BAM
➢ Activity of background applications

➢ SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\{SID}

• DAM
➢ Optimizes power consumption of the device

➢ SYSTEM\CurrentControlSet\Services\dam\State\UserSettings\{SID}



System – BAM/DAM



System – ShimCache

• ShimCache (or AppCompatCache)
• Keeps track of OS application compatibility

• Tracks applications launched

• File name, file size, and last modified time
• SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache



System – ShimCache



AmCache

• Similar function to ShimCache

• Stores additional data related to program executions

• Execution path

• Installation, execution and deletion times

• SHA1 hashes

• C:\Windows\appcompat\Programs\Amcache.hve

• \Root\File\{Volume GUID}\



AmCache



NTUSER.DAT & USRCLASS.DAT – UserAssist

• NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explore
r\UserAssist\{GUID}\Count
→ Record user daily activity (When the user clicks an object) 
➢ {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA} → files 

➢ {F4E57C4B-2036-45F0-A9AB-443BCFE33D9F} → shortcuts

➢ Also has a count of times that file or shortcut was used



NTUSER.DAT & USRCLASS.DAΤ - UserAssist



External Device/USB Forensics



System – USBSTOR & USB

• \CurrentControlSet\Enum\USBSTOR

• \CurrentControlSet\Enum\USB

• Keep track of USB devices plugged into a system

➢ Vendor id

➢ Product id

➢ Version



System – First/Last Times

• \CurrentControlSet\Enum\USBSTOR\{Ven_Prod_Versi
on}\{USBSerial#}\Properties\{83da6326-97a6-4088-
9453-a19231573b29}\####

➢ 0064 – First Connection Time

➢ 0066 – Last Connection Time

➢ 0067 – Last Removal Time



Setupapi dev logs for USB devices

• C:\Windows\inf\setupapi.dev.log



USB Forensics Methology

➢SYSTEM\CurrentControlSet\Enum\USBSTOR
➢Ven, Prod, Rev, Serial #, Device Name

➢SYSTEM\CurrentControlSet\Enum\USB
➢VID & PID

➢SOFTWARE\Microsoft\Windows Portable 
Device\Devices
➢Friendly Name through Serial #

➢SYSTEM\MountedDevices
➢Drive Letter through Serial #
➢Volume GUID through Serial #



USB Forensics Methology

➢SYSTEM\CurrentControlSet\Enum\USBSTOR\Ven_Pr
od_Versio\USB iSerial #\Properties\{83da6326-97a6-
4088-9453-a1923f573b29\
➢0064 → First Install (Also in setupapi.dev.log)

➢0066 → Last connected (Win 8+) (also in ENUM\USB and 
MountPoints2 last write time)

➢0067 → Last Removal (win 8+)

➢C:Windows\inf\SetUpaapi.dev.log
➢First and last time connected through Serial #



USBSTOR in Registry Explorer 2



Thank you for your patience!
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