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nmap

Network Mapper used to scan networks for live hosts 
and extract information from potential targets:

With one command:

• Scan your entire Network

• Find your targets:
• What OS are they using?
• Which ports are open?
• What vulnerabilities do they have

Port Scanning 
TCP Scanning
Stealth Mode
Aggressive mode
Scripts



NMAP-host discovery

Provide a Network range:
• e.g. 10.0.1.0/24

Nmap command:
• nmap –sP 10.0.1.0/24
• -sP argument: skip port scanning after discovering the hosts



NMAP-host discovery

In order to identify the target node:
• Initiate a scan with port checking



Nmap-Port scanning

• Provide a Host
• e.g. 10.0.1.1

• Scan ports that are used 
for websites:
• e.g. 80, 8080, 44

Nmap command: sudo nmap –sT –p 21,80,8080,3306,139,443 
10.0.1.1 -sT argument:TCP Connect Scan

TCP stream through Wireshark:



sP argument: TCP Connect Scan and 3-way handshake

TCP Connect Scan Procedure:
• Client ➔Syn ➔Server

• Server ➔Syn-Ack ➔Client

• Client ➔Ack ➔Server

Problem: An IDS  or a firewall might pick up the 
requests and block the attacker

Solution: SYN Scan

SYN Scan Procedure:
• Client ➔Syn ➔Server
• Server ➔Syn-Ack ➔Client
• By stopping here the 3-way handshake is not 

completed, hence no connection is generated



SYN SCAN-Stealth scan

Nmap command:
• sudo nmap –sS –p 21,80,8080,3306,139,443 

10.0.1.1

TCP stream through Wireshark:



Nmap-OS Detection

Target:10.0.1.1
Nmap command:

sudo nmap –O 10.0.1.1



Nmap-OS Detection

Target:10.0.1.1     Nmap command: sudo nmap –sV 10.0.1.1
Service & Version Detection



NMAP-combination Argument

Target:10.0.1.1
Nmap command:
• sudo nmap –A 10.0.1.1

Effects:
• OS Detection
• Version Detection
• Script scanning
• Traceroute



NMAP-combination Argument



Nmap – using decoys

Problem: Multiple incoming requests from one IP Address 
might be blocked.

Solution: Use decoys
• Target IP: 10.0.1.1

• Decoy IP: 10.0.1.13

Wireshark Capture:

Nmap command:
sudo nmap –sS –D 10.0.1.13 10.0.1.1



NMAP Scripting engine-Vulnerability scanning

Nmap Script Command Example:
• sudo nmap --script vuln 10.0.1.1

Available Scripts

https://nmap.org/nsedoc/



NMAP Scripting engine-Vulnerability scanning



NMAP Scripting engine-Vulnerability scanning



OWASP-ZAP



OWASP-ZAP



Burpsuite-requests



HTTP Format-HTTP Request Line

• Request-Line = Method SP RequestURI SP HTTP-Version CRLF

• Method Token

• Request-URI

• Protocol Version 

• CRLF (Carriage Return Line Feed)

The Request-Line begins with a method 
token, followed by the Request-URI and 
the protocol version, ending with CRLF. 
The elements are separated by SP 
characters. 



Request Methods 

• DELETE: Removes all the current representations of the 
target resource given by URI. 

• CONNECT: Establishes a tunnel to the server identified 
by a given URI. 

• OPTIONS: Describe the communication options for the 
target resource. 

• TRACE: Performs a message loop back test along with 
the path to the target resource. 

• GET: The GET method is used to retrieve information from 
the given server using a given URI. 

• HEAD: Same as GET, but it transfers the status line and 
the header section only. 

• POST: A POST request is used to send data to the server, 
for example, customer information, file upload, etc. using 
HTML forms.

• PUT: Replaces all the current representations of the target 
resource with the uploaded content. 



Burpsuite settings
Burpsuite

Browser Proxy e.g. Foxy Proxy for Firefox



HTML injection – reflected post - easy



HTML injection – reflected post - medium



HTML injection – reflected post - medium



HTML injection – reflected post - HIgh

This is using the htmlspecialchars () function which restricts the 
use of HTML special characters such as ‘<’, ‘>’,’”’, “’”, ‘&’ so we can’t 
inject anything malicious. There seems only one possible option if 
we can somehow change the browser setting form UTF-8 
encoding to UTF-7 so that the page output is UTF-7 as in UTF-7, 
‘<’, ‘>’, ‘”’ have different code points than UTF-8 so they are not 
escaped unless convert the output to UTF-8. 



HTML Injection – stored (blog)



HTML Injection – stored (blog)



i-frame injection

• The iframe tag specifies an inline frame, which 
is used to embed another document or page 
within a current HTML document.



i-frame injection



Os-command injection



Os-command injection blind 



Os-command injection blind- reverse shell 



PHP injection



PHP injection



Directory traversal - directories



Directory traversal - files
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