CDS206 Lab1: Fault injection in Xilinx FPGAs

Introduction

In this lab, we will explore how to implement a Design Under Test (DUT) on an FPGA and perform fault injection to evaluate its reliability.

Configuration memory fault injection is a technique used to test the fault tolerance of an FPGA design by injecting faults into the configuration
memory of the FPGA. This can be achieved using specialized tools and techniques, such as laser fault injection or manipulating the bitstream of

the FPGA.

L Bitstream manipulation

In the old days, configuration memory fault injection was performed using a technique called "bitstream manipulation.” Bitstream
manipulation involves modifying the bitstream file that is used to configure the FPGA, to insert faults into the configuration memory. The
modified bitstream file was then loaded onto the FPGA to simulate the effect of a fault in the configuration memory.

Here are the steps to perform configuration memory fault injection using bitstream manipulation in a Xilinx FPGA design under test:

. Generate a golden bitstream file for the design that you want to test.
. Modify the golden bitstream file to insert faults into the configuration memory. This can be done by flipping bits.

. Load the modified bitstream file onto the FPGA.
. Run the test cases and observe the behavior of the design. If the design is fault-tolerant, it should be able to detect and correct the

injected faults and produce correct results.
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It is important to note that configuration memory fault injection should be performed with caution, as it can potentially damage the FPGA
and may violate the manufacturer's warranty. Experienced professionals should only perform it using specialized tools and equipment in
a controlled and secure environment.

Dynamic Partial Reconfiguration (DPR)

Start-of-the-art Xilinx FPGAs support Dynamic Partial Reconfiguration (DPR) that allows a portion of the FPGA to be reconfigured at run-
time while the rest of the FPGA remains operational. This feature can be used to perform fault injection of the DUT at runtime.

Fault injection using DPR involves intentionally inserting faults into a module of the FPGA DUT in order to test the system's fault
tolerance. Here are the steps involved in creating fault injection using DPR:

. Establish a JTAG connection to the FPGA to access the configuration memory.

Read the configuration frame corresponding to the module or circuit you want to test.

Modify the configuration frame by flipping a bit.

. Write the modified configuration frame back to the configuration memory.

. Observe the effect of the introduced faults on the DUT's operation.

. If the DUT can tolerate the fault and continue operating correctly, the fault is considered tolerable. Otherwise, it is considered

critical.
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In this lab we insert faults via DPR.

Section 2: Impementation of the DUT

As a starting point, we will implement a 32-bit comparator and send/receive data via JTAG/BSCAN from

https://github.com/unipieslab/FREtZ, while injecting faults. Each time we inject a fault, and the DUT gives an erroneous result, we increase an
error_counter. At the end of the experiment, we will count how many injected faults caused an error. This is called The Architectural Vulnerability
Factor (AVF) of the DUT. AVF takes values in [0, 1]. The higher the AVF, the more vulnerable it is to SEUs.

The following figure shows the block design diagram of the DUT we will implement.


https://github.com/unipieslab/FREtZ
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We will provide input data to the DUT and get the result via BSCAN. Xilinx BSCAN is a feature in Xilinx FPGAs that provides boundary scan
testing capabilities. Boundary Scan or JTAG (Joint Test Action Group) is a standard for testing and debugging digital circuits that enables testing
of individual pins or nets of a complex circuit board or device.

) BSCAN stands for Boundary Scan Chain, which is a series of boundary scan cells that can be used to test and debug the FPGA. These
cells allow engineers to perform non-intrusive testing, which means they can test the FPGA without altering its normal operation. BSCAN
cells can also be used for device programming and for in-system programming of the FPGA.

Xilinx BSCAN provides a standardized interface for accessing the boundary scan cells in the FPGA, which enables compatibility with
industry-standard boundary scan tools. This feature is particularly useful for testing and debugging complex designs with a large number
of pins and for verifying connections between the FPGA and other components on the board.

Using boundary scan testing, engineers can apply test patterns to the circuit's inputs and observe the outputs to verify that the circuit is
functioning correctly. However, this testing typically requires specialized tools and software and is not intended to be used as a general-
purpose input-output interface for the circuit.

Let’s start implementing the design.

Open a terminal



source /opt/ Xilinx/Vivado/ 2016. 4/ setti ngs64. sh

vi vado &

Choose -->Create New Project
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project sources and choose a default part.

To continue, click MNext.
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Give the following project name and location names



New Project

Project Name
Enter & name for your project and specify a directory where the project data files will be stored.

Project name: ||ab_la

Project location: |fhornef‘fretz;"wsp

[¥] Create project subdirectory
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¢ Mew Project

Project Type
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Create a new Vivado project from a predefined template.
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Choose the Zybo Z7-10 board.
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Add sources the sources of the comparator



lab_1 - [/home/fretz/wsp/lab_1/lab_1.xpr] - Vivado 2016.4
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library IEEE:
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Create a block design (choose Create Block Design from the left side window of Vivado)
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Choose the output wires of the comparator and press right click Make external.
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ETd Console | = Messages llog 2 Reports

Add Module

Ele Edit Flow Tools Window Layout View Help Quick Access
*H AR X I D B S X| T G (230efault Layout M) & 2 Ready
Flow Navigator 2 « | Block Design design_1 * 7 x
azs Design 2 -0 % || zapiagram x 2 Owe x
. 5 & design 1
P B
Project Manager & designt
@ Froject settings bscan_0 (bscan_vl_0:1.0) &
&% add Sources compare_0 (compare_v1_0:1.0) o
Language Templates g S ®
iF P catalog & Res [
4 IP Integrator L=
# Create Block Design L]
5% Open Block Design A
# Generate Block Design -
4 Simulation
&
& Simulation Settings o bscan 0
(@ Run Simulation r
E 3 result[2:0]
~)
4 RTL Analysis L bscan_v1 0
& Elaboration Settings H
5% Open Elaborated Design (=3
ol
4 synthesis E
& Synthesis Settings compare_0
® Run synthesis & Sources H Design @ Signals @ Board -
» @b Open Synthesized Design |. [Block Fin Properties 2O x aianzo) P e J Fm——" e
5 & Block Pin Properties... o
= p
4 Implementation compare_v1 0 & Highlight 4
8 " — B X Delete Delete
& Implementation Settings 4
ol
> Run Implementation Name:  Res :Eup(y z: ;5
> @ Open Implemented Design | ||| Direction: Output b Paste o
A Search, Ctrl+F
From 2 To O
1 Select All Ciriea
4 program and Debug [ea I e :
&5 Bitstream Settings LOcliGEY CHL
3 I Add Module.
% Generate Bitstraam =
 Make Riternal i+
» @ Open Hardware Manager @ P Settings
@ validate Design 3
Start Connection Mode ctrkH
General Properties Interface Make Connection,
Disconnect Pin
clcon=o Disconnect Pin Inside Hierarchy 7=0E
B INFO: [IP_Flow 10-1704] No user IP repositories specified Debug =
| | connect_bd_net [get_bd_pins bscan_O/result] lget_bd_pins compare_0/Res] " 5
= connect_bd_net [get_bd_pins bscan_6/randon_number il [get_bd_pins compare_0/A] Cleai{iebig)
il] connect_bd_net [get_bd_pins conpare_0/8] [get_bd_pins bscan_0/randon_nunber_i] Create Hierarchy..
= undo
3 Create Comment -
@| 1IN0 Icomnon 17-17] undo *connect bd_net [get b pins conpare 0/8] [qet_bd_pins bscan 0/randon nusber il' cronte Fort o
undo b "
INFO: [Common 17-17] undo ‘connect_bd_net [get_bd_pins bscan_0/randon_number_i] [get_bd_pins compare_0/A]" @ Regenerate Layout =
undo
s FDF File...
INFO: [Common 17-17) undo 'connect_bd net [get_bd_pins bscan_0/result] [get_bd_pins compare_G/Res]’ Bi5sela e
[ 0]
Type = Tcl comnand here

$ Design Runs

Make the following connections
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connect_bd_net lget_bd_pins bscan_8/randon_nunber_
connect_bd net [get_bd_pins compare 0/8] [get bd pil
connect_bd_net lget_bd_pins bscan_6/result] [get_bd
regenerate bd_layout

[«

i_pins compare_0/Res]

File Edit Flow Tools Window Layout View Help Quick Access
THE @Rl X I D WS X T S (230efault Layout M) & 2 Ready
Flow Navigator 2 « | Block Design design_1 * 7 x
azs Design 2 -0 % || zapiagram x 2 Owe x
4 Project Manager 1] 4 design 1
# Project Settings @
% ndd Sources x
. D = bscan_0_random_number i o
Vv LanguagaTemplates = compare_0 Res =
1F P catalog a [
4 IP Integrator 8 A =
# Create Block Design 88 L]
5 & Res aQ
5% Open Block Design
# Generate Block Design -
4 Simulation
&
& Simulation Settings -
(@ Run Simulation ™
4 RTL Analysis &
@ Elaboration Settings & compare_0
5 bscan_0
5% Open Elaborated Design (=3
el result{2:0] RTL randem_number_i[31:0]
4§ Synthesis Settings - bscan_v1_0 compare_v1_0
$ Run synthesie & Sources H Design Signals @ Board D> Res[2:0]
» B Open Synthesized Design ||| System Net Properties r_O2 X \
4 Implementation
& Implementation Settings
D Run Implementation e
» @ Open Implemented Design| || parent name:  design_L
P —— Orer
#% Bitstream Settings
¥ Generate Bitstream
» @ Open Hardware Manager
General Properties Pins
Tcl Console P 0OwE x
B create_bd_port -dir O -from 2 -to O Res =]
=~ connect_bd_net [get_bd_pins /conpare_0/Res] [get_bd_ports Res]
= endgroup
1] connect_bd_net [get_bd_pins bscan_6/result] [get_bd_pins compare_0/A] -
= do
@ | N0 [comnon 17-17] undo *connect bd_net [get b pins bscan 0/result] [get_bd_pins conpare 0/Al" =

1 lget_bd_pins conpare_07A]
ns bscan_0/randon_number i]

Type & Tcl comand here
ETd Console

© Messages Hlog 3 Reports

System Net: compare_0_Res

$ Design Runs

Validate the correctness of your block design
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If everything went well, you should get the following message

Validate Design

6 Walidation successful. There are no errors or critical warnings in this design.

Now let's make at op wr apper for the block design. Choose the Sources -> See carefully the mouse cursor




Eie Edt Flow Jools Window Layout View Help

Flow Navigator «

azs
4 Project Manager

# Project Settings

5% Add Sources
Language Templates
1F P catalog

S

IP Integrator
# Create Block Design
(5% Open Block Design
& Generate Block Design

N

Sirmnulation
& Simulation Settings
(@ Run Simulation

N

RTL Analysis
@ Elaboration Settings
&* Open Elaborated Design

N

Synthesis
& Synthesis Settings
& Run synthesis

» B Open Synthesized Design

N

Implementation
& Implementation Settings
> Run Implemertation

> B Open Implemented Design

N

Program and Debug
#% Bitstream Settings
¥ Generate Bitstream
» @ Open Hardware Manager
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Quick Access

Ready
Block Design - design_1 * 7 X
Sources 202 X | t.pjagram x 20w x
= = 5 & design 1
a
o
= Simulation Sources (2) =
&= sim 1 (2) ]
oy
Q
&
i
*
&
Y compare_0
bscan_0
Py _
e result{2:0] ETL randem_number_i[31:0]
Hierarchy IP Sources  Libraries Compile Order bscan_v1_0 compare_v1 0
& Soyrces | i Design = Signals @ Board &— > Res[2:0)
System Het Properties :_Oe X
T compare_0_Res
Hame:
Parent name: design_1
orver
General Properties Pins
Tcl Console 0O x
[ | connect bd_net [get_bd_pins /conpare_0/Res] [get_bd_ports Res] =
| endaroup
| connect_bd_net [get_bd_pins bscan_6/result] [get_bd pins compare_8/4]
0i| tundo L
= INFO: [Common 17-17] undo 'connect_bd_net [get_bd_pins bscan_0/result] [get_bd_pins compare_0/A]"
& connect_bd_net [get_bd_pins bscan_G/randon_number i] [get_bd_pins compare_G7A] =

regenerate_bd_layout
validate_bd_design

[«

connect_bd_net [get_bd_pins conpare_0/8] [get_bd_pins bscan_0/randon_nunber_i]
connect_bd_net [get_bd_pins bscan_6/result] [get_bd_pins compare_o/Res]

Type & Tcl comand here

[ Td Console | = Messages Glog 2 Reports 3 Design Runs

Flow Navigator 2«
A=
4 project Manager

&5 Project Settings
&% ~dd Sources

Language Templates
1F P catalog

5

IP Integrator
# create Block Design
5% open Block Design

#3 Generate Block Design

N

Simulation
& simulation Sattings
(@, Run simulation

N

RTL Analysis
& Elaboration Settings
&% Open Elaborated Desigh

N

Synthesis
& Synthesis Sattings
& Run synthesis
B Open Synthesized Design

N

Implementation
& Implementation Sattings
[> Run Implementation
B Open Implemented Design

N

Program and Debug
5 Bitstream Settings
¥ Generate Bitstream
w” Open Hardware Manager

Flle Edit Flow Tools Window Layout View Help

EIEEL R A 3 T e £ N

Press right-click on the design_1.bd file and press Gener at e Qut put Products
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Quick Access

Ready
Block Design - design_L * 7 X
Sources A= 02X (3=piagram x 2O x
=== 5] & design 1
~ Design Sources (2) .
41 desigr=—= - : N
@z becar| ' Source Node Properties...  Cite N
) Constrainty & Open File Akt0 K
= Simulation Create HDL Wrapper. 8
3 sim_1 ( View Instantiation Template
Generage Output Products o
Reset Obtput Products. %]
Replace File...
Copy File Into Project =
Copy All Files Into Project Akttt ™
X Remove File from Project... Dekts
Enable File stequas B
Disable File Attt [
Hierarchy Update 3
@ Refresh Hierarchy o
IP Hierarchy ) compare_0
& Set as Top B bscan_0

Add Module to Block Design b resutz:0] RIL: rendom number i131:0)
Hierarchy 1P S D EE D bscan_v1_0 compare_v1 0
Set Used In
& sources Edit Constraints Sets... D Res(2:0]
Source File Prop Edit Simulation Sets.
Associate ELF Files...
#% design_L.hd & Add Sources. . AR
£ Report IP Status
¥ Enabled
Location: thomeffretewsp/iab_Lalab_la.srcsfsou
Type: (B
Part: <7201 0clga00-1
size: Lake
Modified: Today at 11:03:56 AM
Copied to: <Project Directory>/lab_la.srcsfsource
General Properties
Tel Gonsole PO x
[ | connect_bd_net [get_bd_pins /conpare_0/Res] Iget_bd_ports Res] B

endgroup

regenarate bd_layout
validate_bd_design

[

connect_bd_net [get_bd_pins bscan_8/result] [get_bd_pins conpare_0/A]
do

INFO: [Common 17-17) undo 'connect_bd_net [get_bd_pins bscan_0/result] [get_bd_pins compare_G/Al'
connect_bd_net [get_bd_pins bscan_o/randon_number_i] [get_bd_pins compare_07A]
connect_bd_net [get_bd_pins compare_0/8] [get_bd_pins bscan_0/randon_nunber_il
connect_bd_net [get_bd_pins bscan_0/result] [get_bd_pins compare_0/Res]

Type a 1ol

omnand

B Td console | & Messages B log 3 Reports 3 Design Runs

Generate all output products for selected composite files




Generate Output Products

The following output products will be generated.

Preview

@, | §—# design_1.bd
== Il Synthesis

= E i Implementation

el . .
= fl Simulation

Synthesis Options

O Global
® out of context per IP
(O Out of context per Block Design

Run Settings
@ On local host: Mumber of johs:
() On remote hosts

O Usge LSF:

|Z| | GE“*_EI’EE H Cancel

Press right-click on the design_1.bd file and press Cr eat e HDL W apper. . .
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File Edit Flow Tools Window Layout View Help
P S I L ) e & S ) Runring design 1_bacan_0_0_synth X [ 51 ][ Cancel |
Flow Navigator 7 « | Block Design - design_1 * 7 x
aAzE Sources 202 X | t.pjagram x 20w x
o g
4 Project Manager it L [l 1] 4 design 1
Design Sources (2
&5 Project Settings 4 (e 1 hel) (1)
&% Add Sources bsca| @ Source Node Froperties...  ctre c
Language Templates g‘(::j“a’i:n‘ Bichenlo A+o oy
£ 1P catalog ity Creale HOL Wrapper. A
= View (Nstantiation Template u
4 1P Integrator Generate Output Products..
B Create Block Design Reset Output Products 27
5% Open Block Design Replace File..,
# Generate Block Design e o et
Copy All Files Into Project Ak
4 simulation X Remove File from Project... Delete
& Simulation Settings E”abb“e F“‘E STy
@ Di Fi AltHMinus.
@ Run simulation \sable File
Hierarchy Update » B
4 RTL Analysis @ Refresh Hierarchy o
@ Elaboration Settings IP Hierarchy Y . 0 compare 0
scan
& Open Elaborated Design  Set as Top 2] = A3L01 Gy pest2:0
2dd Module to Block Design er result{2:0] RTL randem_number i[31:0] B[31:0] 55 B
4 synthesis DT -
q Hi hy IP & N scan_v1 0 mpare_v1 0
@ Syrthesis Settings |er\a;c y et oy bscan_v1_0 compare_v1_0 Dyresizon
& Sources & g
@ Run Synthesis Edit Constraints Sets,
> BF Open Synthesized Design Source File Proj Edit Simulation Sets...
' - Associate ELF Files.
4 Implementation
E #design_1.bd | @ add Sources At
& Implementation Settings =
£ Report IP Status
> Run Implemertation [ Enabled
B
B open implemented Design) ||| ocatian: thomeffretzrwsp/lab_1a/lab_1a.sresfsou)
4 Program and Debug Type Block Designs | [ - |
#% Bitstream Settings Part: #c72010clgd00-1
¥ Generate Bitstream Size: 4.6 KB
» g% Open Hardware Manager | | Modified: Today at 11:15:07 AM
Copied to: <Project Directory=/lab_1a.srcs/source
General Properties
Tcl Console P 0OwE x
[ | Generated Block Design Tcl file /home/fretz/wsp/lab_la/lab_la.srcs/sources_1/bd/design_1/hv_handoff/design L bd . tcl |
wai| 1« Generated Hardware Definition File s/home/fretz/wsp/Tab_la/Tab_la.srcs/sources_L/bd/design 1/hdl/design_1.hwdef
S| export_ip_user_files -of_objects [get_files shome/Fretz/wsp/lab_la/lab_la.srcs/sources 1/bd/design L/design 1.bd] -no_script -sync -force -quiet L]
1] create_ip_run [get_files -of objects [get_fileset sources 1] /home/frefz/wsp/lab_la/lab_la.srcs/sources_1/bd/design_17desion 1.bd]
3 launch_runs {design_1_bscan_8_0_synth_1 design_1_compare_8_0_synth_1} ~
@ [Tue Apr 25 11:15:08 2023] Launched design_1_bscan_0_0_synth_1, design_1_conpare 0.0 synth L...
2| Run output will be captured here
esign_1_bscan_0_0_synth_1: /hone/fret2/wsp/lab_la/lab_la.runs/design_1_bscan_0_0_synth_1/runme.lo
{§|  desion i bscan 00 synth L snonet p/lab_la/lab_] design_1_bscan_0_0_synth Tog
desion_1_compare_0_0_synth_1: /home/fretz/wsp/lab_la/lab_la.runs/design_1_conpare_0_0_synth_l/runme.log
export_sinulation -of objects [get _files shome/fretz/wsp/lab_laflab_la.srcs/sources 1/bd/design 1/design_1.bdl -directory fhome/fretz/vsp/lab_laslab_la.ip_user files/sim_scripts -ip_user files dir /hnme/fretz/wsp/latg
K1) l bl
[Type a Tcl comnand here
BTd Console | © Messages Ellog 2 Reports 3 Design Runs
Generate HDL wrapper file and copy into project

Create HDL Wrapper

You can either add or copy the HDL wrapper file to the project. Use copy
option if you would like to maodify this file.

Options
(D) Copy generated wrapper to allow user edits

® Let vivado manage wrapper and auto-update

LE)K | Cancel

Now let's add the constraints file (the file which specifies which I/O ports of the Z7 board the DUT will use) to the project sources. Click the Add
Sour ces button on Vivado’s left menu.
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File Edit Flow Tools Window Layout View Help Quick Access
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Flow Navigator 7 « | Block Design - design_1 * 7 x
AZTS Sources 202 X | t.pjagram x 20w x
AT 5
4 Project Manager = = 3] & design_1
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@ Project settings iz design_1_wrapper - STRUCTURE (design_1_wrs | %
& Ad(kﬁuurcsﬁ Constraints 9
Lariguage Templates S\m:‘\’:lmn_ﬁaurceg N :L\j
1F P catalog - [
4 IP Integrator
# Create Block Design
5% Open Block Design
# Generate Block Design
4 Simulation
&
& Simulation Settings -
(@ Run Simulation .
4 RTL Analysis &
@ Elaboration Settings & compare_0
= e bscan_0
@ Open Elaborated Design =] —_— A[31:0] RTL Resiz:0]
el result{2:0] RTL random_number i[31:0] B[31:0] “oF -
4 synthesis [ | D] i -~ g
@ Syrthesis Settings Hierarchy IP Sources  Libraries Compile Order bscan_v1_0 Compare v1 0
& Run synthesis A Sources esign @ Signals @ Board &— > Res[2:0)
Source File Properties :_Oe X
4 Implementation < ?
P # design_L.bd
& Implementation Settings
> Run Implemertation [ Enabled
Location thomeffretziwsp/lab_laflab_1a.srcsfsou)
4 Program and Debug Type Block Designs
#% Bitstream Settings Part: #c72010clgd00-1
¥ Generate Bitstream Size: 4.6 k8
& Open Hardware Manager | | Modified: Today at 11:15:07 AM
Copied to: <Project Directory>/lab_la.srcs/source
General Properties
Tcl Console P 0OwE x
[ export_ip_user_files -of objects [get files /home/fretz/wsp/lab_la/lab la.srcs/sources 1/bd/desiqn L/design 1.bd] -no_script -sync -force -quiet |
wa|  create_ip_run Tget_files -of objects [get_fileset sources 1] /home/frefz/wsp/lab_la/lab_la.srcs/sources_1/bd/design_17design 1.bd]
= launch_runs {design 1 bscan 0 0 synth 1 design 1 compare 0 0 synth 1} H
1] [Tue Apr 25 11:15:08 2023 Launched design_1_bscan_0_0_synth_1, design_1_conpare_0_0_synth 1... L
g1 | Run output will be captured here
@ design_1_bscan_0_0_synth_l: /hone/fretz/wsp/lab_la/lab_La.runs/desiqn_1_bscan_0_0_synth_1/runne.log
) design_1_compare_0_0_synth_1: shome/fretz/wsp/lab_la/lab_la.runs/design_1_conpare_6_0_synth_Ll/runme.log
export_sinulation -of objects [get files shome/fretz/wsp/lab_la/lab_la.srcs/sources_1/bd/design_1/design 1.bd] -directory shome/fretz/wsp/lab_laslab_la.ip_user files/sin_scripts -ip_user files dir /home/fretz/wsp/lak
@ port._: _ob] get | p/lab_la/lab_ _ gn_ an_ i p/lab_la/lab_la.ip_user_ _scripts -ip_user_files P
nake_wrapper -files [get_files /home/fretz/wsp/lab_la/lab_la.srcs/sources 1/bd/design_1/design 1.bd] -top
add_files -norecurse /homesfretz/wsp/lab_la/lab_la.srcs/sources_1/bd/design_1/hd1/design_1_wrapper.vhd Q
K1) l bl
[Type a Tcl command her
BTd Console | © Messages Ellog 2 Reports 3 Design Runs
Specify andfor create source files to add to the project

Add Sources

Add Sources
VlVADO‘ This guides you through the process of adding and creating sources for your project

HLy Edi

® Add or create constraints

O Add or create design sources

O Add or create simulation sources
O Add or create DSP sources

O add existing block design sources

O Add existing IP

& XILINX

ALL FROGRAMMAELE. To continue, click Next

Cancel




Add Sources

Add or Create Constraints
Specify or create constraint files for physical and timing constraint to add to your project.

Specify constraint set: | constrs_1 (active)

+

Use Add Files or Create File buttons below

|_kld Files J | Create File

Copy constraints files into project

| ? = Back “ Mext = || Finish

Add Constraint Files

Look in: ‘Unaw ] F N EBs ORS E“E
—— I home -
5 constr O fretz
Jwsp /abl_alsrcs/sources linew > ‘
J sre
UJ labl_a
i sres
U constrs_1
J new N =
L.
File name: |fhomeffretzﬂWspfsr:flabliafsrcsfcomstrsilmew |
Files of type: |AH Files B|
QK | Cancel




Add Constraint Files

Look jm: ‘U new

Ao o=@ 9x5

H constraints xdc

Recent Directories

| 1 thomejfretzpwsp/sre/labl _a/srcs/sources_1/new - ‘

File Preview

[et_property BITSTREAM. SEU.ESSENTIALEITS yes [current_d-|
lset_property BITSTREAM.GENERAL .PERFRAMECRC YES [currenmt
iset_property BITSTREAM.CONFIG. INITSIGNALSERROR DISABLE

Iset_property -dict {PACKAGE_PIN ML4 IOSTANDARD LVCMOS3:
Iset_property -dict {PACKAGE_PIN M5 IOSTANDARD LVCMOS3:
lset_property -dict {PACKAGE_PIN Gl4 IOSTANDARD LVCMOS3:

icreate_pblock pblock_compare

ladd_cells to_pblock [get pblocks pblock_compare] [get ¢
resize_pblock [get_pblocks pblock_compare] -add {SLICE_
lcreate_pblock pblock_bscan

ladd_cells to_pblock [get pblocks pblock bscan] [get cel
resize pblock [get_pblocks pblock_bscan] -add {SLICE X1

<1 ] [

File name: |wn5tra|nt5.xdc

Files of type: |AH Files

=]

Add Sources

Add or Create Comstraints
Specify or create constramt files for physical and timing constraint to add to your project.

Specify constraint set: |, i constrs 1

Congtraint File | Location |
constraints. odc  Momefretrwspisrciabl_afsncsiconstrs_1new

Add Files Criate File

& Copy constraints files into project

After clicking the Fi ni sh button, you will see the const r ai nt s. xdc added to your source files.

| | Cancel

Cancal
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In order to perform fault injection, we need to make a few changes in the bitstream settings. Click on the bitstream settings (see the cursor in the
following snapshot)

Apras 14:41
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Flow Navigator 2 « | Project Manager Iab_1a 2 X
A= Sources 2= 02X ¥ project summary x LN =ER
- AT E|Fat
4 Project Manager Project Settings Edit
= Design Sources (
@ Project Settings design_1_wrapper - STRUCTURE Project name: lab_1a
8% Add Sources @_,dzﬁwgn,u - design_1 Project location: shomeffretziwsp/lab_la
Py @ design 1 - STRUCTURE ~
¢ Language Templates @01 becan 0 - design 1 bacan 0.0 (11 N . Product farnily: 2Zyng-7000
£F Ip catalog @ design_1_bscan_0_0 - design_1_bscan 0_0_arch vhd) (1) | Project part: b0 Z7-10 (xc72010clg400-1)
L@ UD - bscan - Behavioral (bacan.vhd) Top module name: desian 1_wrapper
4 IP Integrator @ compare_0 - design_1_compare_0_0 (Module R n Target | .
# Create Block Design @ design_1_compare_0_0 - design_1_compare_0_0_arch (design_1 arget language: VHDL
5 b L U0 - compare - Behavioral (compare.vhd) Simulator language: Mixed
EsiensniEiccdbe=ion ) Constraints (1)
& Generate Block Design ) Simulation Sources (1) Board Part
0 SiEaER Display name: zybo Z710
Board part name: digilentine. com:zyho-27-10:part0:1.1
5 Simulation Settings
Repository path; Joptxilinivivado/2016. 4/datasboardsiboard_files
(@ Run simulation
URL: htt, 8/pre !
4 RTL Analysis Board overview: Zybo 2710
% Elaboration Settings - \mplementation
> &Y Open Design | |[4]] ] D]
Hierarchy IP Sources  Libraries Compile Order Status  Complete status: + Complete
4 synthesis ‘ = oy | Messages (D 2uarnings Messages D 4 warnings
# sSynthesis Settings EollicslFllelEopar ) =0E Active run: synth 1 Active run: impl 1
P Run Synthesis . - Part: HC72010cg400-1 Part: %72010¢lg400-1
> B Open Synthesized Design - (G Strategy: Vivado Synthesis Defaults Strategy: Vivado Implementation Defaults
4 Implementation [ Enabled Incremertal compile:  None
& implementation Settings Locatian; hamejfr _Lajlab_La.sr urces_1/imparts/new Summary {Fodtel5istiz)
[> Run Implementation Type: [ DRC Violations Timing
> & —
81 0penlimplsmentediDasion | e l_defautiib] [ -] Summary: (1) 1 warning “Worst Negative Slack (WNS): A
4 Program and Debug Size: 0.4 KB Implemented DRC Re Total Negative Slack (TNS) NA a1
% Bitstream Settings Modified Monday 05/08/22 01:21:22 AM Number of Failing Endpoints: NA
¥ Generate gk“wegm Copied to =Project Directony=flab_la.srcsfsources_1/import s/new Total Number of Endpoints: NA
» @® Open Hardware Manager Copied from: 1_afsrcs/sources_L, vhd Implemented Timing Report
Copied on: Monday 05/09/22 01:21:22 AM Setup Hold Pulse Width
Read-only: No
Encrypted: o [=]|| utilization - Postdmplementation Power
General  Properties | Total On-Chip Power: 0.122 W E
Design Rums ?_0O 12 X
Q Mame | Constraints | Status | whns | TNS | wHS [ THS | TPwS | TotalPower | FailedRoutes | LUT | FF | BRAM [ URAM | PCle% | Start | Ela
o G-/ SYNth 1 (actiz) constrs_1 synth_design Complete! 0 0 0 0 0.000 4/25/2311:28AM 00
ola Ly impl_1 constrs_1 write_bitstream Complate! NA NA NA NA NA 0.122 0 3 3 o o 0.000 4/25/2212:00 PM oc
3 @[> Out-of-Context Module Runs
=/ design_1 Submodule Runs Complete 4/25/2311:15AM  OC
[
»
«
[+ 1 D}

3Tcl Console  © Messages [ Log [ Reports 2 Design Runs

Open Bitstream settings to change itstream file format settings

Tickthe mask fileandl ogic_l ocation_fil eflags and press apply



Project Settings

Bitstream

(i) Mote: Additional bitstream settings will be available once you open an implementec
General

___ ¢ Write Bitstream (write_bitstream])
i telpre -

|
tcl.post =
-rane_hitfile
-mmask_file
-no_hinary_hitfile
-hin_file
-readback_file
-logic_location_file
werbose

More Options

Simulation

b

Elaboration

Synthesis

OROOOEO

Implementation

3
el

Bitstream

-mask_file
Generate Mask File, The mask file is used to determine which bits in the bitstream
should he compared to readback data for verification purposes.

(]4 ] | Cancel | |k Apphy

We are ready to implement the design! Click the Run i npl ement at i on button



Eie Edt Flow Jools Window Layout View Help

Quick Access

i

5| meke wrapper -Tiles [get_files /home,fretz/wsp/lab_la/lab_la srcs/sources 1 /bd/design 1/design 1 bdl -top
@ add_Files -norecurse /home/fretz/wsp/lab_la/\ab_la.srcs/sources_1/bd/design_1/hdl/desion_1_wrapper.vhd
add_files -fileset constrs_1 -norecurse home/fretz/wsp/src/labl_a/srcs/constrs_1/new/constraints.xdc
inport_files -fileset constrs_1 shome/fretz/vsp/src/labl_a/srcs/constrs_1/new/constraints.xde
set_property STEPSWRITE BITSTREAM. ARGS. MASK_FILE true [get_runs impl_i]

set_property STEPS.WRITE BITSTREAM. ARGS.LOGIC_LOCATION FILE true [get_runs impl 1]

2
@

[« l

export_sinulation -of objects [get_files /home/fretz/wsp/lab_la/lab_la.srcs/sources L/bd/design 1/design_1.bdl -directory /home/fretz/wsp/lab_la/lab_la.ip_user_files/sim_scripts -ip_user_files_dir /home/fretz/wsp/lat |

3 H @ & D %S X | L @ [30efault Layout MLE AN Ready
Flow Navigator 7 « | Block Design - design_1 * 7 x
azs Sources 220 X fapiagram x 2O x
A= e
4 Project Manager L 1] 4 design 1
Design Sources (1
@ Project settings &~z design_1_wrapper - STRUCTURE (de e
3% add Sources Constraints (1
" el constrs_1 (1
J CEMFEGICTHALD Ly constraints.xdc
iF P catalog Simulation Sources (1
sim_1 (1
4 IP Integrator
# Create Block Design ’ﬁ‘/
5¥ Open Block Design N
# Generate Block Design
4 Simulation
&
& Simulation Settings -
(@ Run Simulation "
4 RTL Analysis &
& Elaboration Settings ] __compare 0
= e bscan_0
@ Open Elaborated Design =] A[31:0] RTL Resiz:0]
el result{2:0] RTL random_number i[31:0] B[31:0] “F -
4 synthesis [ | D] i -~ g
@ Syrthesis Settings Hierarchy IP Sources Libraries Compile Order bscan v1 0 compare v1 0
& Run synthesis & Sources G Design @ Signals @ Board &— > Res[2:0)
3 Source File Properties :_Oe X
4 Implementation &
i} £ constraints xdc
& Implementation Settings
> Run Implemantation ¥ Enabled
-1 87
e Location: thomefretziwsp/lab_1 aflab_l a.srcsicor
4 Program and Debug Type: [
#% Bitstream Settings Size: 1.2 KB
¥ Generate Bitstream Modified: Friday 05/06/22 02:37:44 AM
&% Open Hardware Manager | | Copied to; <Project Directory=/lab_1a.sres/constr:
Copied from: thomeffretziwspsrcilabl _a/srcs/constrs
" 270 v
General Properties
Tcl Console P 0OwE x
5|
| design_1_bscan_0_0_synth_l: /home/fretz/wsp/lab_la/lab_la.runs/design_1_bscan_6_0_synth_1/runne.log
= design_1_compare_@ @ synth_1: /home/fretz/wsp/lab_la/lab_la.runs/design_1_compare_6_0 synth_1l/runme.log

e Run output will be captured here:
[Type = Tl comnand her=

Typ
[ Td Console | = Messages Glog 2 Reports 3 Design Runs

Implement the active synthesized netlist

Launch Runs

Launch the selected synthesis or implementation runs.

Launch directory: &0 =Default Launch Directory=

Dptions
® Launch runs on local host: HMurnber of jobs:
) Launch runs on remote hosts

O Launch rung using LSF

) Generate scripts only

[ Don't show this dialog again

] | Cancel

When the design is implemented, open it to see where the DUT is placed in the FPGA




Implementation Completed =

é Implemantation successluly completed
Mt
# Open Implernented Dwosign
Garirata BRresm
hire Ripants
Don't show this dialog again

4 h__ Cancal

This is achieved via floorplanning. Floorplanning is a stage in the physical design process of an integrated circuit (IC) or Field-Programmable
Gate Array (FPGA) that involves assigning and positioning the various functional blocks or components of the design on the chip or FPGA die.

) Xilinx floorplanning is a feature in the Xilinx ISE or Vivado design tools that allows designers to define the physical layout of the FPGA
design, including placement of components, routing of signals, and optimization of timing and power.

In Xilinx floorplanning, designers use a graphical interface to specify the location and placement of the various components and sub-
blocks within the FPGA. They can also use floorplanning tools to optimize the physical design for performance, power consumption, and
area usage.

Floorplanning can significantly impact the overall performance and efficiency of an FPGA design. By carefully arranging the components
and sub-blocks on the FPGA die, designers can reduce signal delays, minimize power consumption, and improve overall system
performance.

Xilinx floorplanning also allows designers to perform advanced functions such as pin placement, placement constraints, physical design
rule checking, and power optimization. These features enable designers to optimize their FPGA designs for specific applications and
requirements.

See that the COMPARATOR has been implemented in the pink rectangular area shown below. There is also a small ping rectangular area for
BSCAN module. We do this in order to inject faults only in the DUT, which is the COMPARATOR. The BSCAN is our test vehicle, and we need to
keep it fault-free during our experiments in order to get proper results.

bmple mprd g oo [ papdere
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Now we are ready to generate the bitstream of the design. Click the Gener at e Bi t st r eanbutton
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Launch Runs

Launch the selected synthesis or implementation runs,

Launch directory: | =Default Launch Directory=

Options

® Launch runs on local host: HMumber of jobs:

O Launch runs on remote hosts
(O Launch runs using LSF

() Generate scripts only

[l Don't show this dialog again

*_JK | | Cancel

Section 3: Developing the algorithm to inject faults into the DUT with FRETZ

We will use https://github.com/unipieslab/FREtZ (https://osda.gitlab.io/19/3.2.pdf) to inject faults into the FPGA.

FREtZ provides a rich set of high-level Python APIs and application examples to readback, verify and manipulate the bitstream and the device
state of all AMD 7-series and UltraScale/UltraScale+ MPSoC/FPGAs. Specifically, FREtZ increases the productivity of performing fault-injection


https://github.com/unipieslab/FREtZ
https://osda.gitlab.io/19/3.2.pdf

and radiation experiments by hiding low-level Vivado TCL/JTAG commands that are executed behind the scenes to access the PS and PL
memories of the target device.

1) Open a terminal

cd wsp/sysyfos-fretz-host-sw
source env/bin/activate
code

Click the Open Wor kspace

EF LR Lo L - Ay e TR - WRaH Tiwedio Code

dmadcs coateais raiered from 87PN R L3RR

FREtZ has many classes and methods, but a user must describe the fault injection procedure in the Python file Ul / User Appl i cati on. py.
Feel free to check the current fault injection scenario described in the Ul / User Appl i cati on. py

In the following, we provide basic functions to perform fault injection:

def ConfigureDevice(self, bitstreanFileNane : str) -> ExecutionStatus:
"""Sends a command to configure the FPGA

:param bi tstreanfi |l eName: The filename of the bitstream which
wi Il be used for device configuration

:type bitstreantil eNanme: str

:return: The status of the execution process

:rtype: ExecutionStatus

@t ati cnet hod



def Fi ndNonMaskedSensitiveBits(ebdFranes : List[EbdFrane],
mskFrames : List[Frame]) -> List[tuple]:
"""Finds all the sensitive bits which are non-nmasked

: param ebdFranmes: The design EBD franes

:type ebdFranes: List[EbdFraneg]

. param nskFrames: The design mask franmes

:type mskFranes: List[Framne]

creturn: Alist of tuples where each tuple consists of:

| I'ndex | Name

Tttty ety st
e
| O | franel ndex | The index in the provided
[ist where the itemresides [
A o e e e e e e e e e oo o
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 1 | bitlndex | The bit index (which is
sensitive and non-masked) in the frane |
S A o e e e e e e aa oo
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e ee oo +
| 2 | frane address val ue | The frane
addr ess [
A o e e e e e e e e e oo o
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

note:: The nethod could return an enpty I|i st
crtype: List[tuple]

def ReadFrane(self, address : int, framesToRead : int) -> List[Frane]:
"""Reads franes fromthe renote device

. param address: The starting address of the frane read process

:type address: int

. param franesToRead: The nunber of franes to read

:type framesToRead: int

:return: The franmes read fromthe renote device.

crtype: List[Frane]
def BitFlip(self, bitPosition : int, word = None):

"""Flips a bit in the frane content given the bit position and
t he word

:param bi tPosition: The bit position which will be flipped
:type bitPosition: int
:param word: The word where the bit resides. If this paraneter



is None then bitPosition is related to the length of the frane,
defaults to None
:type word: int, optional

Exanple 1: bitflip at bit position 2100 -> franme.BitFlip(2100)
Example 2: bitflip at word 20 and bit 17 -> frame.BitFlip(17,
20)

def WiteFranme(self, frames : List[Frane]) -> ExecutionStatus:
"""Wites a list of franes

cparam franmes: The franmes to be witten
:type frames: List[Frane]
:return: The execution status of the comand
:rtype: ExecutionStatus
def WiteBscanRegister(self, address : int, value : int) ->
Executi onSt at us:
"""Wites a BSCAN register

. param address: The address of the BSCAN register
:type address: int

. param val ue: The value to be witten

:type val ue: int

:return: The status of the execution process
rtyp

def ReadBscanRegi ster(self, address : int) -> int:
"""Reads a BSCAN register

. param address: The address of the BSCAN register to read
:type address: int

:return: The val ue of the BSCAN register

crtype: int

To run FREtZ, please select f r et z. pythat is located in the root directory of FREtZ, and select Run W t hout Debubbi ng.
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The project directory name that we specified is | ab_1a. fret z.

When you specify the following settings please press the Create button

Project name: lab_1a.fretz |

Project path:  /home/fretz/wsp/lab_1a || P select... |
FPGAdevice:  XC7Z010 - |

IP address: 127.0.0.1 | TcPport: 7000 3|

! UseVivado  fopt/Xilinx/Vivado/2016.4/bin || P select.. |
File parsing

|+ Frames parsing
| | Logic Location (LL) parsing

| Cancel | | Create |

The following window will pop up.



File Project Window Help

Load project

The project files are missing or they are invalid!
Please add the required design Ffiles (*.bit, *.ebd, *.ebc,
*.msk, *.ll) in to the project Folder (fhome/fretz/wsp/lab_1a/

lab_1a.fretz) and reload it

IP address: |12T.D.ﬂ.1 | TCP port: | 7000 :|

V| Use Vivado |,J'optf}iilinvaivadnf20‘l6.4fbin | | I Select...

3 File parsing

v | Frames parsing

Logic Location (LL) parsing

) Itinstructs you to copy the following files:

BITSTREAM (.bin): <vivado_project_name>.bin

MASK FILE (.msk): <vivado_project_name>.msk

DEVICE READBACK BITS (.ebc): <vivado_project_name>.ebc
ESSENTIAL BITS FILE MASK (.ebd): <vivado_project_name>.ebd
LOGIC ALLOCATION FILE(.Il): <vivado_project_name>.l|

Xilinx 4—7 Series devices allow users to read the configuration memory. There are two readback modes: Readback Verify (RbV) and Readback
Capture (RbC). The RbV and RbC procedure outputs a readback configuration bit file of a device (.ebc) file.

The configuration bits of the device (.ebc) can be classified as essential (.ebd) and critical bits, as shown in the following figure.



Device readback bits
(EBC)

Essential bits mask
(EBD)

Critical bits
or
Bitflips that
cause an
., errar py

- -

The essential bits can potentially cause an error on the DUT when corrupted. We try to identify which essential bits will cause the error with fault
injection experiments. These are called critical bits.

As mentioned, the Architectural Vulnerability Factor (AVF) is a popular reliability metric that shows how sensitive a DUT is to soft errors. In other
words, it shows the portion of faults that lead to an output error.

AVF=output errors/total injected faults.

The AVF of an FPGA circuit depends on many factors, such as the circuit's architecture, how the circuit is placed and routed onto the FPGA, and
the architecture of the FPGA itself.

In this lab, we inject a fault into the comparator and check if the fault leads to an error, as shown below:

Fault
r—‘ﬁ\ Error?
- =t
Comparator ——

— < Quter Scope

BIT file

A binary file that contains proprietary header information as well as configuration data.

MASK file

A mask of the bit file that indicates which bits are not dynamic, i.e., do not change during circuit operation

EBC file

The EBC file is a reference file containing the FPGA's memory cell content. This is the same content read back by the Vivado hardware
manager. It is important to note that this file is not the same as the bitstream used to program the part.

EBD file

The EBD file is used to mask the EBC file meaning that a 1 in the EBD file corresponds to an essential bit in the EBC file. An EBC file bit of 1 or
0 can be essential or critical depending on if there is a corresponding 1 in the EBD file for this bit.

LL file

With RbC mode, one can check the state of registers in a circuit since RbC mode allows the state of the CLB configuration memory cells to be
read. This can be done by issuing a GCAPTURE command to the configuration access port of the FPGA so as to sample all CLB register values
into configuration memory cells. These values can then be read back along with the configuration frame containing the status of user memory
elements (e.g., registers). However, designers must know the frame address and configuration bit offset of the SRAM cell corresponding to the
desired register output of the DUT. These parameters are given in the logic allocation (*.Il) file, which is automatically generated by the Xilinx ISE
/Vivado design tools. The logic allocation file includes four fields, namely a bit offset, a frame address, a frame offset, and information for each
configured resource, as depicted in Fig. 5. In the following, we provide an example where the registers corresponding to the voter status of a
TMR component are determined from the information fields that then allow the frame addresses and frame offsets to be extracted:



<bit offset> <frane addr> <offset> <Information>
Bit 19488835 0x0042021f 3107 Bl ock=SLI CE_X3Y48 Lat ch=AQ Net =vot er s[ 6]
[status_bits[1]

READMORE in https://support.xilinx.com/s/article/14468?language=en_US

OK, now that we know what all these files mean, let's copy them from the Vivado project to the Fretz project folder in order to perform the fault
injection.

Open terminal

cd ~/wsp/lab_la/lab_la.fretz/

cp ../lab_la.runs/inpl _1/*.11 ../lab_la.runs/inpl_1/*.bit ./
cp ../lab_la.runs/inpl _1/*.ebd ../lab_la.runs/inpl_1/*.ebc ./
cp ../lab_la.runs/inpl_1/*. sk ./

cp ../../src/labl_al/srcs/fretz_1/franes.txt ./

Then close the pop-up window:

vivado projects/

.gitignore
LICENSE.md

LICENSE.md README.md

In FREtZ GUI press the Load pr oj ect button.


https://support.xilinx.com/s/article/14468?language=en_US
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Turn on and connect the Zybo card to the Virtual machine.

Mew USE Device Detected

Choose where you would lke to connect Future Devices Diglent Adept LSS Device
(O)Connect to the host

(@) [Connect to a virtual machine!
Virtual Machine Hame
Fretz-Ubuntu-54-bit

[CIremember my choice and do not ask again

e

Click the Open appl i cati on button.
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Click the St art button.

Gl I

Eile Project window Help

Bk BON

Log window

XIUNK NW_SEIVer vZuto.4
#*+ Build date : Jan 23 2017-19:28:34
** Copyright 1986-2016 Xilin, Inc. All Rights Reserved.

1682455929.633125:INFO: [Labtoolstcl 44-466] Opening hw_target localhost:3121/xilinx_tcf/Digilent/210351A818FFA
1682455930.995898:INFO: [Labtoolstcl 44-464] Closing hw_target localhost:3121/xilinx_tcf/Digilent/210351A818FFA

1682455930.998796:INFO: [Labtoolstcl 44-466] Opening hw_target localhost:3121/xilinx_tcf/Digilent/210351A818FFA

D
P .

V0.0.1 /home/fretz/wsp/lab_1a/lab_1a.fretz [EHNSEEE N/A

At the bottom of the FREtZ GUI, you will see that we have a connection with the board. Also, in the Log wi ndowyou will see that FREtZ
communicates with the Vivado Hardware Manager in order to instruct it to read and write frames during the fault injection procedure.
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Now switch to the Microsoft Code editor to observe what is reported in the terminal. At the end of the fault injection experiment, you will see that

the AVF of the experiment is reported.

File Edit Selection View Go Run Terminal Help

EXPL

~ SYSYFOS-HOST-SW (WORKSPACE)

@ _init_.py

% Boardin

@ Boardstatus.py

# ExecutionStatus.py
& Status.py

@ Version.py

% Vivado.oy

@ Worker.py

> Layout
> Projes

CommandManag:
£ MainApp.kel
Tepserver.cl
> Tep
- Ul

@ FrmApplication.py

@ FrmLayout.py
= FrmLayout.ui

% FrmLog.py

= FrmMyApp.ui

% FrmProject.py

= FrmProji

# FrmProjectSettin

> Utilities

% dli_fretzpy

% fretzpy
doc

= Communi

OL"lINE

) TiMELINE
Pmaint O @0A0

0

fretz.py - sysyfos-host-sw (Workspace) - Visual Studio Code

@ fretzpy X UserApplication.py M

ts import QAppl

from PySide2.QtCore import QCoreApplication, Qt

m UI.MainForm inForm

main(
" Main e

QCoreApplication.setAttribute(Qt

form = MainForm()
fretzApplic

_name
main()

TERMINAL

Fault Detected. Result: 3

Faults|Frame:0x401220|Bit:0x487

Fault Detected. Result: 4294967295

Faults|Frame:0x40110a|Bit:0x7el

Fault Detected. Result: ©

Faults|Frame:0x401211|Bit:0x49d

Fault Detected. Result: ©

Faults|Frame:0x401211 |Bit:0x49d

Total AVF:@.12]

.AA_ShareOpenGLContexts)
fretzApplic A (an

Ln 14, Col 11

Python D

Spaces:4  UTF8 LF

Python

3.810 64-bit

A2



Now that you finished this design example, can you develop an experiment that performs fault injection in a 32-bit adder?

TIPS:

Provide via BSCAN the same date to the adder’s input

Get the result of the adder’s output via BSCAN

Compare the result with a golden value

Please uncomment the following lines (78-79) in the User Appl i cat i on. py if you want to debug

#pydevd. connected = True
#pydevd. settrace(suspend=Fal se)
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