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ENISA

* Evpwnaikoc Opyaviopoc yia tnv Aopaieia Atktuwv kot MAnpodoplwv
e European Network and Information Security Agency (ENISA) [2004-2019]
* EU Agency for Cybersecurity [2019-...]

* |16pUBNKe otic 10 Maptiou 2004
e EdpeveL otnv ABnva kat oto HpakAelo Kpntng

e 2TOYOL
e AtaodaAilon SikTuwv Ko TAnpodopLwv evtog tne EE
. Evnuépwolr] TIOALTWY, KOATOVOAWTWY, ETOLPELWV KoLl SNUOCLWV/KPATIKWV
OPYOAVIOUWV
e Juykpotnon Opadoac Avtuetwriiong Meplotatikwyv  AodoAeiac o€
YTtOAOYLOTEC

* Computer Security Incident Response Team (CSIRT)

* Eupwraiko avaAoyo Tou Katoxupwuévou opou Computer Emergency Response Team
Coordination Centre (CERT, CERT/CC, H.M.A.)



e Morris Worm (1988). To
see one of the first
examples of a computer

I_l E p LO-E a-c l, K(') Q virus that exploited
known vulnerabilities,
. 30 years of ' we have to go back to
I\/l Orrls cybersecurity 1988, two years before
vulnerabilities the World Wide Web

was invented. Morris
Worm was one of the

AU 0 XpOV Lol T[p v Tr]V first computer worms to
aTto Kd)\U LIJ N TOv WWW spread via the Internet.

It exploited known
vulnerabilities in Unix
Sendmail, rsh/rexec, as
well as weak passwords.
While the creator’s
intention wasn't to
cause any damage,
rather to highlight
security weaknesses, it
caused between
$100,000 and
$10,000,000 in
damages.

https://www.pandasecurity.com/en/mediacenter/panda-security/three-decades-vulnerabilities/




lotopka otowxela CSIR

2uotaon tTn¢ tPwtnG CSIRT poALg Aivec pEpeEC peta to MeploTatiko
Morris

e KEvtpo Zuvtoviopou CERT (CERT/CC3) oto Maverotnuio Carnegie
Mellon University tou Pittsburgh (Pennsylvania)

* Anulovpynbnke amd tnv Ymnpeola Epeuvoc MponyuEvwv ALUVTIKWY
MNpoypappdatwyv (DARPA)

Evpwrnaikn epappoyn CSIRT
* SURFnet-CERT
e AnupovpynBnke amo tov oAAaVOLKO akadnuaiko rapoyxo unnpectwv SURFnet

e 260 katayeypappevec CSIRT og 42 Evpwraikeg xwpec (Nogu. 2015)
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EAANVIkEC CSIRT 2022

Team name Full name Constituency Contact

AUTH-CERT |Aristotle University of Thessaloniki CERT NREN auth.gr
FORTHcert |FOUNDATION OF RESEARCH AND TECHNOLOGY CERT (formerly FORTH CERT) Service Provider Customer Base forth.gr/forthcert/
GRNET-CERT | GRNET-CERT NREN cert.grnet.gr
NCERT-GR | Greek National Authority Against Electronic Attacks Government, National cert.gov.gr

AB-CSIRT Alpha Bank Computer Security Incident Response Team Financial alpha.gr

GR-CSIRT Hellenic Cyber Security Incident Response Team Government csirt.cd.mil.gr/


http://auth.gr/
http://forth.gr/forthcert/
http://cert.grnet.gr/
http://cert.gov.gr/
http://alpha.gr/
http://csirt.cd.mil.gr/
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KuBepvo-armel\eg




AvodopEeC Kal OLAXELPLON TIEPLOTATIKWV
PREPARE Avtipetwnion (Response)

Alepelvnon kot avaiuon

* [ePLOPLOUOG ] AVTILETWTTILON
* EmBeBaiwon
* Kataypadn kot kowvormoinon

Incident and AvaBswpnon Kal emaveéETaon

Vulnerability Reports
Network Monitoring

Technology Watch
and Public Monitoring

General Information Detect Triage Respond
Requests
Evtonopoc (Detection) .
* Avadopéc aodpalelac AwaBaduion (Triage)
* Evnuepwrtikd dehtia « Katnyoplomoinon sumaBeslwv
, , , PROTECT nvopLomolnon
I_IOLIpOLKO)\OUGr]GI’]ASILKTUOU, e KoBoplopodc mpotepotdTnToG
avixveuon elcfoAwv * AvaBeon MPOTEPALOTNTAC

Movtelo BEATLOTNC TTPAKTIKAC SLAXELPLONC TIEPLOTOTLKWY

Killcrece, G. (2012). Incident Management. [online] Cybersecurity and Infrastructure Security Agency (CISA). Available at: https://www.us-cert.gov/bsi/articles/best-
practices/incident-management/incident-management



2TOLEla avadopac KuBepvo-ameIAnC

e JUvToun meplypadn KuBepvo-amnelAng otnv nepiodo avadopag
* EvbladEpovta oTtoLxela Ko TTopaTNPOELS
* TAOELC KOLL OTATIOTIKA OTOLXELOQ LE TOTLOAOYLKEC VA dOPEC
* 2 NUOVTILKOTEPQO TIEPLOTATLKA
* JuyKkekplpuevol dopeic eniBeonc (attack vectors)
* Metpa mpoAnyPnc, MEPLOPLOUOU I AVTILETWTTILONG
* AAuoida kataotpodnc TnS KLPBepvo-aTelAnC
e AELOONUELWTEC TINYEC
MpogxeL n taélvopunon Twv KuBepvo-amelAwyv



T ,
atwvopnon ENISA 2012-2014

ploits
Worms/Trojans E/;]
Web-based
attacks®

Code Injection Attack d
wd Q\ﬁ:;:i/“ojans
e ° ks/Injection attacks™

Exploit Kits

Botnets |;-/ 1‘
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2015
Web based attacks
Malware™
Web application attacks
Exploit kits
Botnets
Denial of service
Phishing
Data Breaches
Ransomware!™
Spam
Cyber Espionage
Physical damage/theft/loss
Identity theft
Information leakage
Insider threat

[10] Renamed 2014 Malicious Code: Worms/Trojans

aévopunon ENISA 2014-2020

Threat Landscape
2016, 2017
Web-based attacks
Malware
Web application attacks
Exploit kits
Botnets
Denial of Service
Phishing
Data breaches
Ransomware
Spam
Cyber espionage
Physical manipulation/damage/theft/loss"*?
Identity theft
Information leakage
Insider threat

[11] 2015: Year of ransomware (100% more attacks than in 2014)

[12] 2016 ATM fraud

[13] 2018: Year of cryptojacking (600% more attacks than in 2017)

2018-2020
Web-based attacks
Malware
Web application attacks
Cryptojacking™
Botnets
Denial of Service
Phishing
Data breaches
Ransomware
Spam
Cyber espionage
Physical manipulation/damage/theft/loss
Identity theft
Information leakage
Insider threat



Nea tacwvounon 2021-...
.~ Threatlandscape

2018-2020 2021-...
Ransomware Ransomware
Malware Malware
Botnets RAT, Skimmers, Botnets
Cryptojacking Cryptojacking
Spam E-mail related threats
Phishing Spam, Phishing, Spear phishing, BEC, Smishing

Data breaches

Information leakage

Identity theft

Cyber espionage

Physical manipulation/damage/theft/loss
Insider threat

Web-based attacks

Denial of Service Threats against availability and integrity
Web application attacks DoS / DDoS / Ransom Denial of Service (RDoS)

Threats against data

Cyber espionage

Disinformation-misinformation

Non-malicious threats
Upgrades, Vulnerabilities, Zero day, CVEs, Libraries/software bugs

Physical manipulation/damage/theft/loss
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2019-20

—e—Malware
—e—\Web-based attacks
—e—Phishing

Web Application Attacks
—e—Spam
—e—DDoS
—eo—|dentity theft
—e—Data breach
—e—Insider threat
—e—Botnets
—e—Physical manipulation/damage/theft/loss
—o—|nformation leakage
—e—Ransomware
—o—Cyber espionage

Cryptojacking
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Katnyopieg enttiBepevwv




Katnyoplec emtiBepevwy

Kivntpa/aitia EkAoyikeuon Erutndésuon
CYBER CRIMINALS Owkovouka opeAn, e€ayn XapunAn
INSIDERS Mpoowriko 0deAog, akovoLa YynAn
NATION STATES Apuva YynAn
CORPORATIONS Etaipikn (avti)kataokomnia YynAn Kupaivetat
HACKTIVISTS MoALTIKA, KOWVWVLKQ, LEEOAOYLKA MétpLa MéetpLa
CYBER TERRORISTS Kataotpodr MétpLa MétpLa
SCRIPT KIDDIES E€an MoAU xaunAn XaunAn




QOELC ETUTIOELEVWV

Cyber-
Cyber-criminals Insiders Nation states || Corporations Hacktivists Y ) Script kiddies
terrorists
Malware I | I I | 11 1| |
Web Based Attacks I | | I B S A | ]
Web Application Attacks | p— | I N S | )
Phishing I B B B S | 1| |
Denial of Service I | I | | —
Spam i | I | I 1 I 1 I
Botnets I | | I I | | I | |

Data Breaches

Insider Threat

Physical

manipulation/damage/theft | g — ——— —— E— 1

Information Leakage

Identity Theft I S B B A |
Cryptojacking I N | 1 1 I
Ransomware

Cyber Espionage




EvOladEPOVTO OTOLXELA KAL TTAPATNPNOELG

KpttipLa emttAoyng
* NEoc TpOmoc ekKONAWONC TNE ATIELANC

The first malware targeting safety systems of critical infrastructure
* [MANBoc emBecewv gupelog KALLOKOG

Necurs is the top spoamming botnet

* JTOXEUON CUYKEKPLUEVOU OLKOVOULKOU I KOWVWVLKOU KAAdou
Fewer vulnerabilities observed for Finance, Retail and Healthcare

* JTOXEUON UE YEWYPADLKA KpLTNpLOL
DDoS and geo-politics landscape
e EmBEoeLc oV emITAOO0ULV I EMNPEA{OVTOL ATIO TEXVLKEC, TAKTLKEC N
VOLLLKEC AAOLYEC
Insider threat perception changed with GDPR



Avadopec MNeplotatikwv AcPaAeLOC

AAvoida kataotpodnc, MITRE ATT&CK




A\voida kataotpodnc

Beconnaissance I

® Detect: Threat intelligence, intrusion detection
e Countermeasures: Information sharing policies

® Detect: Threat intelligence, intrusion detection

¢ Detect: Endpoint malware
e Countermeasures: AV, firewall, ACLs, NIPS, trust zones

lEproitation

¢ Detect: Endpoint malware
e Countermeasures: Password protection, DEP, firewall, NIPS, trust zones

]|nsta||ation

¢ Detect: Log monitoring
e Countermeasures: multi-factor authentication, ACLs, AV, firewall, trust zones, NIPS

lCommand & Control

¢ Detect: Intrusion detection
e Countermeasures: Firewall, ACLs, NIPS, Tarpit, DNS redirect, DNS sinkholes

lActions on Targets

¢ Detect: Endpoint malware
e Countermeasures: Encryption, malware protection, QoS, honeypot



ANvoida kKataotpodPnC areEAwWV

Malware

Actions on
Targets

Command and

Installation
Control

Reconnaissance|| Weaponisation Delivery Expoitation

I [ ][ | | I N S

Web Based Attacks

Web Application Attacks

Phishing

Denial of Service

Spam

I | ][ | I N | I |

Botnets

[ il | il |

Data Breaches

Insider Threat

Physical
manipulation/damage/theft|, 1 1| | I | 1| |
Information Leakage | g e E— R )| | I
Identity Theft I B A | [ I | I
Cryptojacking I N | I | I I S
Ransomware

Cyber Espionage




M

RE A

&CK

MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK)

. Resource . . . Privilege . Credential . Lateral . Command and .
Reconnaissance Development Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
10 techniques 6 technigues 9 technigues 10 techniques 18 techniques 12 techniques 37 techniques 14 technigues 25 techniques 9 technigues 17 techniques 16 technigues 9 techniques 13 technigues
Active Scanning Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Brute Account Exploitation of Archive Application Automated Account Access
: Infrastructure 5, Compromise Scripting Manipulation ;,, i Control Control Force (4, Discovery (g4 Remote Services {ll§ Collected Layer Exfiltration ,,;, Removal
Gather Victim Host Interpreter g, Mechanism 4, Mechanism 4, Data 55, Protocol (4 i
Information ;, 4, Compromise Exploit Public- BITS Jobs - Credentials Application Window Internal Data Transfer Data Destruction
- Accounts (5, Facing Application Exploitation for Client Access Token Access Token from Password Discovery Spearphishing  Audio Capture Communication Size Limits
Gather Victim Identity Execution Boot or Logon Manipulation 5, B Manipulation s, Stores ;3 Through Data Encrypted for
Information ;, -, Compromise External Remote Autostart ‘ o i Browser Bookmark Lateral Tool Automated Removable Media Exfiltration Impact
i Infrastructure ;, Services Inter-Process Execution 5, Boot or Logon  BITS Jobs Exploitation for  Discovery Transfer Collection Over
Gather Victim Network Communication g, S Autostart Credential Access Data Alternative Data
Information 5, Develop Hardware - B Boot or Logon Execution ,,,,, Deobfuscate/Decode Cloud Infrastructure Remote Clipboard Data Encoding 5, Protocol g5 Manipulation -,
- Capabilities ,,,  Additions Native API Initialization ~ Files or Information Forced Discovery Service - -
Gather Victim Org i Scripts (o5, Boot or Logon Authentication Session Data from Cloud Data Exfiltration Over Defacement ;,,
Information ;, ,, Establish n Phishing Scheduled : Initialization Direct Volume Access Cloud Service Hijacking ,,,, Storage Object Obfuscation 5,5, C2 Channel
i Accounts (g5, i Task/Job ;g Browser Extensions [ Scripts 5/, Input Dashboard i Disk Wipe 45,
Phishing for Replication — - Execution Capture Remote Data from Dynamic Exfiltration
Information -, Obtain Through Shared Modules Compromise Client 8 Create or Modify | Guardrails ., o Cloud Service Discovery [ Services Configuration Resolution ;4 Over Other Endpoint Denial
" Capabilities ; 5, Removable Media Software Binary System Man-in-the- . Repository 5 . Network of Service
Search Closed i Software Deployment Process 4 Exploitation for Defense Middle Domain Trust Discovery  Replication i Encrypted Medium i
Sources g5 Supply Chain Tools Create Evasion Through Data from Channel ,, Firmware
Compromise (44, Account g5, Event Triggered Modify File and Directory Removable Information Exfiltration Corruption
Search Open ~ M System = Execution 5 File and Directory Authentication Discovery Media Repositories ;,, Fallback Channels Over Physical
Technical Trusted Services (/5 Create or Modify i Permissions Process ;. i Medium Inhibit System
Databases 5, Relationship o System Exploitation for Modification ), : Network Service Software Data from Local Ingress Tool : Recovery
s User Execution Process ;s Privilege Escalation m— Network Sniffing ~ Scanning Deployment System Transfer Exfiltration
Search Open Valid - Group Policy Tools Over Web Network Denial
Websites/Domains g5, Accounts (5,4 Windows Event Triggered  Group Policy Modification OS Credential ~ Network Share Data from Network Multi-Stage Service ;5 of Service 5,
i Management Execution 45,  Modification Dumping (5,  Discovery Taint Shared Shared Drive Channels i i
Search Victim-Owned Instrumentation i Hide Artifacts : Content Scheduled Resource Hijacking
Websites External Remote Hijack Execution - Steal Application Network Sniffing Data from Non-Application Transfer

Services Flow (545,
Hijack Execution Process
Flow 5,41, Injection 4y,
Implant Container Scheduled

Image Task/Job 55,
Office Valid
Application Accounts 4,
Startup 5 '

Pre-0S Boot s,

Scheduled
Task/Job ;g

Server Software
Component 5,

Hijack Execution
Flow (/1)

Impair Defenses 5,

Indicator Removal on
Host o/

Indirect Command
Execution

Masquerading

Modify Authentication

Process /4,

Modify Cloud
Compute
Infrastructure

Access Token

Steal or Forge
Kerberos
Tickets (4,

Steal Web
Session Cookie

Two-Factor

Authentication
Interception

Unsecured
Credentials ;)

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery (g3

Process Discovery
Query Registry

Remote System
Discovery

Software
Discovery (g,

Use Alternate Removable Media
Authentication

Material Data Staged (;

Email
Collection (44,

Input
Capture 4

Man in the Browser
Man-in-the-
Middle (5,

Screen Capture

Video Capture

Layer Protocol
Transfer Data to

Non-Standard Port Cloud Account

Protocol Tunneling

n Proxy .4

Remote Access
Software

Traffic
Signaling

Web
Service ;3

Service Stop

System
Shutdown/Reboot



>Tolxela ATT&CK

e Baoeslc/untpec [matrices]

e Erixepnotakn [Enterprise]

* Windows, macQOS, Linux, PRE, Azure AD, Office 365, Google Workspace, Saa$, laas,
Network, Containers

e Kivntwv cuokevwv [Mobile]
* Android, iOS
e Blropnyovikwv cuotnuatwy eAgyxou [Industrial Control Systems (ICS)]
* SCADA, Remote Terminal Units (RTUs), Programmable Logic Controllers (PLCs), etc.

* ToKTLKEC [tactics]
e \oyoc/okomoc emniBeong
e Texvikec [techniques]
e Tpomoc ekdNAwonc eniBeonc



>Tolxela ATT&CK

* [Inyeg 6ebopevwy [data sources]

» Katnyoplec dedopévwy amno atodbntipec/kataypodn

* Mnyec Sedopevwy Mou oxXeTil{ovTal LLE TOV EVIOTILOUO HLaC TeXVLKAC ATT&CK
* Metplaoelc [mitigations]

* Metpa amoduync N mePLOPLOUOU HLOC TEXVLKNC

e Emxelpnotlakéc [Enterprise]

e Kivntwv cuokevwv [Mobile]

* Oupadec [groups]
* \OYLOULKO [software]



ATT&CK amo avadopa

T1068 - Exploitation for Privilege Escalation T1033 - System Owner/User Discovery

I T1059 - Command-Line Interface

The most interesting PDB string is the *4113.pdb, hich appears to reference CVES2014-4113, This CVE is a local
kernel vuinerability that, with successful exploitation, w ive any user SYSTEM gccess on the machine

The malware componenmt, test . exe, uses the Windows comma
the elevated privileges of "System”™ and creates persistence by creating the following scheduled task:

"cmd.exe” /C whoami” fO verify it is running with

schtasks /create /tn "mysc®™ /tr C:\Users\Public\test.exe /3sc ONLOGON /ru "Systea®

Wen executed, the malware first establishes a onnection to 192.157.198.103 using|TCP port 19131 The
alware sends the SOCKSS connection request "4 01 00* and verifies the server response startfwith *05 00",
The malware then requests a connection 1o 19%7184.60.229 on|TCP port 8l1jusing the command £5 01 00 01 <C
D8 3c 5 00 S1* and verifies that the two bytes from the server are * is the IP address
and 00 51 is the port in network byte order).

T1053 - Scheduled Task

T1065 - Uncommonly Used Port

T1095 - Standard Non-Application Layer Protocol T1104 - Multi-Stage Channels




E-mail related threats [1

about
E-mail

domain

Enterprise ATT&CK v10

P InifialAccess Execufion Persisten ce Privilege E scalation Defense Evasion Credential Access Discowery Lateral Movement Collection Command and Control Exfilration Impact
Abuse Elevaton ‘AbuseElevalbn Exploltation ‘Application
Active Scanning Acquire Inffa stucture Drive- by Comp rom se Account Manipuation e et otsm o s chomm Adversa y-in- the- Middie Account Discovery e Sorvices Adversa ryin-the- Middie o col Autom ated Exiltra ion Account Access Rem oval
Exploit Public- acing iner Access Access ‘Application ‘Comm unication Through Data ;
Application Administr ation Co mmend BITS Jobs Token Man p ulaion Token Men p ulation Brte Force Window Discove y Archive Cole cled Data Remo vable Media | | _Transfer sie Limits Daslhancion)
Comp om e Extemal BootorLogon BootorLogon Cred entials Browser Exdilraion Over Data
I astru cture Rermo te Services Deploy Qntaine r Autosta t Exection Autosta 1 E xecution BITS Jobs fiom Password St ores Bookma rk Discover Lat eral Too | Tran sfer Audio Cap ture Data Enco ding Altemative Proto col Encrypt ed for Imp act
Exploiation BootorLogon B: Exploltation Cloud Infra stuctu re Remo te Senvice Exditraion
Develop Capablities Hard ware Addition s e it oo B Build Ima ge on Host o Acoess ooty iy Automated Cole ction Data Obfuscaton o amnel Data Manipu lation
" Inte Pro cess Createor Deob fuscatel Do code Cloud Browser Exitraion Over
Phishing Communication Browser B ensions Modify System Pro cess Files_orIn fomn ation Senvice Da shboard Remote Services Session Hijacking Dynamic Resolution Othe rNetwork Med ium Deface ment
Replication Thr oug h Comprome Domain Cloud Replicatio n Thr oug h Exiltraion
Obiain Capabiltie s Remo vable Media Native API Client y Policy Mod f tation Deploy Gntaine Forge Web Crede nals Senvice Discovery Remo vable Media Clipboard Data Encrypt ed Chan nel Over Physical Medim Disk Wipe
Cloud Sorage Software Data from Exilraion Endpont
Schedub dTaskldob Greate Account EscapetoHost Direct Volumee Acce ss Inp ut Capture Object m:fvgy Deploym ent Tools Cloud Sorage Object Falback Chan nels Over We b Sewice Dentl of Sarvice
Creatoor Event Domain Vo i Conta iner Data from Configur ation
Trusted R lationship Share dMo dules Mot SystemPro coss Tiaoer Pty Mod b o o ication Pro cass . Roegurco Discovery Taint Shared @ ntent Repostey Ing ress Too | Tran sfer Schedub d Transfer Firmware Coruption
Software Event Exploitation for Use Altema e Data from Infor mation Transfer TThbit
Vald Accounts Demteonent Toois. o e Exocttion Exection Guardrails Network s ifing Domain Tru st Discovery e ST Muti St age Chanels st .
Extemal Exploitaion File and Non- Ap plication
System Ser vices Remote Services Hijack Execution Flow for Defense Evasion 0S Cred ential Dum ping Directo ry Discovery Data from Local System Laye rProto col Denial of Senice
File and Dire clory Data fom )
Hijack Execution Flow Process Injection B o e tion Group Policy Discovery e ared Diive Non- Standard Port Resou oe Hijacking
Windows M anag emen t Network Data
Windows Mana mp lantntemal Image Schedubd Taskidob Hide Arfcts ook Dala  movatlo Media Proto ol Tunneling
Network
Authen tication Pro cess Vald Accou nts Hijack Execution Flow Share Discovery Data Staged Proxy System Shutdown/Reb oot
Office Two- Facto r Authen tication
e aion Sariup Imp air Defe nses o Network Snifing Ermail Collection Remo te Access Software
Indator Passwod
Pro-0SBoot e oo st I Unsecu red Creden tials B over Inp ut Capture Traffic Signaling
Indrect Perph eral
SchedubdTaskiJob Command Execu ion Devige DI Screen Capture Web Senvice
orver Pemésion
S oftwar e Comp onent Ma squer ading Gro ups Discovery VideoCapture
Traffic Signaling WMo dify Process Discovery
Mo diy Cloud
VB Comp ute In frastr ucture Query Registry
Mo iy Regisiry Somembiscovery

Mo dify SystemIm age

Network
Boundary Bridg n g

Obfu scated

Files or In fom ation

Pre-OSBoot

Process Injection

Reflective
Code Loading

Rogue
Domain Controller

Rootkit

Si

igned
Binary Pro xy Exe cution
Signed

Script Pro xy Exe cution
Subvert Tru st Controls

Trafic Signaling

Trusted De veloper
Utilties Proxy Executon

Unuse diUnsupp orte d
Cloud Re gions.

Use Altema te
Authen tication M aterial

ValdAccounts

Vitualizatio vSandb ox
Evasion
Weaken En cryption

Softwar e Discovery

System
Info rma tion Discovery
System
Location Discovery
System Ne twork
Config uratio n Discovery
System Ne twork

Conn ections Discove

Owner /User Discove ry

System

Senvice Discove ry
System Time Discovery

Vrtualizatio Sandb ox
Evasion

Phishing, Spearphishing

Phishing




E-mail related threats |2

about domain N
J/
Initial E " Persistence Privilege Defense Credential Di Lateral Collection Command Exfiltration I " Network Remote Service
xecution - N iscove mpac
Access Escalation Evasion Access v Movement and Control P: Effects Effects
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FEWTOALTIKA oTOLXELQ TIEPLOTATIKWY AoPAAELAC

100

80

Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug
2020 2020 2020 2020 2020 2020 2020 2020 2020 2020 2020 2021 2021 2021 2021 2021 2021 2021 2021

6

o

4

Number of incidents
o

2

o

Timeline (ETL 2021 period)

W NEAR W MID W GLOBAL M FAR

Xpovodiaypauuo KAToUEPLOUOU TTEPLOTATLKWV

Near: Evtoc EE

Mid: Evtocg EE ko cuvoplaka (Eupwraikég xwpeg ektog EE, lopanA, Toupkia, K.ATt.)
Global: Naykooula
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Neplotatikd acpaielac ava kKAado
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Ransomware 2021
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Malware 2021
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Cryptojacking 2021

FEWTTOALTIKA XOLPOLKTNPLOTLKA

China Leads the World in Bitcoin Mining

China 65.08%
L).S. 7.24%
Russia 6.9% Average monthly share of
total hashrate for Bitcoin
Kazakhstan 6.17% mining in April 2020
Malaysia 4.33%
Iran 3.82%
66.08%
Canada 0.82%
@ [ o ‘
Germany 0.56% Y - e
Norway 0.48% ; > ; [ )
Venezuela 0.42%
Note: Estimates based on data from mining pools that represent 37% of total Bitcoin hashrate = n
Source: Centre for Alternative Finance, University of Cambridge Ca |\| n

Kéotoc emBéoswv

Mnviaiio moocooto ava ywpo

Crypto Ransom Payments
Skyrocketed in 2020

Total value of cryptocurrency received by
known ransomware addresses’

/‘“53\
il
N |

$17.8m oLl $27.3m

$0.5m $1.1m $0.9m oy - —

2013 2014 2015 2016 2017 2018 2019 2020 2021
YTD

* currencies included: Bitcoin Cash, Bitcoin, Ethereum, Tether; as of May 10, 2021

Source: chainalysis.com
SJOJC statista %

$406.3m

$92.9m

$81.6m

Mooa kataBAnUVEvVTwWY AUTPWV OE KPUNTTOVOULOUO




E-mail related threats 2021
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hreats against data 2021
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AELOONUELWTEC TINVEC

Etaipiec touv kAadou kuBepvo-aocdhaAelac
* Fortinet

Kaspersky Lab

McAfee, Inc.

NortonLifeLock Inc. - Symantec
Proofpoint, Inc.

Sophos Group Plc

Kataokeuaotpleg UALKOU 1} AOYLOULKOU

e Carbon Black, Inc.

Cisco Systems, Inc.

Computer Associates International, Inc. - CA
IBM Security Systems

Splunk, Inc.



AELOONUELWTEC TINVEC

Etaipiec Tou KAASOU TNAEMKOWWVLWV
 AT&T Inc.

* Cellco Partnership, Inc. - Verizon Wireless
e Deutsche Telekom AG

* Verizon Communications Inc.

* Vodafone Group Plc

AleOveic N KpaTikoL opyaviopol

 ENISA, EU

e Europol’s European Cybercrime Center (EC3)

* European Defence Agency, EU

* National Cyber Security Centre, UK

* National Security Agency, USA

« NATO Communications and Information Agency

e United States Department of Homeland Security, USA



AELOONUELWTEC TINVEC

HAEKTPOVIKOG TUTTOC

e BankInfoSecurity.com

* ComputerWeekly.com

* HelpNetSecurity.com

* NewsWeek.com

e SecuringTomorrow.mcafee.com
e SecurityWeek.com

* CNN news

* CBN news

 BBC news Cyber-security
* CNET Security

Darknet
e DarkReading.com
e Explore at your own risk
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XApTEC EMIOEOEWV O TIPAYUOTLKO XPOVO




Xaptec eMBECEWY O TIPOYUOTLKO XPOVO

* Kaspersky Lab cyber attack map: https://cybermap.kaspersky.com/

* Deteque botnet threat map: https://www.deteque.com/live-threat-
map/

* Fortinet live cyber attack map: https://threatmap.fortiguard.com/

* FireEye real-time cyber attack map: https://www.fireeye.com/cyber-
map/threat-map.html

* Bitdefender live cyber threat
map: https://threatmap.bitdefender.com/

* SonicWall live cyber attacks map:
https://securitycenter.sonicwall.com/m/page/worldwide-attacks



https://cybermap.kaspersky.com/
https://www.deteque.com/live-threat-map/
https://threatmap.fortiguard.com/
https://www.fireeye.com/cyber-map/threat-map.html
https://threatmap.bitdefender.com/
https://securitycenter.sonicwall.com/m/page/worldwide-attacks

Foresight on emerging and future cybersecurity threats 2030

Project Methodology

Shortlist ]
Research Review
Sources Approach
Validation
Plel® ) 1

Political Technological

Economic
Legal

Social Environmental

Delphi Workshops

Threat identification Workshop

Security cards

Possible future
developments

Threat prioritization
workshop

Prioritization
matrix

For each PESTLE
dimension, the Foresight
working group will:

* Review the material on
trends

»  Will provide feedback on
the relevance of each
trend and propose any
changes needed to the
compilation of trend
candidates

For each workshop 3-8 participants of

the PESTLE working group: highly

diverse, multidisciplinary backgrounds.

Tasks in the workshop:

* Review the gathered information and

feedback

» Discuss, explore and reevaluate the

assessments for each trend

N

Participants: 8 stakeholders of the security/
ENISA strategist working group: expertise in
cybersecurity, business, technology,
psychology/sociology, etc.

Tasks of the workshop:

1. Focus on the main character of the SFP

2. Shift to the perspective of an adversary;

3. The team will try to identify what systems
need to be in place to successfully
launch an attack

4. What vulnerabilities there may be to
facilitate such an attack

~N

Participants: stakeholders of the
security/ ENISA strategist
working group:

Tasks of the workshop:

e Prioritization on a matrix:
likelihood of occurrence,
novelty of that threat, the
severity of the consequences

‘.’a!idalion

(impact) )

a8z ENISA working groups

Final report




References

1. J0gi, K. (2015). Inventory of CERT teams and activities in Europe. [online] European Union Agency For Network And Information Security (ENISA). Available at:
https://www.enisa.europa.eu/publications/inventory-of-cert-activities-in-europe

2. European Union Agency for Cybersecurity (ENISA), (2022), CSIRTs by Country - Interactive Map, https://www.enisa.europa.eu/topics/csirts-in-europe/csirt-
inventory/certs-by-country-interactive-map#country=

3. MITRE ATT&CK knowledge base MITRE ATT&CK®, https://attack.mitre.org/

4, ATT&CK® Navigator https://mitre-attack.github.io/attack-navigator/

5. Using ATT&CK for Cyber Threat Intelligence Training, https://attack.mitre.org/resources/training/cti/

6. Pennington, A., Applebaum, A., Nickels, K., Schulz, T., Strom, B. and Wunder, J., (2019), Getting Started with ATT&CK,

https://www.mitre.org/sites/default/files/publications/mitre-getting-started-with-attack-october-2019.pdf



