
WEB APPLICATION PENETRATION 
TESTING



NMAP: PORT SCANNING

Useful Details:

• Open ports

• Apache version

• Cpe number



NMAP:USEFUL PARAMETERS

• nmap -p- -Pn -sS -A -T4 -iL livehosts.txt -oA MyFile

-p- : This scans all ports 

-Pn : Do not perform host discovery again 

-sS : Perform TCP SYN scan 

-A : This combines OS detection, service version detection, script scanning and traceroute 

-T4 : Pretty fast and accurate scanning 

-iL livehosts.txt : Scan the IPs contained in file “livehosts.txt” 

-oA : Export the results in file “MyFile



NIKTO-DIRECTORY INDEXING



SQLMAP-VIEWING PAGE SOURCE



SQLMAP-USING PAGE SOURCE INFO TO GET DB
LIST

Parameters

• -u: url

• --dbs: get database list

• --data:Use the form structure

• --risk:3 levels of injections



SQLMAP DUMPING DATABASES

Parameters

• -u: url

• --data:Use the form structure

• --risk:3 levels of injections

• --level:This option requires an argument which 

specifies the level of tests to perform. There 

are five levels.

• --dump-all:Dump all DBMS databases tables entries



OWASP ZAP



OWASP ZAP REQUESTS AND RESPONSES



OWASP ZAP ALERTS



OWASP ZAP ALERT FORMS



TESTING SSH



NMAP SCANNING

• nmap -v -v --script ssl-cert,ssl-enum-ciphers -p 443 zero.webappsecurity.com

• Verbose –v: Present additional info

• --script ssl-cert, ssl-enum-ciphers: information on certificates and ciphers used  



NMAP OUTPUT INTERPRETATION

• Utilized ciphers are enumerated

• Utilized ciphers are rated

• Ciphers rated above c are 

considered safe



NMAP OUTPUT INTERPRETATION

• Vulnerability enumeration



HEARTBLEED DETECTION

• nmap -p 443 --script ssl-heartbleed <target>

• https://nmap.org/nsedoc/scripts/ssl-heartbleed.html

https://nmap.org/nsedoc/scripts/ssl-heartbleed.html


SSLSCAN

• TLS Fallback SCSV: Detects SSL 

POODLE attack (CVE-2014-3566)

• TLS Renegotiation

• TLS Compression (CVE-2014-8730)

• Heartbleed (CVE-2014-0160)



SSLSCAN

Ciphers detected with Colour

coded representation



SSLSCAN

SSL certificate



SSLYZE-AVAILABLE PLUGINS



SSLYZE CERTIFICATE INFO



SSLYZE-USEFUL OUTPUT



SSLYZE-USEFUL OUTPUT



SSLYZE-USEFUL OUTPUT



INSTALLATION AND USAGE: TESTSSL


