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Cloud design patterns

Static Content Hosting Pattern

* Web applications typically include some elements of static content.
This static content may include HTML pages and other resources such
as images and documents that are available to the client, either as
part of an HTML page (such as inline images, style sheets, and client-
side JavaScript files) or as separate downloads (such as PDF
documents).

* Although web servers are well tuned to optimize requests through
efficient dynamic page code execution and output caching, they must
still handle requests to download static content. This absorbs
processing cycles that could often be put to better use.
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Static Content Hosting Pattern

Fully managed file shares in the cloud, accessible via standard Server Message
Block (SMB) protocol. Enables sharing files between applications using Windows
APIs or REST API.

» Amazon EBS: $.045 per GB for HDD, SDD $.10 per GB.
* Azure virtual disk: $.049 per GB for HDD. SSD are $19.71 for 128 GB per month.

Scalable object storage for documents, videos, pictures, and unstructured text or
binary data. Choose from Hot, Cool, or Archive tiers.

Amazon S3: storage costs $0.023 per GB Per month through first 50 TB, then the
price goes down. Prices are plus network usage

Free tki\er: gets 5 GB for free. Archive storage on Glacier is $0.004 per GB per
month.

Azure Blob Storage: Azure blob storage starts at $0.0184 per GB for hot storage but
goes down to $0.01 per GB per month for cool storage, and $0.002 for archive.

Static Content Hosting Pattern

WordPress can store the PHP program on
Amazon ECS, Amazon EBS, or an Azure Disk.

You can use the common configuration of a local database or use any of the
MYSQL compatible managed database services from AWS or Azure.

WordPress can be set up to store all of its images on Amazon S3.

Combining managed DB with offsite image storage greatly speeds up
access to the WordPress site and can offer high availability through setting
Amazon S3 to make the images available in all regions, bringing them
closer to the client (geo-replication).

This requires less compute power, so you can use a cheap Amazon EC2 or
Azure VM to run the WordPress application.



https://aws.amazon.com/ebs/pricing/
https://aws.amazon.com/ebs/pricing/
https://azure.microsoft.com/en-us/pricing/details/storage/unmanaged-disks/
https://aws.amazon.com/s3/pricing/
https://azure.microsoft.com/en-us/pricing/details/storage/blobs/
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Static Content
Hosting Pattern

AWS vs. Azure vs. Google

Provider Storage Pricing
Amazon S3 S3 Standard Storage First 50 TB/ Month ~ $0.023 per GB
Next 450 TB/ Month  $0.022 per GB
Over 500 TB / Month $0.021 per GB
S3 Standard-Infrequent All storage / Month ~ $0.0125 per
Access (S3 Standard-1A) GB
Storage
33 One Zone-Infrequent All storage / Month ~ $0.01 per GB
Access (53 One Zone-1A)
Storage
Amazon EBS Amazon EBS General $0.10 per GB-month of provisioned

Purpose SSD (gp2)
Volumes

storage

Amazon EBS Provisioned
IOPS SSD (io1) Velumes

$0.125 per GB-month of provisioned
storage

$0.065 per provisioned IOPS-month

Amazon EBS Throughput
Optimized HDD (st1)
Volumes

$0.045 per GB-month of provisioned
storage

Amazon CGlacier

S3 Glacier Storage

All storage / Month  $0.004 per GB

33 Glacier Deep Archive
Storage

All storage / Month ~ $0.00099 per
GB

Google Cloud Storage

Multi-Regional

$0.026 - $0.036 per GB/month

Regional $0.02 - $0.035 per GB/month

Nearline $0.01 - $0.02 per GB/month

Coldline $0.004 - $0.014 per GB/month
Microsoft Azure Block Blobs $0.002/GB per month

Azure Data Lake Storage

$0.001/GB per month

Managed Disks

$1.54 per month

Files

$0.060/GB per month

Static Content Hosting Pattern

* In most cloud hosting environments it is possible to minimize the
requirement for compute instances (for example, to use a smaller
instance or fewer instances), by locating some of an application’s
resources and static pages in a storage service. The cost for cloud-
hosted storage is typically much less than for compute instances.

* When hosting some parts of an application in a storage service, the
main considerations are related to deployment of the application and
to securing resources that are not intended to be available to

anonymous users.
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Static Content Hosting Pattern

* Issues and Considerations
* Consider the following points when deciding how to implement this pattern:

¢ The hosted storage service must expose an HTTP endpoint that users can access
to download the static resources. Some storage services also support HTTPS, which
Srjwstla_ans that it is possible to host resources in storage service that require the use of

* For maximum performance and availability, consider using a content delivery
network (where available) to cache the contents of the storage container in
multiple datacenters around the world. However, this will incur additional cost for
the use of the content delivery network.

e Storage accounts are often geo-replicated by default to provide resiliency against
events that might impact a datacenter. This means that the IP address may change,
but the URL will remain the same.

Static Content Hosting Pattern

* When to Use this Pattern
* This pattern is ideally suited for:

* Minimizing the hosting cost for websites and applications that contain some static
resources.

* Minimizing the hosting cost for websites that consist of only static content and resources.
Depending on the capabilities of the hosting provider’s storage system, it might be possible
to host a tully static website in its entirety within a storage account.

* Exposing static resources and content for applications running in other hosting
environments or on-premises servers.

* Locating content in more than one geographical area by using a content delivery network
that caches the contents of the storage account in multiple datacenters around the world.

e Monitoring costs and bandwidth usage. Using a separate storage account for some or all
of the static content allows the costs to be more easily distinguished from hosting and
runtime costs.
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Static Content Hosting Pattern

* This pattern might not be suitable in the following situations:

* The application needs to perform some processing on the static
content before delivering it to the client. For example, it may be
necessary to add a timestamp to a document.

* The volume of static content is very small. The overhead of retrieving
this content from separate storage may outweigh the cost benefit of
separating it out from the compute resources.

Static Content Hosting
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Static Content Hosting Pattern

Container "myresources”
Application

styles.ccs imagel.png
sitecode.js image2.png
download.doc image3.png
samples.zip

Deliver pages
containing
links to files in
storage service

!

Client <k

Request files from storage service

FIGURE 1
Delivering static parts of an application directly from a storage service

Static Content Hosting Pattern

* The links in the pages delivered to the client must specify the full URL
of the blob container and resource. For example, a page that contains
a link to an image in a public container might contain the following.

* HTML

<img src="http://
mystorageaccount.blob.core.windows.net/myresources/imagel.png"
alt="My image" />
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Static Content Hosting Pattern

* The StaticContentHosting.Cloud project contains configuration files
that specify the storage account and container that holds the static
content.

* XML

* <Setting name="StaticContent.StorageConnectionString"
value="UseDevelopmentStorage=true" />

* <Setting name="StaticContent.Container" value="static-content" />

Static Content Hosting Pattern

» Settings.cs of the StaticContentHosting.Web project
* methods to extract these values and build a string value containing the cloud storage account container URL.

public class Settings {

public static string StaticContentStorageConnectionString {

get { return RoleEnvironment.GetConfigurationSettingValue(
"StaticContent.StorageConnectionString"); }}

public static string StaticContentContainer {

get { return RoleEnvironment.GetConfigurationSettingValue("StaticContent.Container"); } }
public static string StaticContentBaseUrl {

get { var account = CloudStorageAccount.Parse(StaticContentStorageConnectionString);
return string.Format("{0}/{1}", account.BlobEndpoint.ToString().TrimEnd('/"),
StaticContentContainer.TrimStart('/"));

Hh
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Static Content Hosting Pattern

* The StaticContentUrlHtmlHelper class in the file StaticContentUrlHtmIHelper.cs
exposes a method named StaticContentUrl that generates a URL containing the
path to the cloud storage account if the URL passed to it starts with the ASP.NET
root path character ().

public static class StaticContentUrIHtmIHelper{

public static string StaticContentUrl(this HtmIHelper helper, string contentPath) {
if (contentPath.StartsWith("~")) {

contentPath = contentPath.Substring(1); }

contentPath = string.Format("{0}/{1}", Settings.StaticContentBaseUrl.TrimEnd('/'),
contentPath.TrimStart('/'));

var url = new UrlHelper(helperViewContext.RequestContext);

return url.Content(contentPath); }}

Static Content Hosting Pattern

* The file Index.cshtml in the Views\Home folder contains an image element

that uses the StaticContentUrl method to create the URL for its src
attribute.

* HTML

<img src="@Html.StaticContentUrl("~/Images/orderedListl.png")" alt="Test

Image" />
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Static Content Hosting Pattern

- O X
@ Home Page - My ASPNETMVC - X +
C @ localhost [CRS + ¢ a Q
22 Apps WA Home - Research P, © e-voovtpou MEAY @ @ Top Journals for Inf.., MSDNAA  [E) QNAP san0l » Cther bookmarks

To learn more about ASP.NET MVC visit http://asp.net/mvc. The page features videos, tutorials, and samples to help you get
the most from ASP.NET MVC. If you have any questions about ASP.NET MVC visit our forums.

Test Image o

mage Path: http://127.0.0.1:10000/devstoreaccount1/static-content/Images/orderedList1.png

© 2019 - My ASP.NET MVC Application

Static Content Hosting Pattern

* Related Patterns and Guidance

* The following pattern may also be relevant when implementing this
pattern:

* Valet Key Pattern. If the target resources are not supposed to be
available to anonymous users it is necessary to implement security
over the store that holds the static content. The Valet Key pattern
describes how to use a token or key that provides clients with
restricted direct access to a specific resource or service such as a
cloud-hosted storage service.
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Health Endpoint Monitoring.

* Health Endpoint Monitoring. This example shows how you can set up
a web endpoint that checks the health of dependent services by
returning appropriate status codes.

* The endpoints are designed to be consumed by a watchdog
monitoring service such as Windows Azure Endpoint Monitoring, but
you can open and invoke the endpoint operations from a browser to
see the results. You can also deploy and configure your own endpoint
monitoring tool of choice to send requests to the service operations
and analyze the responses received.

Health Endpoint Monitoring.

* Problem

* How to detect that a running service instance is unable to handle
requests?

* Forces
* An alert should be generated when a service instance fails
* Requests should be routed to working service instances

10
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Health Endpoint Monitoring.

* Solution

* A service has an health check APl endpoint (e.g. HTTP /health) that returns
the health of the service. The APl endpoint handler performs various
checks, such as

* the status of the connections to the infrastructure services used by the
service instance

* the status of the host, e.g. disk space
* application specific logic

* A health check client - a monitoring service or load balancer - periodically
invokes the endpoint to check the health of the service instance.

Health Endpoint Monitoring.

* Resulting Context
* This pattern has the following benefits:

* The health check endpoint enables the health of a service instance to be
periodically tested

* This pattern has the following drawbacks:

* The health check might not sufficiently comprehensive or the service
instance might fail between health checks and so requests might still be
routed to a failed service instance

* Related patterns
* Service registry - the service registry invokes the health check endpoint

11


https://microservices.io/patterns/service-registry.html
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Health Endpoint Monitoring.

* Start the example running and navigate to one of the monitoring
endpoints. Use the F12 Developer Tools in your browser to watch the
network traffic response pattern.

* The response will be 200 (OK), or a 500 error code that indicates a
problem with a service.

Health Endpoint Monitoring.

* The sample contains four endpoints that you can test:

* [/HealthCheck/CoreServices This is a simple check on dependent services to
determine if they are responding.

* /HealthCheck/ObscurePath/{path} This demonstrates a check operation that
uses a configurable obscure path defined in the service configuration file.
Replace path with the value of the setting named Test.ObscurePathfrom in
the file ServiceConfiguration.*.csfg. Note that this technique is not to be used
as an alternative to properly securing an application and implementing
authentication.

12



11/6/2021

Health Endpoint Monitoring.

» /HealthCheck/CheckUnstableServiceHealth This will randomly return a 500
exception for approximately 20% of the requests.

» /HealthCheck/TestResponseFromConfig This returns a response code set in
configuration (.cscfg) for testing. Deploy the solution with endpoint
monitoring configured to use this operation, and then explicitly set the
"Test.ReturnStatusCode" setting to return the required status code to test and
demonstrate the effects of these codes on the monitoring service.

Health Endpoint in VS

* Presentation of VS structure

13
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Health Endpoint in VS

Start VS with Administrator Rights

When starting the sample Azure Debugging Environment starts locally

Starting the Microsoft Azure Debugging Envirenment - X

Deploying service package to the Microsoft Azure compute emulator ...

[[] Do not show this dislog again.

es vam

Health Endpoint CoreServices

Check network tab in dev tools
Status 200 is returned after
successful checks

14
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Health Endpoint fr——u e
CheckUnstableServiceHealth =~ =i

Check network tab in dev tools
Status is returned after checks

t/healthcheck/ObscureP: X +

Yy @ \OtaHlast_fhea\t\w(heck!Gbs:urePa'

Health Endpoint ObscurePath 5 6| St o

® & va o

Filter

AlJ | XHR JS C5S Img Media Font Doc

[ Blocked Requests

Check network tab in dev tools

Status is returned after checks

Secret path is set in service configuration to avoid having a easiwﬂm
guessable healthcheck path

(and keep changing it easily in the future)

40000 ms.

15
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Endpoint Monitoring with Azure Application
Insights

* Application Insights - a Microsoft Azure service - to monitor
application endpoint /healthcheck.

* Health Checks endpoint up and running

Endpoint Monitoring with Azure Application
Insights

* Applications Insights it's a great tool for monitoring, error logging,
performance monitor, dependency mapping, and other things. In

other words, it's a fully APM - Application Performance Management.

* Application Insights, a feature of Azure Monitor, is an extensible
Application Performance Management (APM) service for developers
and DevOps professionals.

https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-
insights-overview

16


https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
https://docs.microsoft.com/pt-br/azure/azure-monitor/app/app-insights-overview
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Health Check into a .NET core App

* Implement functional checks in an application that external tools can
access through exposed endpoints at regular intervals.

* This can help to verify that applications and services are performing
correctly.

* Simple example in .Net Core application

Adding basic health check into a .NET core API

* NET core API

Create a new project

E Clearall
Recent project templates
5 ASP.NET Core Web Application

Bi Console App (NET Corel

17
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Buld Debug Teg Amlge Jooks  Egtensions W

3
EREN T Debug = Any CPU - b S Eapress -

1 Lveshare &

Adding basic health check into a .NET core API

* ConfigureServices add
HealthCheck

app.UseHealthChecks("/he
althcheck");

* Configure the endpoing
(add pipeline)

endpoints.MapHealthChec
ks("/healthcheck");

Adding basic health check into a .NET core API

* Build and run

/healthcheck @ https/flocalhost4d33dihealthch X + - g 5
&« c 8 localhost:44334/healthcheck Y & | Error
Healthy

18
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Publish to Azure (Deployment) with VS

» Before we proceed intro to Cloud choices

~ [P

Azure Virtual Machine Azure App Service

Figure: https://miro.medium.com/max/3840/1*pmIDtQhwbjviahlQnbf6Pg.jpeg

Cloud choices
* Azure Virtual Machine
* Azure Virtual Machine is a laa$S
(Infrastructure-as-a-Service) cloud service
https://docs.microsoft.com/en-us/azure/virtual- [ Neworks |

machines/windows/quick-create-portal

You Manage

aBeuep s1aUI0

19
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. -
Cloud choices
&5

Cloud Service

endpoint
Web roles

(Platform-as-a-Service) cloud service

Worker roles
Storage (Azure)

* Azure Cloud Services . @ Q
* Azure Cloud Services is a PaaS ? — |< >§ > |
=

Like Azure App Service, this technology is designed to suppui « appitauuns tiat arc svaiawis,
reliable, and inexpensive to operate.

Isn the same way that App Service is hosted on virtual machines (VMs), so too is Azure Cloud
ervices.

However, you have more control over the VMs. You can install your own software on VMs that
use Azure Cloud Services, and you can access them remotely.

More control also means less ease of use.

Web role: Automatically deploys and hosts your app through IIS

Worker role: Does not use IIS, and runs your app standalone.
https://docs.microsoft.com/en-us/azure/cloud-services/cloud-services-choose-me

You Manage
b

it

Cloud choices

Middleware

Operating System

b Azure App SerVice Virtualization
* Azure App Service is PaaS e
(Platform-as-a-Service) cloud service by Microsoft. Netwarks

https://docs.microsoft.com/en-us/azure/app-service/overview

aleuew s1aYI0

20


https://docs.microsoft.com/en-us/azure/app-service/overview
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Cloud choices

* Azure VMs are more expensive to run in comparison to Azure App
Service.

* Azure App Service have constraints in comparison to Azure VMs in
terms of scalability. Hence, Azure VMs are preferred for apps,
which have scope to expand for future.

* Azure App Service requires much less managerial efforts in
comparison to Azure Virtual Machines.

* The development of app is much simpler and faster in Azure App
Service.

Cloud choices

* Azure VMs offer developer more control over the environment.
Like, one can’t choose underlying OS of VM in an Azure App
Service.

* Azure App Services do not offer Pay-as-you-Go. Hence, you’re
paying for the service plan, even if you’re not using it.

* There may be constraints for the support of certain programming
languages on Azure App Service. In that case, one has to use Azure
VM to create environment for the programming language.

21
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Cloud choices

With Azure Cloud Services

You don't create virtual machines. Instead, you grovide a configuration file that tells Azure
how many of each you'd like, such as "three web role instances" and "two worker role
instances." The platform then creates them for you.

You stilllfchoose what size those backing VMs should be, but you don't explicitly create them
yourself.

Unlike VMs created with Virtual Machines, writes made to Azure Cloud Services VMs aren't
persistent.

There's nothinF like a Virtual Machines data disk. Instead, an Azure Cloud Services application
should explicitly write all state to Azure SQL Database, blobs, tables, or some other external
storage.

Like in App Service, Azure Cloud gives support for multiple deployment, automatic OS
upgrades, and seamless platform switching.

In addition, you’ll also get Remote Desktop (RDP) access to servers, custom MSI installations,
the ability to define and execute start-up tasks, and to listen to Event Tracing for Windows
(ETW) events

Cloud choices

* Azure App Service

* run some background jobs along with your App Services

deployment, Azure offers an integrated service called WebJobs

* users trigger custom programs or scripts on demand, continuously,

or according to a set schedule. You can upload and run executable
files built as cmd, bat, exe (.NET), ps1, sh, php, py, js and jar

22


https://docs.microsoft.com/en-us/azure/cloud-services/cloud-services-sizes-specs
https://azure.microsoft.com/en-us/documentation/articles/websites-webjobs-resources/
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Cloud choices

o)

VIRTUAL MACHINES

CLOUD SERVICES

Ease of management
Agility

= medium

Deploy APS.NET Web App (or API) with VS

* An Azure account with an active subscription. Create an account
* Visual Studio with the ASP.NET and web development workload
* Given a Solution and a Project in VS next

* Create and configure a new App Service that you can publish your app
to.

23


https://azure.microsoft.com/free/dotnet
https://www.visualstudio.com/downloads
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Create and configure a new App Service that
you can publish your app to.

* Publish the project (right click)
* In Publish, select Azure and

Publish

Where are you publishing today?

Target Azure
A your application to the Microsoft cloud

Docker Container Registry

mr,
WP publish your application to any supported Container Registry that works with Docker images

Folder

Publish your application to 2 local folder orfile share

@ FIPFIPS Server
S publish your application ta an FTP/FTPS server

Web Server (1IS)
@ Publish your spplication to IS using Web Deploy or Web Deploy Packsge

C) Import Profile
Import your publish settings to deploy your app

Solution Explorer TR x §
@aE- oS @B | K- g
Search Solution Explorer (Ctrl+) £-M
5] Solution 'Health30" (1 of 1 project) &
4 B Her™,
& Build
b o Rebuild
> Clean
L View »
b LT
5 S Analyze and Code Cleanup »
b oo Pack
» && Publish
x @ Configure Application Insights.
Ovenview
Scopeto This
B New Solution Explorer View
File Nesting
@ Edit Project File
Add
& Manage NuGet Packages.
B Manage Client-Side Librares..
Manage User Secrets
£ Set as Startup Project
Debug
Source Control
% Cut Ctrl+X.
X Remove Dal
Rename 2
Unload Project
Solution By Load Direct Dependencies of Project
Load Entire Dependency Tree of Project
Properies
Heaith30 G Copy Full Path
ey Open Folderin File Ecplorer
=) & Properties Alt+Enter

A Addto Source Control +

Cancel

Login into Azure and Choose

hosting option

Publish
Which Azure service would you like to use to hast your application?

Trget &) Azure App Service Windows)

Publich your application code te 2 managed infrastructure that i easy ta scale

®

Speciic target

(@1 Azure App Service (Linwx)

G pusiish your spplication code to s managed infastructure that i essy to

[@)  Azure App Service Container

S Putlish your spplicaban = s Dockes image to Azure Cortaines Registry and run i on Azure App Senvice

g

Azure Container Registry
Publish your epplication as » Dackes image to Azure Cantainer Registry

g Azure Virtual Machine

Manage your own infrastructure

Bsck Bext Cancel

Publish

Select exist;

Targat
arge
Specific target

App Senvice

or create a new Azure App Sen

You need to be signed in with an Azure account

ady have an account

Back Finith Cancel
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Login into Azure and Choose hosting option

[ App Service (Windows)
(hrd

J Create new

Publish

Select existing or create a new Azure App Service

unipir

sskkpul Gunipi g

esourceGroup (South Central US) -] e

l‘aj Hosting Plan

L' I_] Create new
health2020210604022740ResourceGroup

Login into Azure and Choose hosting option

Each App Service plan defines:

¢ Region (West US, East US, etc.)

* Number of VM instances

* Size of VM instances (Small, Medium, Large)

* Pricing tier (Free, Shared, Basic, Standard, Premium, PremiumV2, PremiumV3, Isolated)

The pricing tier of an App Service plan determines what App Service features you get and how much you pay

for the plan. There are a few categories of pricing tiers:

* Shared compute: Free and Shared, the two base tiers, runs an app on the same Azure VM as other App
Service apps, including apps of other customers. These tiers allocate CPU quotas to each app that runs on
the shared resources, and the resources cannot scale out.

* Dedicated compute: The Basic, Standard, Premium, PremiumV2, and PremiumV3 tiers run apps on
dedicated Azure VMs. Only apps in the same App Service plan share the same compute resources. The
higher the tier, the more VM instances are available to you for scale-out.

* Isolated: This tier runs dedicated Azure VMs on dedicated Azure Virtual Networks. It provides network
isolation on top of compute isolation to your apps. It provides the maximum scale-out capabilities.

* App Service Free and Shared (preview) hosting plans are base tiers that run on the same Azure virtual machines as other App Service apps.
Some apps might belong to other customers. These tiers are intended to be used only for development and testing purposes.

25
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Creating App Service -
[ 1 App Service (Windows)

L*_I Criznew @

e Takes 2-3 minutes max

Name

Subscription

Resource group

Hosting Plan

t Creating: App Service.. Cancel

Creating App Service

.. Publish ——
hd FI n I S h @ sakk‘ipg\@umpl‘gr

Select existing or create a new Azure App Service

Subseription
Target
[Azure for Students ]
Specific target View
App Service |REsDur(E group -‘
Search

[ Healthaoao210604171652 |

4 health2020210604022740ResourceGroup

[-Heath3020210604171652

+ Create a new Azure App Service.., Refresh
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App Service done next step Publish

B Fle Edt Viw Project Build Debug Tt Anshae ook Extensions Window belp P Heakh3o o x

i@ 8- - - | Debug - AmyCPU - b ISExpresi - B G - B 12 LiveShare 57

e Site Url: e e

h Solution Explorer (Ct
£ Selution HesthD' (1 of 1 project)

Connected Semices  Degley your 3pp 10 folde, IS, Azure. o snether destination, M nfo o
oS . % Camnected Senices
https://health302021060417168 = ST e

ps: ea C oy —— 3 S
b Controllers

Summary b T appaettingsjion
b e Progames

= S URL hitps//Mealth30202106... (7 -

R imoO@S = aroup

Configurstion Relesse 4

Targe framewark netcoreappl) 4
B® Microsoft Azure .
Deplayment mode Framework-dependert 4
Torget runtime Paratle 4 Open traubleshooting guide
| Hey, App Service developers!
| - Service Dependencies + ¢
Your app service is up and running - -~
Time to take the next step and deploy —
your code - b= | There e cumently na snice deperadencies configueed

h@
ada

Continuous delivery

Butomatically publish your applcation to Arure with continuous delivery, Chick Configure ta begin

s exited with code -1 (@xFFFFFFef).

App Service done next step Publish

* Site Url:
https://health3020210604171652.azurewebsites.net/healthcheck

[m] X
@ hitpsi/ihealth302021060417165° X + (-]
& c @ health3020210604171652.azurewebsites.net/healthcheck & »
Healthy
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Update the App and redeploy

* Click Publish

Health checks in ASP.NET Core

* ASP.NET Core offers Health Checks Middleware and libraries for
reporting the health of app infrastructure components.

* Health checks are exposed by an app as HTTP endpoints

* For many apps, a basic health probe configuration that reports the
app's availability to process requests (liveness) is sufficient to discover
the status of the app.

11/6/2021
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Health checks in ASP.NET Core

* Register health check services with AddHealthChecks in
Startup.ConfigureServices.

* Create a health check endpoint by calling MapHealthChecks in
Startup.Configure.

* In the sample app, the health check endpoint is created at /health
(BasicStartup.cs):

Health checks in ASP.NET Core

* Health checks are created by implementing the |IHealthCheck
interface.

* The Microsoft.AspNetCore.Diagnostics.HealthChecks package is
referenced implicitly for ASP.NET Core apps.

* To perform health checks using Entity Framework Core, add a
reference to the

Microsoft.Extensions.Diagnostics.HealthChecks.EntityFrameworkCore

package.
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https://docs.microsoft.com/en-us/dotnet/api/microsoft.extensions.dependencyinjection.healthcheckservicecollectionextensions.addhealthchecks
https://docs.microsoft.com/en-us/dotnet/api/microsoft.extensions.diagnostics.healthchecks.ihealthcheck
https://www.nuget.org/packages/Microsoft.AspNetCore.Diagnostics.HealthChecks
https://www.nuget.org/packages/Microsoft.Extensions.Diagnostics.HealthChecks.EntityFrameworkCore
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Create health check randomly returned

public class ExampleHealthCheck : IHealthCheck
{ public Task<HealthCheckResult> CheckHealthAsync(
HealthCheckContext context,
CancellationToken cancellationToken = default(CancellationToken))
{ // Get a random number
var rnd = new Random().Next(10);
// If the random number is less than 8 return a 200 else return 500
if (rnd < 8)
{  return Task.FromResult(
HealthCheckResult.Healthy("A healthy result.")); }

else {
return Task.FromResult(

new HealthCheckResult(context.Registration.FailureStatus,

"An unhealthy result.")); }

Register health check services

Startup.ConfigureServices:

services.AddHealthChecks()
.AddCheck<ExampleHealthCheck>("example_health_check");
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Use Health Checks Routing

app.UseEndpoints(endpoints =>

{
endpoints.MapHealthChecks("/health");

1;

Deploy To Azure

Publish

nnnnnnn

Name
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Endpoint Monitoring with Azure Application

Insights

* Creating Application Insights Resource

Access the Azure Portal and access the Application Insights blade and then click

Add to create a new resource.

& c & portal.azure.com/#home

Microsoft Azure P Search resources, services, and docs (G+/)

1~ Create a resource
ﬂ‘ Home
&4l Dashboard
= All services
“ FAVORITES

1]
558 All resources

leal o

4

Azure services

_|_

Create a App
resource

—

More services

@

Application
Insights

(%)

Resource
groups

&

L

ervices

Endpoint Monitoring with Azure Application

Insights

* Enter all the required

Home > Application Insights

Application Insights
= nd us

erf sage

Manitor w

plication across all components and dependencies of your complex distributed architecture. It
ytics tools to help you diagnose issues and to understand what users actually do with your app. It's
designed to help you continuously improve performance and usability. It worl r apps on a wide variety of platforms

observability into
includes powerful analy

i nfo rmati O n to Create the including .NET, Node,js and Java EE, hosted on-premises, hybrid, er any public cloud. Learn More

resource, such as
subscription, resource
group, etc.

* When asked for the
Resource Mode choose
the Classic.

PROJECT DETAILS

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage a
VOUT resources,

Subscription * () [meT2

~]
Resource Group * (3 ‘ (New) Al-Article v |
Create new
INSTANCE DETAILS

Name * (D ‘ Al-Article /|
Region * @ ‘ (South America) Brazil South v |

. e,

Resource Mode * (© __‘7‘. Workspace-based )
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Endpoint Monitoring with Azure Appllcatlon

Q AI Artlcle

Insights ok

| £ search (Ctrl+/)

* Once the Application
Insights it's created, go
to the Availability
section. This is where the
monitoring tool is
configured to watch our
endpoint.

@ Overview

& Activity log

Ao Access control (IAM)

¢ Tags

£ Diagnose and solve problems
Investigate

== Application map

€ Smart Detection

A Live Metrics

- Search /
@ Availability

W Failures

% Performance

& Troubleshooting guides (previ..

| «

o

% Application Dashboard

# Essentials
Resource group (change)
Al-Article
Location
Brazil South

Subscription {change)
MCT 2

Subscription ID
4b810ad{-4620-4bbf-ac78-c

Tags (change)
Click here to add tags

Show data for last:

Failed requests

Gettin

ebcddcls

{30 minutes ‘

Endpoint Monitoring with Azure Application

Insights

* ADD TEST

@ Al-Article | Availability =

Application Insights /

| « o Add test ) Refrech

[ 2 search (ctii+n

@ overview Local Time: Last 24 hours

B Activity log
Ao Access control (1AM) Availability

L 4 Tags

£ Diagnose and solve problems

v

(©) Feedback v
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Endpoint Monitoring  ce- x
with Azure Applicatior .-
Insights e

Test name: Al-Ping-WebApp
* Test Type: URL ping test

* URL:
https://webapphealthchecks.azureweb
sites.net/healthcheck

* Parse dependent requests: unchecked

* Enable retries for availability test
failures: checked

or availability test failures. ©

* Test frequency: 5 minutes
* Test locations: default values

* Test Timeout: 120 seconds

* HTTP Response: checked

» Status code must equal: 200

* Content match: checked

* Content must contain: Healthy
* Alerts: leave default value

Endpoint Monitoring <o
with Azure Application @ e

100.00% Availability resutts

Insights - =8

* After a few minutes, you -
should get something i
like this. [ O

Select availability test

o+ addtest O Refesn

Local Time: Last 24 hours

Ausiability » (i 2D Al-Ping-WebApp

Overall 10000%  100.00%  1.02sec

@ Al-Pina-WebAoo 10000%  10000%  102sec
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Endpoint Monitoring with Azure Application

Insights

Paradigm by:

https://dev.to/rmaurodev/endpoint-monitoring-with-azure-application-

insights-45kf

Application Insight in VS

Configure dependency
Select a service dependency to add to your application.
Application Insights Sdk (Local) ()
= Monitor web app performance and usage.

@) Azure Application Insights (1)

Monitor web app performance and usage.

Cancel

Solution Explorer g
NE-le-5a "§

| search Solution Explorer (Ctrl+) O - |8
T3] Solution ‘Health30' (1 of 1 project) [Nl

4[] Health30
4@ Buid

Rebuild

Clean
View »
Analyze and Code Cleanup »
Pack

@ Publish..

d
&
d
-
d
-

*?  Configure Application Insights.
Ovenview
Scope to This
ER  New Selution Explorer View
File Nesting »
€ Edit Project File
Add »
B Manage NuGet Packages...
2 Manage Client-Side Libraries...
Manage User Secrets
L} Sectas Startup Project
Debug »

Source Control »

# cut Ctri+X
X Remove Del
Rename F2

Unload Project
Solution E

Load Direct Dependencies of Project
Load Entire Dependency Tree of Project
Copy Full Path
Open Folder in File Explorer

Alt+Enter

Properties

4 AddtoSource Control « &
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Application Insight in VS

x

r
akkopul @unipi.

Configure Azure Application Insights

Select a service dependency to add to your application.

Subscription

Azure for Students

Name

health2020210604022740

Resource group Location

health2020210604022T40ResourceGror - South Central US

+ Create a new Application Insights compenent Refresh

Back

Cancel

©

Application Insights

Create new

Name

Health30

Subscription

Azure for Students

Resource group

health2020210604022740ResourceGroup (Seuth Central US)

Location

West Europe

Export..

Cancel

Application Insight in VS

Dependency configuration progress

Configuring Azure Application Insights dependency applnsights1 in the project...
Adding APPINSIGHTS_INSTRUMENTATIONKEY to store LocalSecretsFile..
Configuring praject properties...

Configuring project properties...
Installing NMuGet packages ta project..
Installing package ‘Microsoft.Applicationlnsights. AspNetCore' with version ‘2.13.1"
Inserting code.
Serializing new Azure Application Insights dependency metadata to disk.
@ Complete. Azure Application Insights applnsights1 is configured.

[ Automatically close when succeeded

Close

@ Configured

red.

Search Solution Explorer (Ctrl+;)
27 Solution 'Health30' (1 of 1 pro
4 ] Health30

&P Connected Services
B =8 Dencndencing

Edit dependency
Manage in Azure portal

Remove dependency ~ =°"
v o exemnpereaithCheck.c

b c* Program.cs

P c* Startup.cs

3

©* WeatherForecast.cs
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Application Insight in VS

(-]

a

[ 5 Search resources, seraces,and docs (3411

. Create test *
@ Health30 | Availability #

+ I B
9 oo " o Ok on SUARapo ot ey o e S Rt
e
a——
]

Selet aupinify 13t

Overan

A Health30 - Microsoft Azure X [BH

C o © & htipsy//portal.azure.com/

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Health30

@ Health30 | Availability = X

Application Insights

Search (Ctrl+/) « 4 addtest ) Refresh

A

® Viewinlogs [ SLaReport [ Copylink 7 Troubleshoot (Z) Feedback v

@ Overview

E Activity log Drill inta...

A Access control (I4M)

¢ Tags

 Diagnose and solve problems

Investigate Select availability test
== Application may
PP P AVAILABILITY TEST T 20MIN AVAILABI DURATIO.

@ Smart detection
Overall

v Live metrics
Health30Test - - -
57 Transactien search
@ Availability
i Failures

% Performance

4 Toubleshooting guides (pre..

Monitoring
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Application Insight in VS

A Health30 - Microsoft Azure

“>C O ©0a azure.com, son e @ Y

@ Health30 | Availability = x|

earch (Ctrl o sddtest ) Retresh o Viewinlogs [ SLA Report (D) Copyink Troubleshaat Feedback

Local Time: Last 24 hours | [y

Availability @@ oo

Pipes and Filters Pattern

* Pipes and Filters. This example contains two filters that could perform
some part of the overall processing for a task. The two filters are
combined into a pipeline; the output of one filter is passed as the
input to the next. The filters are implemented as separate worker

roles and a Windows Azure Service Bus queue provides the
infrastructure that acts as the pipe.
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